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Abstract—The present study highlights the main challenges
faced by EFL student teachers (STs) of the Department of English
- College of Basic Education - University of Sulaimani during their
teaching practice. To investigate the challenges, a closed-ended
questionnaire is designed which consists of 20 items focusing on a
variety of relevant issues of practicum experience. The
questionnaire is given to 50 EFL STs and the collected data is
statistically analyzed. The study hypothesizes that EFL STs might
have serious challenges in their teaching at basic schools, which
could be related to the lack of motivation of basic school students,
shortage of practicum period, supervisors’ evaluation, and lack of
teaching technology. These challenges are proved true after the
analysis of the data. Based on the conclusions of this current study,
it is recommended that Kurdish EFL STs should be familiarized
with different aspects of teaching profession. To this end, the
university stakeholders should design a specialized program for
ST practicum and create a strong link with basic school programs.
The conclusions and recommendations could be taken into
consideration by the STs, university teaching staff, and basic
school principals to overcome the challenges and improve the
practicum process. Thus, the study could have potentially
significant implications for the senior administrators of the
Department of English, College of Basic Education deanery, and
the University of Sulaimani presidency for addressing the main
challenges of practicum faced by EFL STs.

Index Terms—Teaching Challenges, Practicum, EFL,
Supervision, Teaching, Learning, Evaluation.

. INTRODUCTION

It is undeniable that teaching, especially teaching a foreign
language, is not an easy task since it “involves a complex cycle
of planning, acting, observing, and reflecting” (Loucks-Horsley
et al., 2010, p. 64). So, it is a prerequisite for someone who
intends to be a language teacher to have practicum. The reason
behind this could be attributed to the fact that practicum can be

considered as basic requirements of being a teacher since a
student teacher learns more about his/her future career (Marais
& Meier 2004; Ogonor & Badmus, 2006; Farrell 2007). This
may lead someone to claim that in order to focus on preparing
well-qualified teacher, there should be practicum in the field of
teaching because the process of teaching practice makes STs
ready for teaching scientifically and professionally. This
journey of transformation from being a student to be a teacher,
as Hoben and Brickell (2006) claims, is very complex and
challenging. In brief, as Gebhard (2006) believes, teaching is a
multi-dimension and complex process since learning to assume
roles in English could be problematic for learners/teachers.

Teachers can be regarded as one of the important components
of the teaching/learning process since they work on
accomplishing the main aims of education, e.g., positively
changing the students behaviour, working on the students’
cognitive, emotion, social and physical aspects, etc. To achieve
all of these, universities especially colleges of education, basic
education, teachers, etc. should pay more attention to teach
practicum at the last academic year of the college study. The
colleges should design a well-structured curriculum for this
purpose. The reason behind this might be related to what has
been mentioned by Tarone and Allwright (2005, p. 12) that “the
discontinuity between these academic content courses and the
language classroom appears to set up a gap that cannot be
bridged by beginning teacher learners”.

In EFL contexts, most universities offer numerous English
programs. Almost all programs include different courses on
related subjects to English such as grammar, vocabulary,
literature, listening and speaking, reading and writing, etc.
(Gebhard, 2006). In order to prepare language teachers, English
programs should be more practical-oriented, i.e., the programs
should offer different subjects related to teaching methodology,
assessment, educational psychology, class management, etc.
Richards (2012, p. 49) state that language teachers need to
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learn/acquire contextual knowledge that appropriately works
and enables teachers to function more practical. In other words,
language teachers are in need of having a better understanding
about learning to teach; this creates a clear image of “the
dynamics and relationships within the classroom and the rules
and behaviours specific to a particular setting”.

In fact, a well-structured practicum assists STs to gain more
knowledge about the teaching/learning process. It decreases the
amount of challenges which may face STs during their
practicum experience and their career in the future. To achieve
this, colleges that prepare language teachers should design their
curricula in accordance with Johnson’s (2009) claim that in
second (or foreign) language teacher preparation program, three
fundamental aspects should be taken into account: the program
content (what teachers need), pedagogy and teaching
methodology (how teachers teach), and forms and ways of
learning second/foreign language teaching content and
pedagogy (how teacher learn to be teachers).

Finally, Darling-Hammond and Chung (2002) believe that
the practicum program should be highly systematic since it
results in having better teaching performance. Besides, there
should be a good connection between the theoretical knowledge
the STs take and practicum.

Il. THE CONCEPT OF TEACHING PRACTICUM AND ITS PURPOSE

According to Atiya and Alhashmi (2008 cited in Abu Omar et
al. 2018, p. 49), the concept of teaching practicum refers to “the
practical side of the student teachers preparation and
qualification programs that provide student teachers with
needed knowledge and skills to perform teacher’s roles and
responsibilities, where the student teachers practice these roles
and responsibilities in the classroom or outside the classroom
under the supervision of the university practicum supervisor in
collaboration with the school administrations and teachers”. In
general terms, there is a sort of agreement among many scholars
that practicum of teaching can be considered as a key aspect in
any related programs to teacher education (Glickman & Bey,
1990; Mclintyre, Byrd, & Fox, 1996, cited in Beck & Kosnik,
2002). The reason is attributed to the fact that practicum gives
new experience to learners especially when they take part in the
process of teaching. In addition, it makes STs understand their
own role in the process and change their perspective about
education in general (Handal & Lauvas, 1987).

According to Price (1987 cited in Ryan et al. 1996, p. 356),
the main purpose behind practicum is linking theory to practice.
This could be achieved through supervising STs in applying and
assessing the knowledge and skill they acquired/learned at
university in the real world of education, teaching and school
environment. So, practicum translates theory into practice. In
other words, the STs apply different knowledge they gain and
skills they acquire from their academic courses to the context
where they teach and work (cf. Collinson et al. 2009; Loucks-
Horsley et al. 2010). Moreover, Ogonor and Badmus (2006)
state that practicum provides a sort of training that expose STs
to classroom realities. The STs also test the theories they have
taken during their academic study and use different methods of
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teaching in real classroom atmosphere under the supervision of
university-based and school-based supervisors (cf. Zeichner,
2006). In brief, the STs are going to be responsible in teaching
and managing their classes. This, of course, is challengeable on
one hand. One the other hand, practicum experience increases
the STs’ self-confidence and develops their teaching
performance. Furthermore, Britzman (1991, p. 46) states that
besides putting the university obtained knowledge into practice,
STs “are expected to transform this received classroom
knowledge, shifting from a student’s perspective to that of a
teacher” and in fact this can be considered as the most
challengeable work in this regard. Finally, one may state that
the main aim of practicum experience is to make and prepare
good teachers in the future. In fact, good teachers are fair,
reasonable, enthusiastic, efficient, well organized, available,
well prepared, impartial, helping and
motivating students, accessible, interested in their subjects, and
using good verbal/nonverbal skills to teach and guide students,
etc. (cf. Prebble et al., 2004).

I1l. TEACHING PRACTICE AT COLLEGE OF BASIC EDUCATION,
UNIVERSITY OF SULAIMANI

A. Observation and Practicing

As a separate subject in the English Department curriculum,
“Observation and Practicing” takes place in the first semester
of the last academic year. This course is designed to make the
fourth year students familiar with the school atmosphere. As
part of this course, the students are expected to be ready to visit
basic schools and observe teachers in the first semester,
whereas in the second semester they do teaching practice. This
means in the final stage of their academic study, Kurdish EFL
undergraduates visit basic schools to observe and apply
knowledge they acquire during their study. As it is expected,
STs learn more about teaching process through pedagogical
practicum. Kumaravadivelu (2006) believes that the majority of
teacher education programs are intended to transmit a well-
designed knowledge from university lecturers to STs. This, in
fact, can be accomplished via practicum which refers to an
approach in which STs teach their classes and university-based
supervisors observe them in order to make the STs' teaching
style better. Furthermore, the supervisors provide STs with
necessary feedback, recommendations, and suggestions.

B. Teaching Practice

As one of the requirements of fulfilling Bachelor of Basic
Education, all undergraduates must practice teaching at basic
schools for a number of weeks. So, teaching practice can be
regarded as a mandatory subject within the English Department,
College of Basic Education curriculum. After studying different
subjects related to English language, syntax, vocabulary,
literature, teaching methodology, educational psychology, etc.,
the fourth year students visit basic schools to practice their
teaching skills. The students teach English as a foreign
language for (45) days at basic schools; they do behave as
school teachers having responsibility, designing questions,
managing examinations, etc. So, in Kurdish EFL context, the
concept of practicum refers to experiences that STs have inside
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a basic school before their graduation. This means the STs are
assigned to teach (1-9) grades and supervised by university-
based supervisors, cooperating teachers, and the school
principal. Furthermore, this procedure gives the STs an
opportunity to experience real classroom teaching and improves
the skills they need for their future career. In brief, the
practicum may goes in accordance with what has been
mentioned by Mills (1980, p. 5) that in spite of the fact
that ST regularly observe classes in earlier stages, “they
typically observe as they grade papers, help pupils with
seatwork, and perform other clerical tasks for supervising
teachers, or, they sit quietly and ‘look’ without training in the
skills of observation”.

Richards (2012) claims that teaching English can be
considered as a profession since it requires appropriate
knowledge received from the academic study and practicing.
The following diagram explains the practicum process at the
College of Basic Education, University of Sulaimani.

4-Year Academic

Studv ‘
Re-joining University 45-Day Practicum
(after Practicum) (at Basic Schools)
> Evaluation <

Fig. 1. Practicum Cycle at College of Basic Education, University of Sulaimani

Stodolsky (1984 cited in Bailey, 2009, 708) claims that
“evaluation of teachers rests on the assumption that the
characteristics of good or effective teachers are known and
recognizable”. Concerning the evaluation process, it is worth
mentioning that there are four evaluators who evaluate the STs’
performance: scientific supervisor, educational supervisor,
lecturers of Observation and Practicing, and basic school
principal. Consider the following figure:

Practicum
Evaluation
Scientific 2 | b Educational
Supervisor (40%) Supervisor (40%)

Basic School
Principal (10%)

Lecturer of “Viewing
& Practicing” (10%)

Fig. 2. ST Evaluation Process
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IV. METHODOLOGY

A. The Research Instrument

A questionnaire is used which consists of 30 Likert-scale
items in three different categories (agree, neutral, and disagree).
After consulting a number of experts, the instrument is
modified by the researcher and only 20 items remained. In order
to estimate the reliability of the study instrument, the test-retest
method is applied. The questionnaire reliability is 0.69 which
seems that it has high coefficient reliability.

B. The Procedure

In order to collect the relevant data, the study tool was
administered to a group of 50 EFL 4th year undergraduates at
the Department of English- College of Basic Education-
University of Sulaimani during the academic year 2017-2018.
The student teachers have no pervious teaching experience and
they are expected to be well-prepared to the purpose of
teaching. The data obtained from the questionnaire is
statistically analyzed in order to find out the challenges facing
EFL student teachers while practicing their teaching
knowledge, skills, ability, etc.

V. DATA ANALYSIS AND RESULTS

The collected data has been analyzed according to some
certain statistical procedures. The researcher has found
coefficient midst (CM) and percentage weight (PW) of each
single item. The results reveal that 7 items of the study
questionnaire are not accomplished, i.e., their coefficient midst
do not reach 2 and this extends from 1.6 to 1.98 and the
percentage weight from 53.3 to 66. According to the analyzed
data, it is revealed that the percentage of item achievement is
65%. Building on this, 13 items are achieved since their
coefficient midst is above 2. These items are considered as
strength ones. The coefficient midst of the accomplished items
rages between 2.12 and 2.74, and their percentage weight starts
from 70.0 to 91.3. Among all the items, 1.7 and 2.38 are the
most frequent coefficient weights. Furthermore, item no.3
comes in the first rank with CM 2.74 and PW 91.3, whereas
item no.18 comes in the last rank with the value of CW 1.6
which equals to 53.3.

A. Challenges of Teaching Basic School Students

The first and second items of the questionnaire are designed
to show the possibility of using English in teaching and the
preferred teaching methodology by basic school students. As
the analyzed data shows, item no.1 Basic school teachers have
used L1 and I cannot use L2 most of the time ranks seventh with
the CM 2.46. This confirms that the majority of EFL basic
school teachers use Kurdish language rather than English while
teaching and this creates a serious problem for STs. Moreover,
the basic school teachers’ teaching methodology may
negatively affect the STs’ teaching style during practicum
period. According to the result of the second item, Basic school
students prefer traditional methods of learning/teaching, a
great number of STs face challenges while applying a new
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approach, technique, or method in teaching English. In
addition, lack of motivation by basic school students can be
measured as one of the serious challenges of practicum. ltem
no.5, Basic school students are motivated to learn English,
reveals the fact that STs believe that students of basic schools
are not motivated and this creates problems for teachers. The
CM of this item is 1.98 and its PW is 66; it is a challengeable
issue.

TABLE 1
COEFFICIENT MIDST (CM) AND PERCENTAGE WEIGHT (PW) OF TEACHING
CHALLENGES ITEMS

No Item CM  PW Challenge?
Basic  school students prefer
2 ftraditional methods of 256 853 Yes

learning/teaching

Basic school teachers have used L1
! and | cannot use L2 most of the time 246 82 Yes

5 Basic school.students are motivated 1.08 66 Yes
to learn English

There is no doubt when STs first enter a class and touch reality,
they face many problems. Thankfully, as the data shows, the
STs are successful in applying the theoretical knowledge they
have studied during their academic study. Item no.20 which is
I am able to use English while teaching is achieved, because its
value is 2.64. This indicates that the majority of STs are able to
use English while teaching basic school students. Moreover,
because of having necessary information about the textbook,
the STs are able to teach and explain the topics. Regarding the
challenging of writing lesson plans and designing question for
the course exam, the results show that STs can overcome these
problems. The following table shows CM and PW of different
items 20, 6, 7, and 8.

Journal of University of Human Development (JUHD)

should refer to the fact that supervisors may work with at least
10 STs and this is not helpful to visit each ST more than once
during the practicum period. This negatively affects the
evaluation process since supervision can be regarded as one of
the most important elements of teaching practice. He (2009, p.
264) claims that “without adequate communication between
mentors and pre-service teachers regarding teaching
expectations and beliefs, pre-service teachers leave the teacher
education programs ill-prepared to negotiate potential conflict
between their beliefs and reality of teaching, leading to
dissonance and resistance to adaptation”.

The results also reveal that STs receive feedback from the
supervisors. Item no.14, The supervisor provides sufficient
feedback (written and/or spoken) on student teachers’ teaching
style, ranks ninth and its PW is 81.3 and cannot be considered
as a challenge. Item no.16 is about the period of time
supervisors spend observing STs. The result shows that the CM
and PW of this item is 2.12 and 70.6 successively. Moreover,
Freiburg and Waxman (1990 cited in Bailey, 2006, p. 241) state
that “much of the supervisor’s time is consumed in travelling to
and from various sites, with little time remaining for quality
feedback™. This may lead one to claim that the supervisors and
their visits could create challenges. The fifteenth item of the
STs’ questionnaire ranks 18 and it is one of the challenges that
STs face during their practicum. The item whether The
supervisor visits the student teacher regularly or not has got 1.7
CM and 56.6 PW and this is a challenge for STs since this
affects the supervisors® feedback negatively. So, it is
recommended that supervisors should visit the STs more than
once in order to have an adequate feedback on the STs’ teaching
performance. Moreover, the supervisors should be very
cooperative with the STs and visit them regularly in order to
reduce their anxiety. Finally, as the item | am aware of the
evaluation criteria shows, the majority of STs are not aware of
the evaluation criteria; according to item no.13, STs have no
idea about the rubrics used to evaluate them and this may create
a challenge. In order to solve this problem, English Department
should inform EFL STs about the main points that evaluation is
based on.

TABLE 3
COEFFICIENT MIDST (CM) AND PERCENTAGE WEIGHT (PW) OF ITEMS OF
SUPERVISORS’ EVALUATION CHALLENGES

TABLE 2
COEFFICIENT MIDST (CM) AND PERCENTAGE WEIGHT (PW) OF ITEMS NO.
(20,6,7,8)
No Item CM  PW Challenge?
20 | am able to use'Engllsh while 264 88 No
teaching.

6 I am able to write a lesson plan. 2.66 88.6 No

| am able to explain all topics since

I have an idea about the textbook. 248 826 No
8 | am able to design questions for 238 793

course exam. No

B. Challenges of Supervisors’ Evaluation

Bailey (2006) claims that university-based supervisors do not
have enough time to devote to each ST. This creates a sort of
problem that supervisors may not visit STs regularly.
Regarding EFL practicum at the University of Sulaimani, one

No Item CM  PW Challenge?

The supervisor provides sufficient
feedback (written and/or spoken)

14 on student teachers’ teaching 244 813 No
style.
The supervisor stays for an entire

16 lesson  period during the 212 706 No
evaluation process.

15 The supervisor visits the student 17 566 Yes
teacher regularly.

13 | .am_ aware of the evaluation 184 613
criteria. Yes
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C. Challenges of Lack of Materials

Three items of the questionnaire are designed to check the
challenges STs face because of lack of materials. Item no.19,
All basic school students have the student book, activity book,
and teacher book, cannot be regarded as a challenge since the
schools provide all STs with the necessary books (teacher,
student, activity). When STs visit basic schools to have their
practicum, it is expected that the schools will provide them with
necessary teaching aids. Item no.17 reveals something totally
different from this. According to the result, this item has the
value of 1.72 and percentage weight 57.3 and it is a challenge.
So, the majority of STs are not provided with aids such as CD
player, projectors, speakers, etc. Some of STs make these aids
available while teaching. Another real challenges facing STs is
lack of special room for teaching English; this room may help
STs to have a better performance and make basic school
students English more developed. The value item no.18, There
is a special room for English (e.g., English zone), is 1.6 and its
PW is 53.3. Building on this, one may state that the majority of
basic schools in Sulaimani city do not have any special place
for English (i.e., some certain zones for a language like
English). In fact, this does not help STs to have a great
opportunity to practice the knowledge they have acquired. To
overcome some challenges, Peters (2012, p. 35) believes that
STs “need to develop the skills and attitudes that enable them
to critically reflect on others' and their own practice”.

TABLE 4
COEFFICIENT MIDST (CM) AND PERCENTAGE WEIGHT (PW) OF ITEMS OF
LACK OF MATERIALS CHALLENGES

17

considered as one of the problems since according to the
practicum instructions the principal should evaluate STs out of
10 (see fig. 2). When school principals do not observe STs, how
they evaluate STs' teaching ability, personality, behaviour
inside the classroom and school. So, the result of their
evaluation is not credible. On the other hand, item no.10 is
about the possibility of treating STs as school teachers by the
school principal; the item has got the value of 2.38 with the PW
of 79.3 and it can be counted as a challenge.

TABLE S
COEFFICIENT MIDST (CM) AND PERCENTAGE WEIGHT (PW) CHALLENGES OF
BASIC SCHOOL PRINCIPAL ITEMS

No Item CM

PW  Challenge?

The principal treats student teachers

1
0 as a school teacher.

238 793 No

The principal observes student
12 teachers’ class to evaluate their 1.94 64.6 Yes
teaching style.

| thought that student teachers are 17 56.6

11
neglected by the school manager. Yes

No Item CM  PW Challenge?

All basic school students have the
19  student book, activity book, and 2.68 89.3 No
teacher book.

The schools provide student
17  teachers with teaching aids (CD 1.72 573 Yes
player, projector, etc.)

There is a special room for English 16 533

18 (e.g., English zone). Yes

D. Challenges of Basic School Principal

In general, practicum should offer STs an opportunity to have
a feeling of being basic school teachers. Unfortunately, some
basic school principals are not cooperative in this regard. Item
no.11, | thought that student teachers are neglected by the
school principal, with the CM of 1.7 and PW of 56.6 can be
used as evidence that the majority of STs have a negative
feeling towards basic school principals since they believe that
they are ignored. Psychologically speaking, this negatively
affects STs and their performance in teaching. Moreover, lack
of principals’ observation in order to evaluate STs’ teaching
methodology is one of the challenges. Item no.12, The principal
observes student teachers’ class to evaluate their teaching style,
shows that its CM is 1.94 and its PW is 64.6. This can be

E. Some other Challenges

According to the collected data, item no.9 of the
questionnaire is achieved since its CM is above 2. This means
that most of STs are informed by their university lecturers about
practicum experience and this may positively affect the STs’
teaching performance and reduce the challenges. Regarding the
period of practicum, almost all STs believe that having only 45
days for practicing teaching English is not enough to apply the
knowledge they have about teaching and acquire new ideas,
techniques, etc. related to teaching. In item no.3, the present
study focuses on the duration that STs spend at basic schools.
This item with its 2.74 CM and 91.3 PW can be regarded as a
challenge. Moreover, large classes can be considered a great
challenge that faces STs since the majority of Sulaimani basic
schools have this problem. The STs’ response to The classes
are large; 40 (and above) students are in each class reveals that
STs may have problems in organizing and presenting their
lessons since these require more effort and the basic school
students may not cooperate.

TABLE 6
COEFFICIENT MIDST (CM) AND PERCENTAGE WEIGHT (PW) OF ITEMS OF
SOME OTHER CHALLENGES

No Item CM  PW Challenge?
3 The practicum period is short (i.e., 274 913 Yes
45 days are not enough).
4 The classes are Ia.rge; 40 (and 23 76.6 Yes
above) students are in each class.
9 | have enough information about 204 746 No

practicum experience.
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CONCLUSIONS

Practicum is one of the most important subjects in teacher
education programs. Since Department of English, College of
Basic Education, University of Sulaimani intends to prepare
basic school English language teachers, the Department should
work on factors which reduce the rate of challenges facing STs.
Through experiencing practicum, STs gain more knowledge
and practical experience in order to be successful basic school
language teachers.

According to the analyzed data, the time allocated for
Kurdish EFL practicum at College of Basic Education,
University of Sulaimani is short; hence, it requires extension.
The extension is invariable because this negatively affects the
student teachers' performance. Moreover, basic school students
prefer methods and techniques applied by basic school teachers
(i.e., old-fashioned techniques). When STs attempt to apply
modern methods of teaching, they face challenges and this may
make basic school students unmotivated.

The main challenges Kurdish EFL student teachers
encounter could be related to lack of learning basic skills,
methods, and strategies of teaching inside the classroom.
Almost all STs have problems regarding providing certain
materials and following certain methods for teaching English.
Lack of English zone can be considered one of the main
challenges that STs have during practicum. The
presence/absence of English zone may positively/negatively
affect the practicum process. Generally speaking, STs are not
fully aware of the items of the rubric used to evaluate their
teaching performance. Consequently, this makes the practicum
more challenging and may reduce the self-confidence they have
in the process of teaching. Finally, the use of English by STs
creates challenges; basic school students may not prefer using
target language since most of basic school teachers of English
mostly use Kurdish to explain the topics.

RECOMMENDATIONS

Building on the current study conclusions, it is recommended
that preparing/writing a special guidance for Kurdish EFL STs
by university specialists and experts could help STs to
overcome the majority of challenges they face. The textbook
may include the practicum main guidelines focusing on
requirements, plans, supervision, evaluation, teaching, etc.
Since the STs have taken courses such as “Methods of
Teaching”, “Language  Testing”, and “Pedagogical
Technology” in the third year of their academic study, it is
recommended to put “Teaching Practice” in the first semester
of their fourth year; this gives them an opportunity to have more
teaching practice. Moreover, “Observation” as a subject might
be studied within the third year subjects. Thus, STs will have
enough time to prepare themselves for their “Teaching
Practice”. In addition, Department of English, College of Basic
Education may give an opportunity to practice the theoretical
knowledge by STs at the Department before visiting basic
schools so as to make them much more ready to face all
expected challenges. This could be done through micro-
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teaching, especially when the STs were third year students.
Lecturers who teach “Methods of Teaching” and “Pedagogical
Technology” might be cooperative in this regard, and it will be
better when STs are provided with teaching technological
devices. Moreover, STs need to be familiar with professional
culture. This could be achieved through introducing them to
learning/teaching  objectives, values, and challenges.
Universities and basic schools should pay more attention to the
practicum period of STs. They should design a systematic
program and cooperate in order to reduce the challenges face
EFL STs, since this may positively/negatively affect the STs’
future career.

The present study recommends establishing an English zone
at basic schools so that the basic school students can learn
English more effectively and have daily activities and practice.
Moreover, basic school teachers and STs will be able to have a
better teaching performance. The study also recommends
creating a teaching practice community at the university level,
in order to help STs through sharing experiences, challenges,
attitudes, etc. This would be very helpful in STs’ preparation
for the processes of learning and teaching. Furthermore,
English Department should take into consideration notes by
STs when they rejoin university to take all their notes,
recommendations, and suggestions into consideration in order
to make use of them in developing the practicum process for the
next academic year and reduce the rate of challenges.

Finally, to have a better teaching practicum and overcome
the challenges, College of Basic Education at the University of
Sulaimani should design an adequate program in accordance
with basic schools recommendations, which overall makes the
STs well-prepared teachers in the future.
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APPENDIX

Student Teachers’ Questionnaire

Dear student teachers,

This questionnaire is designed to investigate the challenges you face
during your teaching practice period. Kindly read the items and tick
only one option. Thanks for your corporation.

No Item Agree Neutral Disagree

Basic school teachers have
used L1 and | cannot use L2
most of the time

2 Basic school students prefer
traditional methods of
learning/teaching

3 | The practicum period is short
(i.e., 45 days are not enough).
4 The classes are large; 40 (and
above) students are in each
class.

Basic school students are
motivated to learn English

I am able to write a lesson
plan.

I am able to explain all topics
7 | since I have an idea about the
textbook.

I am able to design questions

8
for course exam.
9 I have enough information
about practicum experience.
10 The principal treats student

teachers as a school teacher.

| thought that student teachers
11 | are neglected by the school
manager.

The principal observes student
12 | teachers’ class to evaluate their
teaching style.

I am aware of the evaluation
criteria.

The supervisor provides
sufficient feedback (written
and/or spoken) on student
teachers’ teaching style.

The supervisor visits the
student teacher regularly.

The supervisor stays for an

16 | entire lesson period during the
evaluation process.

The schools provide student
17 | teachers with teaching aids
(CD player, projector, etc.)
There is a special room for
English (e.g., English zone).
All basic school students have
19 | the student book, activity
book, and teacher book.

I am able to use English while
teaching.

13

14

15

18

20
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Twiplomacy 2018 - How World Leaders Connect on Twitter

Most Influential World Leaders 2018

TOTAL NUMBER OF INTERACTIONS

e President, LSA 264,470,487
@reaDonaidrump LU L L]
l;. Prime Minister, India 3,194,816
4%y @NarendraMadi ......
g( Religious Leader, Vatican 2785376
¥ @Pontifex ...
4+ Prime Minister, India 17,037,768
a; @PMOIndia ..
Presidency, Turkey 12,603,974
[@tchestepe
President, Turkey 11367.298
@RT_Erdagan
. Presidency, USA 11,287,090
@WhiteHouse
President, France 8,403,458
J {@EmmanuelMacron
Prime Minister, Canada 7,333,637
@JustinTrudeau
President, Venezuela 7,262,921
{@NicolasMadura
Diata cobected Mey 16, 2018 covering the publications of each account over the past 12 months using Crowdiangle.com  wWw.twiplomacy.com

Source: Liifkens, 2018.
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Twiplomacy 2018 - How World Leaders Connect on Twitter

Mast Followed World Leaders 2018

NUMBER OF FOLLOWERS*
e President, USA 52,000,159
@realDonaldTrump LLLLL&LLLLLL
, Vatican 47 595,710
t@Pontifex 0000000000
i i, S, el sl s, i, S, s, .
2 Prime Minister, India 42,560,020
-
a= @NarendraModi LLLLLLLLLL
%, Prime Minister, India 26,285,492
& GPMOnda L L L L L L
President, USA 23,150,073
@pOTUS
i Presidency, USA 1713534
{@WhiteHouse
President, Turkey 12,986,259
{@RT_Erdogan
\ : Foreign Minister, India 11,719,804
v (@5ushmaswars]
/i Queen, Jordan 10,684,335
8 {@QueenRania
A aa President, Indonesia 10,191,974
¥ @okowi
Wi twiplamacy.com

Source: Lifkens, 2018.
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(2018 ,,581-2017 ,,5S1) cple 37l (Instagram) (& dwbe S Wl 536 Jls

g

Most Followed World Leaders on Instagram
GROWTH RATE / FOLLOWERS

+ Narendra Modi 14,810,584

.. 52%

@,\- Joko Widodo
13%

ko 0
! o [ L T Tam T

Denald J. Trump
reakdonaldtrump e
W Pope Froncis
¢ Bl

iy Queen Rania 0L,
 e— &8 00000
[ L T T T

& Recap Tayyip Erdagan 4351238
Q- _l”nuwm g S6% ¢ o oe

jan e

__ TheWhite House 4,190,066
v 8% 0000

whitehouse [onTan o Tan

. The Royal Family

200% g

fa\ HH Sheikh Mohammed 3,356,463
2% 5000

TKman [nlnlnln

£ Dmitry Medvedey
i 3%

2914474
000

il

Data colected on October 1, 2018 covering the publicotions of each account over the past 12 months using Crowdtongle com

Sourse: Burson-Marsteller, 2018.
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Abstract—The present paper examines the problem of cyber-
attacks under existing international law. It takes the view that the
(United Nations) UN Charter provisions on the use of force can
be extended to cyber-attacks by means of interpretation although
the relevant provisions do not explicitly address such issue. This
Avrticle argues that cyber-attacks resulting in material damage or
destruction to property, death or injury to persons, or severe
disruption of the functioning of critical infrastructures can be
characterized as use of armed force and therefore violate the
prohibition contained in article 2(4) of the Charter. However,
cyber-attacks not resulting in the above consequences may be
illegal intervention in the internal affairs of other states if such
attacks are coercive in nature. In addition, the current study
discusses that a cyber-attack which amounts to a use of armed
force per se is not sufficient to give the victim state the right to
self-defense, unless its scale and effects are equivalent to those of
a conventional armed attack. Finally, the study concludes that an
international cyber treaty is truly necessary to more effectively
address cyber-attacks.

Index Terms—International Law, Cyber Attack, Use of Force,
Self-defense, Armed Attack.

. INTRODUCTION

Modern societies have become highly dependent on computers
and internet connections to accomplish their tasks. Hostile
actors, however, attempt to attack computer servers and the
information that they hold. This kind of operation is known as
cyber-attack.

Legal scholars can study the issue of cyber-attacks from the
jus ad bellum perspective, that body of international law

regulating the recourse to force by states. The present study
discusses the use of the cyber-attacks by states against other

states. It does not address cyber-attacks that occur below the
level of use of force such as cyber terrorism, cybercrimes, or
cyber-attacks committed by individuals or "hacktivist" groups.

Despite the fact that cyber-attacks have not so far played a
major part in any larger conflict, many cyber-attacks have
drawn state’s attention to the subject lately, for example,
cyber-attacks against Estonia in 2007 and Georgia during its
war with the Russian Federation in 2008, as well as cyber
incidents such as targeting the Iranian nuclear facilities with
the Stuxnet worm in 2010 (Tallinn Manual on the
International Law Applicable to Cyber Warfare, 2010, 2). The
UK, for example, considered “hostile attacks upon UK cyber
space by other states and large scale cybercrime” as one of
four “Tier one” to British national security in its 2010
National Security Strategy (HM Government, 2010, Part I11).
The 2010 US National Security Strategy as well characterizes
cyber security threats as one of the most national security,
public, safety and economic challenges they face as a nation
(White house, 2010, 27). Similarly, NATO acknowledges the
new threat and commits itself in its new Strategic Concept to
develop further their ability “to prevent, detect, defend against
and recover from cyber-attacks, including by using the NATO
planning process to enhance and coordinate national cyber-
defence capabilities” (NATO, 2010, para 19).

This article, firstly, examines whether the existing law on
the use of force that apply to traditional uses of force applies
to cyber issues as well. Secondly, it argues whether cyber-
attacks fall under the prohibition of the threat and the use of
force contained in Article 2(4) of the UN Charter. Then, it
examines whether such attacks amount to ‘armed attack’ in
the sense of Article 51. Finally, the study discusses the
available remedies against cyber-attacks short of armed attack.
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Il.  THE CONCEPT OF CYBER ATTACKS

There is no universally accepted definition of cyber-attack.
The term cyber-attack is often used interchangeably with the
terms cyber operation and Computer Network Attack (CNA)
in literature. Cyber-attack is defined by the US government as
“a hostile act using computer or related networks or systems,
and intended to disrupt and/or destroy an adversary’s critical
cyber systems, assets, or functions” (Joint Terminology for
Cyberspace Operations, 2010, 5). According to the Tallinn
Manual on the International Law Applicable to Cyber
Warfare, it is “a cyber operation, whether offensive or
defensive, that is reasonably expected to cause injury or death
to persons or damage or destruction to objects” (Tallinn
Manual, 2010, Rule 30). In addition, one of the most widely
cited definitions comes from government security expert
Richard A. Clarke, who defines cyber-attack as “actions by a
nation-state to penetrate another nation’s computers or
networks for the purposes of causing damage or disruption.”
(Hathaway, Crootof, Levit, Nix, Nowlan, Perdue and Spiegel,
2012, 823). This definition is, however, narrow because it only
covers cyber-attacks carried out by states, thereby excluding
attacks initiated by non-state actors.

It should be noted that cyber-attack is distinct from
computer network exploitation (CNE) in the US documents.
The latter is defined as a set of “enabling operations and
intelligence collection to gather data from target or adversary
automated (National
Military Strategy for Cyberspace Operations, 2006, GL-1).
The Joint Terminology for Cyberspace Operations adds that

information systems or networks”

CNE must occur “through the use of computer networks”
(Joint Terminology for Cyberspace Operations, 2010, 4).

Even though they are often labeled in the media as cyber-
attacks, “the primary technical difference between cyber-
attack and cyber exploitation is in the nature of the payload to
be executed. A cyber-attack payload is destructive on the other
hands a cyber-exploitation payload acquires information non-
destructively” (Lin, 2010, 64). For instance, CNE can be used
for propaganda purposes or be aimed at stealing sensitive
information from websites and computers without damaging
the information that they hold (Eriksen, 2015, 3) whereas
cyber-attacks can be directed against websites and computers
to alter, delete or deny access to computer data.
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I1l.  APPLICABILITY OF THE EXISTING JUS AD BELLUM RULES

A. The applicability of existing treaties to cyber-attacks
conducted by states

International conventions are one of the most important
sources of international law. Although there is no international
treaty that directly addresses cyber activities in the context of
military operations, the lack of prohibitive rules in
international law does not mean that states can initiate cyber-
attacks against other states without restrictions. The view
according to which the “absence of a legal prohibition . . .
constitutes the presence of a legal permission” (Stone , 1959,
36) has come under criticism for reflecting an old, tired view
of international law (Kosovo Advisory Opinion [2010] ICJ
Rep. p 403, Declaration of Judge Simma, para 2).

In the absence of ad hoc provisions, the question is whether
existing treaties, in particular, the UN Charter rules on the use
of force which apply to traditional uses of force can be applied
to cyber-attacks while the Charter rules do not refer to cyber
issues. International lawyers are not united on this matter. For
instance, Jeffrey Addicott disagrees over the whole idea of
applicability of jus ad bellum to the cyber warfare. He points
out that international laws related to the use of force are
insufficient to address the threat of cyber warfare (2010, 550).
However, it can be said the Charter’s rule on the use of force
can be extended to cyber-attacks launched by states against
other states by means of interpretation. The ICJ in its Advisory
Opinion on the Legal Consequences for States of the
Continued Presence of South Africa in Namibia (South West
Africa) states that “an international instrument has to be
interpreted and applied within the framework of the entire
legal system prevailing at the time of the interpretation” (at
para 53). The concept of dynamic, or evolving interpretation,
which is implemented in Article 31 para 3 (b) of Vienna
Convention on the Law of Treaties (VCLT), was used by the
Court in a subsequent ruling, (Eriksen, 2015, 7) where it stated
that “where parties have used generic terms in a treaty, the
parties necessarily having been aware that the meaning of the
terms was likely to evolve over time, and where the treaty has
been entered for a very long period or is of continuing
duration, the parties must be presumed, as a general rule, to
have intended those terms to have an evolving meaning”
(Costa Rica v Nicaragua [2009] ICJ Reports, para 66).
Therefore, based on the Court's ruling, the UN Charter’s terms
“use of force” and “armed attack” must be interpreted in the
light of present-day conditions as modern societies have
become heavily dependent on technology.
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An “interpretive reorientation” of existing jus ad bellum
rules to accommodate cyber technology finds support in the
fact that many states and organizations like Australia, China,
Cuba, the European Union, Hungary, Iran, Italy, Mali, the
Netherlands, Qatar, the Russian Federation, and the UK have
emphasized the application of the lex lata (the law as it exists),
including the UN Charter to cyber-attacks (Roscini, 2014, 21).
In his speech at CYBERCOM, the State Department’s Legal
Advisor points out that established principles of international
law do apply in cyberspace (Koh, 2012). Likewise, when
submitting its views to the UN Secretary General on
information security, the US provides that “despite the unique
attributes of information and communications technologies,
existing principles of international law serve as the appropriate
framework within which to identify and analyze the rules and
norms of behavior that should govern the use of cyberspace in
connection with hostilities” (UNGA Doc. A/66/152, 2011,
18). Furthermore, in their report in 2013, the Group of
Governmental Experts on Developments in the Field of
Information and Telecommunications in the Context of
International Security concluded that “international law, and
in particular the Charter of the United Nations, is applicable
and is essential to maintaining peace and stability and
promoting an open, secure, peaceful and accessible ICT
(Information and Communications Technologies)
environment” (UNGA Doc. A/68/98, 2013, 2). Although the
creators of the Charter could not have foreseen the possibility
of cyber-attacks and its rules are conceived around kinetic
principles, this does not mean that this instrument is unfit to
face the new threats as it has been demonstrated above.

B. The role of customary international law

Legal scholars have different opinions regarding the
applicability of existing jus ad bellum customary rules to
cyber-attacks. On the one hand, commentator like Moore
(2013, 234) believes that there is a growing tendency among
western legal scholars and nations that customary international
law is applicable to cyber-attacks. Moreover, Roscini (2014,
25) argues that “existing jus ad bellum customary rules extend
to cyber-attacks that constitutes to a use of force or acts of
hostilities”. He explains that state practice (USus) as an
element of custom includes not only physical acts of states,
but it also constitutes of verbal acts such as official statements
made by states especially those in debates in the UN bodies
and national legal advisers’ opinions. He considered the US
State Department Legal Advisor’s (Harold Koh) speech at the
US CYBERCOM on international law in cyberspace and the
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UN member states’ speech on information security while
submitting their views to the Secretary-General as valuable
examples of verbal acts. (Ibid 28). He further explains that
military manuals are also an important element of state
practice and agrees with Garraway (2004, 431) that national
manuals provide evidence of state practice and opinio juris
regarding the states by which they are issued.

On the other hand, other groups of scholars have argued
that no customary international law has yet developed because
the phenomenon is still too recent and there is no state
practice. Schmitt (1999, 921) concludes that “a customary
norm may develop over time, but it does not exist at present.
Neither practice, nor opinio juris, is in evidence”. Similarly,
the group of experts in the Tallinn Manual (2010, 19) point
out that “because State cyber practice and publicly available
expressions of opinio juris are sparse, it is sometimes difficult
to definitively conclude that any cyber-specific customary
international law norm exists”. The author agrees with the
latter group of scholars because states have not dealt with
cyber issue long enough for state practice to be established
and no cyber-attacks have clearly attributed to any states yet.

Indeed, state practice must be extensive and virtually
uniform (North Sea Continental Shelf, [1969] ICJ Reports,
para.74). Statements and documents on the legality of military
cyber-attacks come from limited number of states. It is
noteworthy that most military manuals issued before 2000 and
for this reason they do not specifically refer to military cyber-
attacks except the British Manual of the Law of Armed
Conflict (UK Ministry of Defence, 2004, 188) and the US
Commander’s Handbook on the Law of Naval Operations (US
Department of Navy , 2017, p.8-20). It seems that the current
position demands fulfillment of state practice and opinio juris.
Therefore, it is hard to say that customary international law
specific to cyber-attacks has already generated based on a few
unattributed cyber-attacks and a limited number of military
manuals.

IV. EXAMPLES OF CYBER ATTACKS

A. Estonia (2007)

In April 2007, the Estonian government moved a statue of a
Russian soldier (known as the Bronze Soldier) from Tallinn to
its suburbs. As a result, hackers began attacking the websites
of the government, Estonia's biggest bank and several
newspapers in the country by using large botnets which is a
collection of high jacked computers that can be used without
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the knowledge of the owner. The attacks were called
Distributed Denial of Service (DDoS) attacks. The attacks
were mainly launched from 178 different countries. At first,
the attacks were simple, ineptly coordinated and easily
mitigated. However, the DDoS attacks quickly became far
more organized and sophisticated (Buchan, 2012, 218). The
hackers hijacked approximately 85000 computers from all
around the world to carry out the attacks, but experts have
established that the computers initiating the attacks had
Russian IP addresses. Russia has denied any involvement and
no definite attribution has ever been made, but Estonia
maintained that Russia was responsible for the attacks
(Holmberg, 2015, 6).

B. Stuxnet (2010)

In 2010, Iranian nuclear centrifuges were infected by a
computer worm named Stuxnet, with the alleged ultimate
purpose of sabotaging the gas centrifuges at the Natanz
uranium enrichment facility. The virus caused the nuclear
centrifuges to spin far more rapidly than they should and then
to drastically decrease. Therefore, it harmed the centrifuges.
The Iranian government has not revealed specific details
concerning the impact of the Stuxnet virus, including physical
damage, but several hundred centrifuges were shut down
(Ibid). The Iranian President admitted at 2010 press
conference that the attack caused problems for their
centrifuges with the software which was installed in electronic
parts (Mousavian, 2012, 25). Although the exact consequences
of the incident are still the object of debate, the International
Atomic Energy Agency reported that Iran stopped feeding
uranium into thousands of centrifuges at Natanz. According
to the reports this damage set back Iran’s aspirations to enrich
uranium by up to two years (Buchan, 2012, 220). It was
alleged that the perpetrators are Israel and the US, but it has
never confirmed.

V. CYBER-ATTACKS AND THE PROHIBITION OF THE THREAT
AND USE OF FORCE IN INTERNATIONAL RELATIONS
According to Article 2(4) of the UN Charter “all members
shall refrain in their international relations from the threat or
use of force against the territorial integrity or political
independence of any state, or in any other manner inconsistent
with the Purposes of the United Nations”. Certain conditions
must be fulfilled to invoke applying Article 2(4) and its
customary counterpart to cyber-attacks. Firstly, the cyber-
attack must reach to the level of a “threat” or a “use of force”.
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Secondly, the attack needs to be attributed to a state, not
private individuals or armed groups. Finally, the cyber-attack
must be initiated by a state against another state.

A. Cyber-attacks as a “Use of Force”

Article 2(4) bans the threat and the use of force, but the exact
definition of what constitutes the use of force is still unclear.
A starting point to establish the meaning of “force” must be
the VCLT which provides the rules of treaty interpretation.
Although it has been adopted after the UN Charter,
international law experts generally agree that the Convention’s
rules reflect customary international law (Gervais, 2012, 536).
Article 31 (1) of the Convention states that “a treaty shall be
interpreted in good faith in accordance with the ordinary
meaning to be given to the terms of the treaty in their context
and in the light of its object and purpose” (UN Charter 1945,
Article 31(1).

Indeed, Black’s Law Dictionary defines “force” as “power,
violence, or pressure directed against a person or thing”
(Black’s Law Dictionary, 2009, 717). Therefore, the ordinary
meaning of “force” could be extended beyond armed force to
include economic and political pressures.

A closer examination of the Charter and its travaux
préparatoires, however, lead to the result that the expression
“force”, within Article 2(4) is limited to “armed” force only.
In light of the “object and purpose” of the Charter, “force”
should be read more narrowly. The primary purpose of the UN
is to maintain international peace and security (UN Charter,
Article 1 (1). This means that the notion of “force” is limited
to traditional use of force. The drafting history of the Charter
reinforces this conclusion. At the San Francisco Conference, a
Brazilian amendment prohibiting “the threat or use of
economic measures” was vetoed. Likewise, the expression
“armed forces” is specifically used in some points of the
Charter such as the Preamble, Articles 41 and 46. In light of
these observations, it seems that force means military armed
force, not other forms of coercion. The General Assembly
resolution 2625 (XXV) of 24 October 1970, which is also
known as Principles of International Law concerning Friendly
Relations and Co-operation among States in accordance with
the Charter of the United Nations and Resolution 3314
(XXIX) of 14 December 1974, on the Definition of
Aggression point to interpreting Article 2(4) as banning the
use of “armed” force.

It is also important to inquire into the meaning of “armed”
force so as to determine whether cyber-attacks can be regarded
as a use of “armed” force. Black’s Law Dictionary defines
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“armed” as meaning “equipped with a weapon” or “involving
the use of a weapon” (Black’s Law Dictionary, 2009, 123). A
weapon is “an instrument used or designed to be used to injure
or kill someone” (Ibid 1730). Roscini (2010, 106) believes that
almost every object can be used as a weapon, if the intention
of the holder is hostile.

In light of the discussion above, it appears that a use of
armed force under Article 2(4) requires weapons. Now, the
question is can malware be classified as a weapon? The ICJ in
its Advisory Opinion on the Legality of the Threat or Use of
Nuclear Weapons ruled that the UN Charter provisions on the
use of force apply to any use of force regardless of the
weapons employed (Nuclear Weapons Advisory Opinion
[1996] para. 39). Zemanek (2012, 599) believes that ‘it is
neither the designation of a device, nor its normal use, which
make it a weapon but the intent with which it is used and its
effect. The use of any device or number of devices, which
results in a considerable loss of life and or extensive
destruction of property must therefore de deemed to fulfill the
conditions of an armed attack”. The Security Council
Resolutions 1368 and 1373 reaffirmed this conclusion by
authorizing the US to respond forcefully in self-defense to
9/11 attacks where the weapons used in the attack were
hijacked airplanes (SC Res. 1368, 2001 and SC Res. 1373,
2001).

Roscini (2010, 106) argues that there is no reason why
weapons should necessarily have explosive effects or be
created for explosive purposes solely. The use of biological
and chemical weapons (non-kinetic weapons) against a state
would certainly be characterized as a use of force by the
victim state in the sense of Article 2(4). In fact, in the
judgment on the merits of the Military and Paramilitary
Activities in and against Nicaragua (Nicaragua v US)
(Nicaragua case) the ICJ qualified the arming and training of
armed groups by the US as a use of force against Nicaragua
(Nicaragua case para.228). This means that the Court
implicitly recognized that the use of non-kinetic force can lead
to a violation of Article 2(4).

The 1969 VCLT supports an interpretation of Article 2(4)
which covers cyber-attacks as explained above. Article 31
para 3(b) of VCLT provides that treaties shall be interpreted
taking into account “any subsequent practice in the application
of the treaty which establishes the agreement of the parties
regarding its interpretation”. Many states have stated that
cyber-attack is a type of armed force, including the UK, the
US, Kuba, Panama, Kazakhstan, Belarus and Russia. The UK
under-secretary for security and counter-terrorism, for
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instance, declared that a cyber-attack that takes out a power
station would be an act of war (The Guardian, 2010).

The notion of force is also covers indirect use of force
which refers to situations where a state allows its territory to
be used for violent attacks against a third state as well as a
state’s participation in the use of force by unofficial bands
organized in a military manner (Klamberg, 2017, 197).
However, according to the ICJ not every form of assistance is
amount to the use of force. The Court in the Nicaragua case
cited that the financing of guerrillas engaged in prohibited
activity against another state was not a use of force
(Nicaragua case para.228). The authors of the Tallinn Manual
also believe that merely funding a hacktivist group carrying
out cyber-attacks as part of an insurgency would not amount
to the use of force (Tallinn Manual, Rule 11. para.3). By
contrast, supplying malware to an organized group conducting
cyber-attacks against another state and the training of such
group would qualify as a use of force if the attacks conducted
reaching to the level of a use of force (Ibid Rule 11. para.4).

B. Leading Approaches to Use of Force

Whether cyber-attacks fall within the scope of Article 2(4)
depends on understanding the nature of a use of armed force.
Three leading approaches have emerged in this regard.

According to the instrument-based approach, cyber-attack
alone will almost never qualify as “armed” force because “it
lacks the physical characteristics traditionally associated with
military coercion” (Hollis, 2007, 1041). This view has been
criticized because even when cyber-attacks result in physical
damage, it cannot be qualified as a use of force under Article
2(4) (Waxman, 2013, 111).The advantage of this approach is,
however, the simplicity of application, since uses of military
weapons and force are relatively easy to identify.

The target-based approach holds that cyber-attack amounts
to a use of armed force whenever it penetrates national critical
infrastructure (NCI) system, even in the absent significant
destruction or casualties (Klamberg, 2017, 196). The flaw in
this approach is that it is too broad and cyber-attack will be
qualified as use of armed force under this approach if it only
causes inconvenience or merely aim to collect information
(Eriksen, 2015, 22). In addition, this approach increases the
likelihood that cyber-conflicts will escalate into more
destructive conventional armed conflicts. A cyber-attack need
only penetrate a critical system to justify a conventional
military response that could start a physical, kinetic war. This
approach could undermine the security of the international
community by making war much more likely. Another
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problem with this view is that there is still no official
definition of NCIs which may lead to different practice by
states.

Finally, the effects -based approach classifies a cyber-attack
as an armed force whenever it intends to cause effects
equivalent to those produced by kinetic weapon (death or
destruction of property). Under this view, economic or social
damage taking down the stock market or bringing
transportation systems to a halt or covert actions such as
influencing elections or planting information would likely not
be as an action justifying a use of force in response (Hathaway
et al, 2012, 847). By contrast, a cyber-attack that causes a
meltdown in a nuclear power station, or one that disabled air
traffic control resulting in airplane crashes, or opening the
floodgates of a dam above a densely populated area could rise
to the level of the use of armed force. The US Department of
Defense has favored this approach by holding that the
international communities will more likely focus on the results
of a cyber-attack than on its mechanism (US Department of
Defense, 1999, 18). In addition to this, the State Department’s
Legal Advisor, Harold Koh, argues that “if the physical
consequences of a cyber-attack work the kind of physical
damage that dropping a bomb or firing a missile would, that
cyber-attack should equally be considered a use of force”
(Koh, 2012).

This view has also been criticized because
society’s heavy reliance on interconnected information
systems means that the indirect and secondary effects of
cyber-attacks may be much more consequential than the direct
and immediate ones” (Waxman, 2011, 445). In addition, most
cyber-attacks do not directly cause physical damage or death.
A cyber-attack that temporarily shuts down the
communication lines for emergency police and ambulance
services, for instance, may not cause physical damage or
deaths directly, but it could easily cause both indirectly.
Drawing the line between direct and indirect consequences of
a cyber-attack is extremely difficult (Gervais, 2012, 539).

Aware of this problem, Michael Schmitt, the
proponent of the effects-based approach develops six
criteria to distinguish cyber-attacks from other forms of
coercion not amounting to the use of armed force which
include: 1-severity: the degree of physical injury or
property damage, 2-immediacy: how quickly the
negative consequences manifest, 3-directness:
the proximity of the act and its consequences,
4-invasiveness: the extent of territorial penetration, 5-
measurability: to what extent the consequences can be

“modern
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quantified, and 6- presumptive legitimacy: whether the
act is presumed valid (Schmitt, 1999, 914-15).

Schmitt’s criteria, however, are not without problems.
Directness, for example, is not necessarily an inherent
characteristic of the use of armed force (Roscini, 2014, 48).
The Definition of Aggression considers actions which do not
necessarily entail direct destructive effects, including the
violation of a stationing agreement, a naval blockade, and
allowing the use of the territory by other states for the purpose
of perpetrating aggression as an “act of aggression” (UNGA
Res. 3314 (XXIX), Article 3 (c), (e) and (f ). The ICJ in the
Nicaragua case qualified the arming and training of armed
groups (not directly destructive actions) as a use of force
(Nicaragua case para.228). Similarly, these criteria are
illuminating; they call for such a wide-ranging inquiry that
they may not provide sufficient guidance to decision makers.
As Silver (2002, 89), former General Counsel of the CIA,
points out the wide ranging criteria allow for broad
interpretation to whichever direction wanted.

As it has already been noted, the effects based approach is
not without problems. Therefore, the author of this article
agrees with the authors of the Tallinn Manual that focus on
“scale and effects” as well to be an equally useful approach
when distinguishing acts that qualify as uses of force from
those that do not (Tallinn Manual, 47). Rule 11 of the Manual
provides that a cyber-attacks amounts to a use of force when
its scale and effects are comparable to non-cyber-attacks
reaching to the level of a use of force (Ibid Rule 11).

The phrase “scale and effects” is derived from the
Nicaragua Judgment, where the ICJ distinguished between an
armed attack and a mere frontier incident (Nicaragua case
para.195). In light of this, disruptive cyber-attacks that
severely incapacitate the function of critical infrastructures fall
under the scope of Article 2(4) if the incapacitation or
disruption caused is significant enough to affect the welfare of
the nation or national security, public safety and national
economic security (Roscini, 2014, 55). If the targeted
infrastructure is not critical, it is very unlikely that the
consequent disruption will affect a state’s essential functions
or its internal public order.

There is, however, no agreement on the notion of “critical
infrastructure”. But it has been defined by the 2010 US Joint
Terminology for Cyberspace Operations (2010, 5) as “systems
and assets, whether physical or virtual, so vital that the
incapacity or destruction of such may have a debilitating
impact on the security, economy, public health or safety,
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environment, or any combination of these matters, across any

Federal, State, regional, territorial, or local jurisdiction”.

C. Cyber-attacks Below the Level of the Use of Force

Cyber-attacks conducted by states, but falling below the level
of the use of force such as cyber-attacks seriously incapacitate
of non-critical infrastructure or non-seriously disruptive cyber-
attacks can be considered as unlawful on the base of violations
of the customary principle of non-intervention in the internal
affairs of other states if they are accompanied by an intention
to coerce the target state in relation to a matter that it is freely
entitled to determine. According to the International Group of
Experts “non-destructive cyber psychological operations
intended solely to undermine confidence in a government or
economy does not amount to the use of force (Tallinn Manual,
Rule 11, para 3). The cyber-attack against Estonia in 2007
provides a good example in this regard. But cyber exploitation
operations lacking a coercive element nevertheless do not per
se violate the prohibition of the use of force or even the non-
intervention principle. It may constitute a violation of the
principle of territorial sovereignty when they target cyber
infrastructures (governmental or private) of the targeted state
(Heinegg, 2013, 129).

VI. CYBER-ATTACKS AND LAW OF SELF-DEFENSE

G

A. The Difference among “Force”, “Aggression” and
“Armed Attack”

Article 51 of the UN Charter provides that “nothing in the
present Charter shall impair the inherent right of individual or
collective self-defense if an armed attack occurs against a
Member of the United Nations”. This terminology suggests
that there exists a gap between the notions “use of force” and
the “armed attack”. In fact, the scope of article 2(4) is wider
than that of article 51 because it does not only prohibit armed
force, but also unarmed, indirect use of force and the threat of
force as well. This means that not every use of force contrary
to article 2(4) will trigger the right of self-defense. The
responding state must have suffered an “armed attack”
(Melzer, 2011, 11). The gap has been confirmed by ICJ in the
Nicaragua case when the Court distinguished “the most grave
forms of the use of force (those constituting an armed attack)
from other less grave forms” (at para.191). This was also
reaffirmed in the Oil Platforms case (Iran v US) (at para. 51).
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The distinction between “use of force” and “armed attack”
is made mainly due to the gravity of the act or of its effects.
Brownlie (1963, 366) believes that a use of force must attain
certain gravity in order to be defined as an armed attack. In
addition, during the preparatory work aiming at defining
aggression, numerous states stressed that only the most serious
uses of force qualified as armed attack (Ruys, 2010, 150).
Thus, an armed attack under Article 51 requires “a relatively
large scale,...a sufficient gravity, and....a substantial effect”
(Randelzhofer & Nolte, 2013, 1041).

Just as not all “uses of force” are “armed attacks”, not all
aggressions are armed attacks as well. Article 1 of the
Definition of Aggression provides that “aggression is the use
of armed force by a State against the sovereignty, territorial
integrity or political independence of another State, or in any
other manner inconsistent with the Charter of the United
Nations, as set out in this Definition” (UN
Doc. A/RES/29/3314 (XXIX), Article 1). It is widely accepted
that armed attack constitutes a part of aggression. Only most
violent and gravest forms of aggression qualify as armed
attack justifying the use of force in self-defense (Kittrich, 32,
2008). According to the Definition of Aggression Resolution,
aggression includes not armed attack, but also other modes of
the use of force such as ports or coasts blockaded and allowing
one’s territory to be used for perpetrating an act of aggression
against a third state (Ibid Article 3 (c) & (f). If this is applied
in the cyber context, it seems that that simply cuts off a
country from the internet, without causing physical damage or
severe incapacitation of essential services, would not reach to
the level of an armed attack. Similarly, the action of a state in
allowing another state to use its cyber infrastructure so as to
initiate cyber-attacks amounting to an act of aggression
against a third state would violate the prohibition of the use of
force, but it does not constitute per se an armed attack (Ibid
Article 3 (f).

B. Cyber-attacks as “Armed Attacks”

On the one hand, some scholars argue that any use of force by
regular armed forces amount a per se to armed attack.
According to this view, any offensive action by a military
cyber unit is an armed attack because it emanates from the
armed forces of a state. Thus, it triggers the right to exercise
individual or collective self-defense. On the other hand, other
scholars argue that the ICJ’s “scale and effects” test is more
appropriate to determine when Article 51 is triggered.
(Gervais, 2012, 541).
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Constantinou (2000, 63) has tried to specify this criterion by
arguing that an armed attack is “an act or the beginning of a
series of acts of armed force of considerable magnitude and
intensity (i.e. scale) which have as their consequences (i.e.
effects) the infliction of substantial destruction upon important
elements of the target State namely, upon its people, economic
and security infrastructure, destruction of aspects of its
governmental authority, i.e. its political independence, as well
as damage to, or deprivation of its physical element namely,
its territory" and the “use of force which is aimed at a State’s
main industrial and economic resources and which results in
the substantial impairment of its economy”. Therefore, the
author of this article agrees with the latter group of scholars
that it is both the “scale and the effects” of cyber-attacks
which determine the occurrence of an armed attack. A large-
scale cyber-attack, for example, that shuts down NCIs like the
financial market for a prolonged time and cripples a state’s
economy or causes the collapse of the national currency
would, if the effects are serious enough, potentially constitutes
an armed attack for the purpose of self-defense (Roscini, 2014,
74). The US Department of Defense’s Assessment of
International Legal Issues in Information Operations points
out that “if a coordinated computer network attack shuts down
a nation’s air traffic control system along with its banking and
financial systems and public utilities . . . it may well be that no
one would challenge the victim nation if it concluded that it
was a victim of an armed attack, or of an act equivalent to an
armed attack” (US Department of Defense, 1999, 18).
Likewise, the 2011 AIV/CAVV Report on Cyber Warfare
conclusions of which have been endorsed by the Dutch
government provides that “a serious, organized cyber-attack
on essential functions of the state could conceivably be
qualified as an “armed attack” within the meaning of article 51
of the UN Charter if it could or did lead to serious disruption
of the functioning of the state or serious and long-lasting
consequences for the stability of the state” (AIV/CAVV No
77, AlV/No 22 CAVV, 2011, 21). According to the report a
disruption of banking transactions or the hindrance of
government activity would not qualify as an armed attack. By
contrast, a cyber-attack that targets the entire financial system
or an attack on the entire military communication and
command network that prevents the government from carrying
out essential tasks could well be equated with an armed attack
(Ibid 21). In light of this, it seems a massive DDoS attack like
the one occurred in Estonia that only disrupts NCls for a
limited amount of time is certainly significant with regard to
its scale, but its effects are not. Furthermore, even though the
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exact impact of Stuxnet virus has never been concretely
identified, it is likely that the attack against Iran was a use of
force because the virus ended up causing material damage to
centrifuges at Natanz. To conclude, not all cyber-attacks
amounting to a use of force, not even those causing injury to
persons or material damage to property, will automatically
constitutes an armed attack. The destruction or disruption must
be extensive enough to constitute a more serious use of force
giving rise to the right of self-defense.

C. Necessity, proportionality, and immediacy of the Reaction
in Self-defense

A victim state of a cyber-attack amounting to an armed attack
may use armed force or cyber means in self-defense if (1)
demonstrates that a cyber-attack occurred, (2) the attack meets
the standards of armed attack and (3) it is attributed to another
state or agents under that state’s direct control (Janev and
Aleksoski, 2013, 117). The use of force in self-defense is
nevertheless not without restrictions; it must be “necessary” to
repel the attack and “proportional” to the force used by the
aggressor. The right to use of force in self-defense is further
subject to a requirement of immediacy (Tallinn Manual, Rule
15). The ICJ has consistently confirmed the customary nature
of the principles of necessity and proportionality (See
Nicaragua case, para. 176 and Oil Platforms case, para. 76).

The principle of necessity requires that “force must be used
only as a last resort, when peaceful means, such as a
diplomatic settlement, cannot achieve the state’s overall aim”
while the principle of proportionality implicates that the
means and extent of the self-defense needs to be proportionate
in relation to the gravity of the armed attack (Hathaway et al,
2012, 849). Similarly, according to the immediacy
requirement self-defense may not be undertaken to long after
the armed attack but within some reasonable time after it
occurred (Dinstein, 2005, 241).

However, applying the principles of necessity and
proportionality to state responses to cyber-attacks is
challenging. The cyber-attack has to be attributed to a state so
as to evaluate the necessity of self-defense which is one of the
greatest challenges when it comes to cyber-attacks. This is
because of the difficulties of identifying the attacker and the
modern technology makes it almost impossible to attribute a
cyber-attack to a specific source to characterize the intent
behind (Holmberg, 2015, 42). Likewise, assessing whether an
invocation of self-defense complies with proportionality
requirement is hard because the amount of damage especially
indirect one caused by cyber-attacks is hard to estimate in
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monetary categories (Hathaway et al, 2012, 849) because the
private sector might be afraid to provide exact data on the
damage suffered due to business confidentiality (Tikk, 2008,
17).

VIl. REMEDIES AGAINST CYBER ATTACKS SHORT
OF ARMED ATTACK

A. Resorts to the UN Security Council

The victim state of a cyber-attack may bring any situation to
the attention of the Security Council under Article 35 (1) of
the UN Charter and the Council might recommend the
appropriate procedures or methods to solve the dispute (UN
Charter, Articles 35 (1) & 36 (1). This would only be possible
when the attack is attributed to a state. According to Article 39
of the Charter if the Council decides that the situation
constitutes a threat to the peace, breach of the peace, or act of
aggression, it could use its power under Chapter VII to
maintain or restore international peace and security (lbid
Article 39).

B. Retortions and Countermeasures

The injured state of a cyber-attack under the threshold of
armed attack may resort to retortion and non-forcible
countermeasures against the responsible state. Retortion is
“unfriendly” conduct which is not incompatible with any
international obligation of the state engaging in it and can be
adopted at any time such as withdrawal of voluntary aid
programs whereas countermeasures counter measures are
“measures that
international obligations of an injured state vis-a-vis the
responsible State” which are carried out in a response to prior
violation of international law by another state (ILC, 2001,
128).

Certain condition must be met to adopt countermeasures in
response to cyber- attack below the level of armed attack.
Firstly, countermeasures concern only non-forcible one and
must be proportionate with the injury suffered. Secondly, they
must be directed at the responsible state. Thirdly, they must be
taken to procuring cessation of and reparation for the
internationally wrongful act and not by way of punishment.
Finally, they must comply with international law and the
measure must be ‘as far as possible’ reversible (lbid 129).

An injured state of a cyber-attack can resort to forcible
countermeasures if the attack triggers the right to self-defense
or the effects of the low-intensity cyber-attack can be

would otherwise be contrary to the
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accumulated with those of others to form a composite armed
attack. This means that the victim state cannot retaliate by
sending malicious code unless the cyber-attack is serious
enough to constitute an armed attack. In fact, the foreseeable
effects of the counter cyber-attack should be proportionate to
those attacks. Achieving this, however, is hard because
malware might spread uncontrollably once it is sent through
cyberspace (Roscini, 2010, 114).

C. Resorts to an International Court

The victim state of a cyber-attack may bring the responsible
state before an international court such as the ICJ so as to
obtain reparation to redress the damages caused to its
economy and civilians as a result of the violation of Article
2(4) of the UN Charter or the principle of non-intervention.
However, it might be hard to quantify the amount of damage
caused by a cyber-attack. This is because the private sector
might be unwilling to providing the exact data on the kind and
size damage occurred due to business confidentiality (Tikk,
2008, 17). Moreover, the ICJ and other international courts
cannot hear any cases unless both states agreed to the Court's
jurisdiction. In accordance with Article 96 of the UN Charter,
the request of an Advisory Opinion of the ICJ on the legality
of cyber-attacks would be another option. Such opinions are
optional and non-binding, even though they might contribute
to the formation of a customary international rule (Conforti,
2005, 276).

VIIl. CONCLUSION

The present study reviews whether cyber-attacks can be
regulated under the jus ad bellum rules. Some difficult
questions arise when attempting to fit cyber-attacks within a
warfare regime established well before the event of cyber
technologies. Lack of ad hoc rules nevertheless does not mean
that states can initiate cyber-attacks without restrictions. This
study takes the view that the UN Charter rules on the use of
force seem to be flexible enough to be extended to cyber-
attacks even though the relevant rules do not expressly
contemplate them. Of course, a cyber-attack is a use of armed
force and encompassed in the prohibition in article 2(4) when
causing physical damage or destruction to property, loss of life
or injury to persons, or severe disruption of the functioning of
critical infrastructures even if it does not materially damage
them. Using the Stuxnet virus against Iran in 2010 is a good
example in this regard. However, it is perfectly conceivable
that cyber-attacks falls below the use of force if not resulting
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in the above consequences, but this does not mean that such
attacks are lawful. They may be unlawful intervention in the
internal affairs of other states if they are coercive in nature, i.e.
if they are accompanied by an intention to coerce the target
state in relation to a matter that it is freely entitled to
determine. The cyber-attack against Estonia in 2017 is a good
example in this regard. By contrast, cyber exploitation to
infiltrate information which lacks a coercive element may
violate another state’s sovereignty. Similarly, it is explained
that a cyber-attack which amounts to a use of armed force per
se is not sufficient to give the victim state the right of self-
defense, unless it is serious enough to reach the “scale and
effects” threshold of an armed attack.

It is also discussed that several remedies are at the victim
state’s disposal against a cyber-attack not amounting to an
armed attack, including the adoption of acts of retortion, resort
to the Security Council and non-forcible countermeasures,
unless the attack triggers the right to self-defense or the effects
of the low-intensity cyber-attack can be accumulated with
those of others to form a composite armed attack. In the end,
it can be said that an international cyber convention is truly
crucial to govern cyber conflict between states. This is
because it fosters international co-operation to counter threats
resulting in cyber-attacks and empowers its ratifying parties to
cooperate in evidence collection which facilitates identifying
and punishing cyber aggressors. Moreover, providing a
definition of cyber-attacks in such convention, it limits the
cyber-attacks to which states may respond forcibly.
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