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Requirements of publishing in the Journal of University of Human Development:

1. Papers should be fresh and identify current modifications.

2. Papers should not have been published, and has not been sent to any other journals for
publishing.

3. It should be in compliance with technical requirements of the journal, such as; writing
layout, picture, figures, charts, etc.

4. Editing body members can refuse a research paper if: (a) It is not in compliance with
guidelines, (b) It does not meet the journal's strategy and views, (c) It was apparent
after consulting special experts and before sending it over to evaluation experts that
the research is not at a considerable level.

5. Papers will be forwarded to (2 to 3) experts specialized in the research field inside and
outside Kurdistan region for evaluation. After receiving experts' responses, certain
decisions will be made by the editing staff of the journal for further progress.

6. Research papers are published in Kurdish, Arabic, and English language in the journal in
compliance with its layouts.

7. All research papers undergo plagiarism check; therefore, the owner of the research
paper is responsible for the content and results of his/her piece(s). Hence, researchers
should fill out the form that has been prepared for this purpose in the journal website.

8. A soft-copy of the research paper should be submitted to the journal.

9. The research paper with the font size (16) for the title, (14) for the content, and (12) for
footnotes. Researcher's name and address come under the title. Kurdish and Arabic
research papers are written in (Traditional) font, and (IEEE) font is to be applied for the
English ones.

10. Footnotes are written at the bottom of the page, and they will be automatically reset
to (1) in any page (i.e. footnotes start from (1) in any page).

11. Reference list is written as follows:

a) For research papers:

Researcher name(s), "Research paper title", Name of the journal, (Year) in the
parenthesis, Volume (No.) Page.

b) For books:

Author name(s), "Name of the book", Publisher, (Year) in the parenthesis, Page.

12. After research approval, all rights received to the journal, and the research owner has
the right to publish its results in books s/he is publishing only, but s/he is not allowed
to submit it to anyone else because the journal has that right.

13. The research owner should resubmit the final edited version of the research paper to
the journal after receiving research approval.

14. After publishing approval, each researcher will receive a hard-copy of the journal for
free.

15. Research papers will be received at (journal@uhd.edu.iq) by the journal and
published on (http://journals.uhd.edu.iq).

Address:

University of Human Development - Sulaimani - Kurdistan Region/Iraq
009647711529060 - 009647480120630

PO Box: Sulaimani 286
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Abstract— The design and deployment of Wireless
Body Area Networks (WBANs) have recently resulted from
the use of sensors to measure the biometrics and movements
of the human body. The development of such networks is
imperative for modern telemedicine and e-health. Since
WBANs are dealing with very sensitive information (i.e.,
medical data which has a direct impact on human life),
security is an essential part of WBANSs design. Indeed, key
management plays pivotal role in ensuring security
requirements in WBAN.

In this paper, an enhanced version of a biometric-
based distributed key management scheme is introduced.
This scheme is designed for use in WBAN scenarios. It
makes use of key refreshment schedules and distributes key
management responsibility among all nodes in a WBAN in a
fair manner. The scheme supports the use of biometric
measurements to generate symmetric keys in WBANs via
facilitating the work of biometric random number
generators that can extract a random bit sequence from
biological data to generate symmetric keys. A general
description of the development of this scheme is given along
with all phases of its operation. Furthermore, simulation
results are presented with security analysis related to the
resistance of the proposed scheme against some possible
attacks.

Keywords—  biometric ~ randomness;
management; security; WBAN

e-health; key

1. INTRODUCTION

Advances in wireless communication sensing
technologies have been the motivation behind the
development of Wireless Body Area Networks
(WBANs). WBAN is a modern technology used to
enhance health observance and alternative health care
application systems. WBANs can offer efficient and
simple ambulatory health monitoring for extended
periods of time and almost real-time updates of patients'
medical records through the Internet. Many interesting
WBAN-based systems for health monitoring have been
proposed during tha last decade. Each of these systems
has its pros and cons (See for example [1]-[4]).

WBAN is faced with varied security problems like
loss of information, authentication, and access control
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University of Anbar
Ramadi, Iraq

Ekram Habeeb Hassan
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University of Anbar
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[5]. So, Security is necessary to protect WBANs against
unauthorized use that could be dangerous to the life of
the user (e.g. change of dosage of drugs or treatment
procedures) [6].

Key management protocols or schemes are basic
necessities to develop secure applications. These
protocols are used to set up and distribute varied forms of
cryptographic keys to nodes within the network to
achieve sufficient security services. Dealing with WBAN
facilitates the use of biometric methods in cryptography
for authentication purposes. This is mainly achieved by
using biological data for generating sequences of random
bits [7]. WBAN network is small in size; each node in
communication range of others and all sensors near
personal server (PS). This makes all sensors
communicate directly with PS and there is no need for
cluster sensor to relay this communication. The PS
usually communicates with a medical server (MS) via a
reliable and secure link (e.g. VPN). Typically MS can be
responsible to communicate with more than WBAN
through their relative PSs.

The aim of this paper is to develop and simulate a
biometric-based authentication and key management
scheme for WBANSs which relies on biometric symmetric
cryptography. The remainder of this paper organized as
follows: Section 2 gives a survey about significant related
work. Then, our proposed key management scheme with
all its phases and details are explained in Section 3. In
Section 4, a review on the normal network operation in
our developed simulation environments is given. Next,
security analysis and services provided by this scheme
are presented in Section 5. Simulation results are
discussed in Section 6. Finally, the paper is concluded in
Section 7.

II. RELATED WORK

Despite the fact that WBANSs are a special type of
Wireless Sensor Networks (WSNs), there are several
differences between them from topology scale, the size of
the operational area, and human intervention. These
differences result in that most of the schemes for key
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management which are generally efficient in WSN
scenarios are not suitable for WBAN applications.
Usually their designs are overly complex for WBAN
scenarios. But, one the most important differences are
that WBANs can use random biometric signals as
cryptographic keys. Thus, many researchers focused in
their work on application characteristics of WBANs and
the usage of biometric properties as keys.

In 2010, Raazi et al [8] proposed a distributed key
management scheme, which makes use of key
refreshment schedules to distribute key management
responsibility among all nodes in a WBAN in a fair
manner. This scheme supports the use of biometric
measurements to generate symmetric keys in WBAN
scenarios. This scheme 1is considered to be very
interesting key management scheme for WBANS.
However, it does not have time synchronization, does not
consider multiple sensing issues, and lacks some
important security features.

In 2010, Yao et al [9] proposed a highly flexible
authentication and key establishment protocol based on
electrocardiogram (ECG) signals and fuzzy commitment,
namely ESKE. The idea behind using ECG is that the
uniqueness of ECG signals guarantees ESKE can provide
long, random, low latency, distinctive, and temporal
variant keys. The fuzzy commitment assures that ESKE
scheme can tolerate the high degree of noise and
variability inherently in ECG signals. When the control
unit (CU) authenticates a biosensor, CU will send a
message including the real biometric data and some chaff
points. The biosensor will calculate the similarity
between its own set of points and the set of points from
CU. If a sufficient number of points can match within a
certain threshold, the biosensor will be proved as legal.
At last a session key would be established

In 2011, Mana et al [10] proposed a trusted key
management scheme that exploits ECG to address
security issues in WBAN. They made use of the ECG-
generated binary sequence for a symmetric encryption
scheme. However, they used its morphed version using a
morphing block (using the MDS5 function for the
morphing function). This approach also managed the
distribution of symmetric cryptographic keys to
constituent sensors in a WBAN and protected the
privacy.

In 2012, Sivaprasatham et al [11] proposed a secure
key management (SKM) technique for WBAN, The
proposed architecture is constructed that include a set of
WBANSs connected to the master server which connected
with backend server using authentication channel.
Backend server and master server use a shared symmetric
key. This is performed with the help of private and
authenticate out-of band channel. In order to ensure
authentication of the Backend Server (BS), we use three
types of keys which are: Message Key (K,,) which is
used for communicating with backend server and other
nodes, Master Key (K,,,) that is used for refreshing the

message key by scheduling the re-keying intervals, and
Secret key (K,..) which is shared with the master server
and this key is unique for each node.

III. PROPOSED KEY MANGEMENT SCHEME

The proposed scheme is a distributed key
management scheme in which Key management
responsibility is distributed among all sensors in WBAN
in a secure and fair manner and it is not limited on one
sensor. Every node takes its turn according to key
refreshment schedule issued by a PS which issues a
dedicated turn and time out for every sensor. PS also
issues new key refreshment schedule periodically. Every
node refreshes the key in the slot allotted to it. The
scheme supports the use of biometric measurements as
symmetric keys because they exhibit sufficient
randomness properties, long, time variant and are
distinctive for different people .This proposal has adapted
symmetric cryptography because asymmetric operations
are very expensive in terms of resource consumption and
are not very suitable for the sensor networks. In this
scheme, every sensor is responsible about generating its
required keys. The main phases of the proposed system
are depicted in Figurel. In the next subsections, we will
describe each phase alone.

A. Initial Deployment Phase

In this phase, before the network is deployed, sensors
are initialized by loading them (e.g., during
manufacturing) with identities and authentication codes
(ID, Auth-code) respectively, where "ID" represents the
sequence of sensor in the network and "Auth-code" is
used to authenticate each of these sensors. These Auth-
cods enable every sensor to be known and trusted by
others. Every sensor in the network has unique /D and
Auth-code.

Sensor nodes come pre-loaded with Auth-codes of all
nodes in the network, ID and Auth-code of all nodes are
pre-loaded in the PS according to the database. On the
other hand, PS and MS have their own special
authentication codes, so that they can be trusted in the
network. Also, PS is assumed to be equipped with
specific biometric recognition system to authenticate
authorized person for using PS. The initial default
number of sensors that are considered in the network
simulation is 9 sensors. This number can be increased (or
decreasd) according to specific scenarios.These sensors
are associated to one PS.

After the initialization procedure, sensors are ready to
put on the patient's body. The PS is usually deployed
firstly, connected with MS through an external secure
communication channel (such as a secured connection or
VPN on the internet), and then sensors are deployed in
various parts of the patient's body sequentially.
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B. Basic Biomedical Readings and Signals

The second phase includes generating the required
medical readings. Every sensor is specialized to one
medical measurement or reading. Table 1 shows
physiological signals that our simulation is supposed to
be dealing with and their parameter range.

>

s it required to Yes Key changing
do re-keying or phise
ey updating?,

No

Is there aneed Yes | Nodeaddition
for adding a phase
node?

No

weANnormal | -\ Is there a need

operation for network
reset?

Yes

End

Fig. 1. Main phases of the proposed scheme

TABLE L TYPICAL PARAMETER VALUES OF SIMULATED
PHYSIOLOGICAL DATA
Physiological Signal Parameter Range
Respiratory Rate 2 - 50 breaths/min
Blood Pressure (BP) 10 - 400 mmHg
Body Temperature 32-40°c
EEG 3uv-300pv

Glucose sensor 140-100 mig\dl

Electrocardiography (ECG) 0.5-4mv

1-300 ml/s
60-80 beat\mint

Blood flow

Heart beat rate

Galvanic skin

Reflex(GSR) 30uv-3my

Every sensor measures the same biometric signal
more than once (as required) in order to generate the keys
relative to it. In this phase, it has been hypothesized that
every sensor sense or measure its biometric only ten
times to generate one key. So, to generate the required
four keys for each sensor, the sensor must read the same
biometric approximately 40 times. Since these
measurements need not to be correlated among sensors,

there is no need for error-correcting codes to correct
errors in measurements.

C. Biometric Keys Generation Phase

Biometric key generation is the process of calculating
a binary sequence extracted from biometric reading as
cryptographic keys. This phase has applied the method
“last digit fluctuation" (See Algorithm 1) to generate
random sequence from biometric data and extract the
least significant bit from every reading. A number of
mathematical transformations are then applied on the
biometric measurement before keeping the most right bit
(or the least significant bit) of each measurement which
exhibit sufficient randomness. The fundamental idea of
this method is that the least significant bit from every
reading has a sufficient randomness [7]. Since this
technique does not involve complex mathematical
operations, it has been assumed that key generation will
solely be done by sensor nodes.

Algorithm 1: Last Digit Fluctuation Method

Input: 10 numbers// variant

Output:  sequence of binary number //variant
Stepl: Let {x;} ",=; where n=number of reading from
every sensor

Strep?2: Calculate average of these readings.

n
av=I'n Zx,- (1)
i=1
Step3: Calculate the standard deviation for these
readings

S=\/1 \n —li (xi—av) ’ (2)
i1

To eliminate the large fluctuations in the data, this
improves the performance of the method. This means
that we record only those measurements which are
not too far from the average.

Stepd: | <€—y [ whereris parameter of the
order of 1.

Step 5: r¥s €— 15

Step 6: av-rs «— hi; avirs €— h2

Step7: h2-hi €<— I

Step8: Fori=hl+1 to h2 do

1= L(rf —av—rs\2rs)* fJ (3)

Step9: b'=I'mod 2.
b' sequence of binary number where k=bi
Return k

Every sensor applies the same algorithm to generate
keys relevant to it. It is worth mentioning every sensor
has four keys, these keys as following:

1. Communication Key (Komm): It is a network wide
key and it is used to transfer data through the network
in a secure manner through normal case for work of
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network. Given that PS is more capable than a sensor
node, it also participates in key management. K oy 18
managed by the PS itself. Since K oy is used very
frequently.

2. Administrative Key (Kugmin): It is the master key in
the proposed scheme used to refresh Keomm. Kadmin 18
also a group key but it is not used as frequently as
Keomm- Naturally, K,qmin s less exposed as compared
t0 Keomm-

3. Basic Key (Kps): This key is only shared with the
personal server and don't know by another sensor.
Despite the fact that there are lesser chances of
malicious activities in WBAN, but it is important to
cover all possibilities. Thus, in order to prevent
malicious activities K,ymin needs to be refreshed
through K. at some point in time.

4. Secret Key (Kgy, ms): This Backup key is shared only
with medical server (MS). It is important and is
essential to recover from the compromise of PS or
Khsc-

These four keys are generated in the same method for
every sensor. In spite of that the number of readings to
generate keys is equal for every sensor but these keys are
different in length according to the range value of
physiological data; whenever was the range bigger the
key length longer. These keys contain high random
proposition. After every sensor generates its keys, it
sends Keomms Kagmin, and Ky to personal server to store
them, and Kgy, s to medical server, using a secure "out-
of-band" channel. The creation of a private and
authenticate channel is based on the physical
characteristics of the sensor nodes. Using this technique,
the data can be sent through the channel confidentially
such that data integrity and authenticity are also
protected.

D. Sensor Joining the WBAN

This phase includes two main steps:

1. Soon after every sensor terminates generating its
keys, it sends HELLO or a discovery message to PS, a
HELLO message is structured in the following way:

ml: Ni:SN' P ExuminfID'|Auth-Code'|HV }

After all sensors send their discovery messages, every
sensor is being part of WBAN. In order to prevent the
PS from waiting forever, there is a timer which its
period is as soon as the last expected node’s discovery
message is received or the timer expires. Then PS
calculates the initial key refreshment schedule and
broadcasts message m2 as shown in the next step.

2. PS calculates the initial key refreshment schedule
(See Figure 2) to update K,gmin. According to this
schedule the turn and time are allocated for every
sensor to update K,gui,- The refreshment schedule is
broadcasted as follows:

m22: PS —>% Kjui{Key-Ref-Schedule|Auth-
Codé”|Timestamp|HV'}

Turnl Turn2 Turn3 Turn4 Turn5 Turn6 Turn7 Turn8  Turn9

Ps| snaf sn2| sn3 | snaf sns| sne| sn7 | sns SN9

Fig. 2. Initial key Refreshment Schedule

The time assigns for update K4, is divided between
sensors equally. In this simulation, it has been
hypothesized that every sensor needs "5000 ms" to
update key specific to it. Through this interval the sensor
must compute new values for the key and encrypted it
with old value then broadcasts update in the network.
This phase is summarized in Figure 3.

E. Key Change Phase

The aim of this phase is to achieve (when needed) the
replacement of a key with another key that performs the
same function. This is achieved by either re-keying or by
key update, where the “value” of the new key is
dependent on the value of the old key. This is called key
update function. When the value of the new key is
independent of the “value” of the old key, the process is
known as re-keying. These two techniques have been
adapted in this proposal as follows:

1. PS participates in key management, so it is
responsible about re-keying K., for all sensor
nodes. In order to refresh K,,,,,, the PS does not
have to generate a key, it just needs to randomly
select a value from already existing biometric
measurements that have been measured by sensor
nodes and forward to it. Since K., is frequently
used, it needs to be refreshed rapidly. So, PS
encrypts the new value of K., with K., and
broadcasts it into the network as follows:

M3PS %*-’EKadmin{KcommIAuth'COdePslHV}

2. Every sensor is responsible about updating its
Kaimin- When the turn of sensor node i arrives,
sensor node i waits for a certain period of time,
computes a new value for K4, from biometrics
and broadcasts it in the network as follows:

m: S% * EKokl admin{KnewadminIAuth'
Code'|HV}

Every sensor will be equipped with a timer. In
simulation, the interval property for every timer has been
assigned at "5000 ms". When the timer for the first sensor
expires, this declares terminating the turn of first sensor
and beginning the turn of the second sensor by starting
the timer of the second sensor, while other sensors wait
for their turn, and so on (See Figure 4).
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Every sensor sent
discovery message

Areall senor
sent
message ?

Ps wait until last sensor sent
discovery message

Fig. 3. Sensor Join WBAN

Sensor terminate its [:> O
wm

Sensor wait

W its

Sensor have the

Fig. 4. Updating Kagmin

Administrative key is refreshed periodically, therefore
when the key refresh schedule is expired; the PS
calculates the new schedule and broadcasts in the
network as follows:

m5: PS % * Kadmin

: {Key-Ref-
Schedule|AuthCode™|Timestamp|HV}

This phase is recurring phase. So, assuming operating
the network for two minutes; therefore, every minute the
PS broadcasts a new key refreshment schedule. Figure 5
shows sequence of sensors according to second key
refreshment schedule. This phase is summarized in
Figure 6.

Fig. 5. Second Key Refreshment Schedule

f sart )

v

Refresh communication key

NO Wait until PS update
Keomm For ol sensors
Yes

 Refresh administrative key according
| to initial key refreshschedule

Yes | Ps broodcost new key
refresh schedule

Admiisrative key
No

Wak undd intial key refresh schedule end

-9

Fig. 6. Key Change Phase

F. Node Addition Phase

In some cases, there is an urgent need to add a new
node to the network. One possible scenario for adding
node: Replacing unemployed sensor which may be
suffering from mechanical malfunction or power
exhaustion, so the existing node stop working. Under
such circumstances new node is added to the network
instead of another. The new node takes same "ID" of old
sensor but new "Auth-code" specialized to it and come
pre-loaded with all Auth-codes for other sensors. PS
declares in the network it is about to add a new node.
Auth-code of replaced the sensor is deleted from the
memory of other sensors and from the database in PS,
and a new one is added instead. Figure 7 and Figure 8
represent a depicted simulation example of this case.

01
\w8hx

12900

04 \
ction sensol
2% 02
05 | [
o T )

09
erty-844w

06 08
2345-hjew

Fig. 7. Malfunction Sensor
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V. SECURITY ANALYSIS

0.
.f“fhi"‘j Here we will emphasize some security services that
are provided by the proposed scheme as well as important

03 04 attacks that are avoided, as follows:

& g

e Authentication: The proposed scheme provides

07 =
05 reif—my

09
\ 3“)'-6le

06

Fig. 8. New Added Sensor

The second possible scenario for adding a new sensor
is the deployment of a new one to monitor some new
biometric. In this case, MS informs PS about the new
deployments by sending ID and Auth-code of new nodes
to the PS:

MS —> PS: {ID’ |Auth-Code'|Auth-Code™}

where j represents new node that is added to the network.
After the new node joining the WBAN, PS informs the
new node by its turn in key refreshment by broadcasts the
remaining key refreshment schedule. Also, PS takes upon
the task of informing the network about new sensor, by
broadcast the ID, Auth-code and turn of new sensor on
the network. Other sensors store Auth-code for a new
node. Newly deployed node can participate in key
refreshment procedure after the next key refreshment
schedule is issued by the PS including turn of the new
sensor. According to this, node addition phase can be
considered as occasional task.

IV. NORMAL NETWORK OPERATION

After completing the demonstration of key
management, this section is dedicated to explaining the
normal WBAN operations. As mentioned above, every
sensor measures certain physiological data or signals.
Supposing that we are dealing with following readings
and signals: electrocardiography (ECG), blood flow,
body temperature, blood pressure (BP), heartbeat,
glucose in blood, galvanic skin reflex (GSR), nerve
potential, and respiratory rate, as explained in Table 1.
This involves a patient under monitoring of these sensors
which continuously read data and transmit it wirelessly
into PS (See Figure 9).To transmit these readings in a
secure manner, sensors transmit them in an encrypted
form by K., to PS as follows:

mb: N i SNi=—> ps: Ekcomm {Physiological
signal |Auth-code '|HV}
In turn, the PS retrieves data and processes it before

transmitting it to MS which analyze data, then based on
this analysis MS returns recommendation to patients.

(yae)

authentication by using Auth-code in all
communications. In this way, all receiving sensors
know the origin of a message. If a message does not
have a valid authentication code or does not contain
Auth-code, it is discarded and malicious activity is
indicated. On the other hand, the authentication in
WBAN is enforced by using biometric keys. Also,
the PS has its own Auth-Code and any unauthorized
change in this Auth-Code is considered as
compromising activity.

Confidentiality: This aspect is ensured using
symmetric encryption algorithms to encrypt all
messages mutual between sensors and between the
sensors and PS. To avoid cryptanalytic attacks or
long term attack, keys are refreshed at regular
intervals.

Integrity: In the proposed scheme, integrity is
provided by applying the SHAI algorithm to
generate 160 bits joined to each exchanged messages
so as to ensure that messages have not been modified
through transmission.

Replay Attacks: To avoid this attack, timestamps
have been applied in all communications. Using the
timestamps also ensures data freshness.

Routing Attacks: In WBAN, PS is in direct
communication range of many nodes. Therefore,
WBAN is not much vulnerable to routing attacks
such as selective forwarding, sinkhole, Sybil, and
wormhole attacks.

Ms
sensors sense Nalysis dagy
rar L
pe——
" e

PS RELAY
DATA TO
MS

Fig. 9. Normal Network Operation in Secure Manner
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VI. SIMULATION RESULTS

The simulated system prototype can be operated
depending on two options of symmetric encryption.The
first one is using the RC4 stream cipher, while the
second one depends on a specific block cipher mode of
operation of the AES algorithm (Using AES-CFB mode).
More details about these two algorithms can be found in
[12].

A simulation software package has been developed
using Microsoft Visual C#, that exploits a suitable
Graphical User Interface (GUI) to represent the network,
Communication, and computation operations among
sensors and PS. This language gives the programmer the
flexibility to build large systems efficiently.

As known, WBAN deals with more sensitive data
(biomedical data) associated with human life. So, one of
the most important factors that we must take into account
(besides security) is the execution time for this scheme.
The system should consume less execution time as
possible to be suitable to deal with this important data
which must transfer as soon as possible to maintain the
patient's life. So, execution time for many phases of this
system was computed in milliseconds. Figure 10
represents a comparison between execution time for
sensor join WBAN phase in RC4 algorithm with any key
length for every sensor and key length of 128 bits, 192
bits and 256 bits in AES-CFB. According to this figure,
RC4 algorithm takes less time and in the case of AES-
CFB with the different key lengths there are slight
differences.

Sensor joing WBAN

3000
2500
2000
1500
1000
500

M Seriesl

AES.CFB AES.CFB AES.CFB RC4
256 192 128

Fig. 10. Execution Time for sensor joining WBAN

Figure 11 shows execution time consumed by PS for
updating K., in different cases mentioned above. The
figure explains that AES-CFB with three key lengths
takes time that is increasing asymptotically, but RC4
takes less time.

Updatmg I(m,,.Im
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Fig. 11. Execution Time for Re-key Kcomm by PS

Figure 12 shows execution time for updating K,4mi, by
all sensors in the network, where also RC4 take less time.
As a result, it can be deduced that RC4 algorithm is more
suitable for our system; especially it offers more than
adequate security for such applications.

VII. CONCLUSION

WBANs consist of resource constrained sensing
nodes. Key management plays a pivotal role to achieve
the security services. In fact, a key management scheme
is useless if it does not fulfill security requirements of the
target network. One of the most important properties of
WBAN:Ss can be the possibility of using random biometric
measurements as keys. Our developed scheme makes
benefit of this fact. The time factor is most important
when dealing with WBAN. Hence, introduce an
adequately secure scheme with small execution time is
important. Our future work might include investigating
the accurate time and energy consumed by the proposed
biometric-based key generation technique when applied
on actual sensing nodes.

Update K, 4.
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Fig. 12. Execution Time for Update Kadmin by all Sensors
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Abstract— The sensors of a Wireless Body Area Network
(WBAN) that are spread inside and outside of a human
body collect medical information and transfer it into the
back-end server that is managed by the hospital or medical
center; where the professionals analyze this data. This
server is considered a very critical device because it has
sensitive information. Therefore, the security and privacy of
that server must be defended. Networked storage systems
have become an efficient way to use in WBAN. It can be
divided into two types: Centralized storage systems and
Distributed Storage Systems (DSSs). Storing data at a single
server is simple way but it can lead to a single point of
failure (whether being a normal failure or due to security
attacks). On the other hand, the structure of DSS can
tolerate the openness and failure. In this paper, enhanced
security and privacy DSS system is developed using public
key cryptography to store patient information. The storage
of information is distributed among individual nodes spread
in the network and simultaneously the security
requirements (like confidentiality, reliability,
authentication, and dynamic integrity) are achieved by
utilizing more powerful algorithms. The main phases of
operation of the proposed system are described. Also, the
results of system prototype simulation are discussed at the
end of the paper.

Keywords— distributed storage; privacy; security; sensors;
WBAN; wireless networks

I.  INTRODUCTION

Networked storage systems have gained prominence
in recent years; this storage has become an efficient way
to use in Wireless Body Area Networks (WBANSs). These
can be divided into two main types. The first one is based
on center point. This strategy is called "centralized
storage" that is distinguished by having a central server
control of all computing power, processing, and back-
ups. All users are sharing the resources of that server [1].
Using this type of storage usually cannot provide the
level of dependability or/and availability because it leads
to a single point of failure [2].

The other type of storage does not depend on any
center point and it is called Distributed Storage System

AliJ. Dawood
College of Computer,
University of Anbar
Ramadi, Iraq

Abeer Dawood Salman

College of Computer,
University of Anbar
Ramadi, Iraq

(DSS). The definition of distributed storage systems
according to Tanenbaum is a "collection of independent
computers that appear to the users of the system as a
single computer” [3]. The environment of DSS is usually
an ad-hoc network that consists of a group of individually
unreliable data storage nodes but are as a group used to
store data files over long periods of time with high
reliably [4]- [6]. The structure of DSS must be tolerant to
the openness and failure, and must achieve security,
scalability, concurrency, and transparency [3].The
storage must be distributed and redundant to ensure these
security and operational requirements [7]. The reliability
of this system came from using its redundancy especially
when node fails. The redundancy usually is achieved
using two schemes: the first is replication code and the
second is erasure code, or a mix between them [7] [8].

DSS is used to ensure security and privacy of the high
level of WBANs architecture, where the patient
information is stored. The aim of this paper is to present
an enhanced system capable for providing the
confidentiality, dependability, integrity, and
authentication as the same time with using DSS
environment.

II. RELATED WORK

In this section a survey of some significant related
works that deal with a data storage system in WBANSs is
presented:

e In 2007, Ball, Grant, So, Spurrett, and de Lemos [9]
proposed fragmentation redundancy-scattering (FRS)
technique that is fragmented the confidential
information into insignificant fragments, and
scattered these fragments in a redundant fashion
through a network. Two algorithms are developed to
maintain a constant number of fragment replicas: one
based on the game of life, and the other based on
roaming ants. This paper researched the use of
autonomous agents combined with an intrusion
tolerance technique for providing secure and
dependable storage for ad hoc networks.

(YAN)
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e 1In 2009, Wang, Ren, Lou and Zhang [10] proposed a
scheme achieve most security requirements in data
storage. In the initial data storage process, they
utilized perfect secret sharing and erasure coding to
guarantee data confidentiality and dependability.
Based on the principle of algebraic signatures, they
constructed efficient dynamic data integrity checking
scheme to ensure the integrity of data shares. A weak
point of this scheme is that it does not allow a third
party to carry out integrity checks. This is quite
unsuitable in WBAN applications because we want
the local server to verify the integrity of the collected
data.

e In 2012, Han, Omiwade, and Zheng [11] designed
progressive data retrieval PDR algorithm for
distributed storage systems that is  highly
computation-efficient and communication-optimal
algorithm. The communication and computation
costs for data retrieval are minimized by utilizing
intermediate computation results and retrieving only
the minimum data required for successful data
reconstruction, respectively. The proposal shows that
decentralized fountain codes and PDR for distributed
storage systems are most suitable to networks
without Byzantine storage nodes because of the
associated minimal computation cost for fountain
codes, and the minimal data retrieval cost of PDR.

e In 2013, Juarez, Oggier and Datta [12] proposed a
new decentralized erasure coding that is reduce the
network traffic required to archive replicated data in
distributed storage systems. The proposed approach
exploits the presence of data that is already
replicated through the system and distributes the
redundancy generation among those nodes that store
part of this replicated data, which in turn reduces the
total amount of data transferred during the encoding
process. By storing additional replicated blocks at
nodes executing the distributed encoding tasks, the
necessary network traffic for archiving can be further
reduced.

III. THE PROPOSED SECURITY AND PRIVACY OF
WBAN-BASED DSS

Before beginning to explain the specifics of the
proposed system, the initialization process must be
illustrated. Initialization consists of two phases: The first
is building a simple Microsoft Access Database 2010 that
is containing patient's information; the second is creating
network connection between servers. Microsoft Visual
C# has been used in order to write the software because it
enjoys many characteristics such as its simplicity for
implementing graphical user interface (GUI), and it is
considered one of the top of the currently used
programming languages.

The overall system consists of many servers: one
primary server (PS), collection of storage servers (SSs),
and one or more reader servers (RSs). The main phases
of the system operation are distributed among all of these
servers. The phases of distributed data security and

privacy system in WBAN are illustrated in Figure 1.
Below is a brief description of the sever types:

e PS: It is a server that resides in the hospital and
contains the main database (DB) which includes the
patient information.

e SSs: These servers are distributed in the network
and used to store data after encoding and spreading
by PS.

e RS: At least one of such servers is needed to read
the patient data that is stored at SS.

Start )

( Encoding by RRNS phase ]
T /

{ Digital signing and Distribution phase ]

v

[ Signature verification and authentication phase ]

v

{ Encrypted file descriptor sharing phase ]
[ Information reading phase ]
) !

Fig. 1. Simplified System Model Phases.

A. Encoding By RRNS Phase

PS uses the Redundant Residue Number System
(RRNS) technique for encoding the sensitive data. This
technique needs some parameters which are: h, r, moduli,
and bytes, where h is non-redundant residue, r is
redundant residue, moduli is the key for encoding and
decoding process, and bytes represents the number of the
characters that are based on it the information is split [2].
It is important to note that the RRNS is a technique for
secret sharing (or secure information distribution) among
multiple parties rather than a traditional encryption
technique (such as AES, Blowfish, etc.). The use of such
a secret sharing technique is crucial for the proposed
system. Traditional encryption algorithms are not suitable
to be used instead of it in any direct or simple manner.
Indeed, the security of RRNS can be increased to the
required level by increasing the key size.

Two libraries of moduli (keys) are constructed to be
used in the system: One is called ‘moduli’ as shown in
Table 1, and the other library is called ‘modules of big
prime numbers’ as shown in Table 2. Only small sample
parts of these libraries are shown in these two tables.
These keys must meet the requirements such as being
pairwise prime, positive integers, and without loss of
generality.

(YA9)
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TABLE L MODULI LIBRARY.
ml 65536 m2 65533 m3 65531
m4 65529 m5 65527 mé6 65525
m7 65521 m8 65519 m9 65509
m10 65503 mll 65501 ml2 65497
ml3 65491 ml4 65489 ml5 65479
TABLE IL MODULES OF BIG PRIME NUMBERS.
ml 6461333093 m2 6461333101 m3 6461333117
m4 6461333143 mS 6461333171 mé6 6461333227
m7 6461333267 m8 6461333269 m9 6461333311

ml0 6461333321 mll 6461333353 ml2 6461333357
ml3 6461333369 ml4 6461333387 ml5 6461333399

PS selects (h+r) keys from the built library, and finds
the range of these moduli by applying Eq. (1):

M=[[_ym, W

PS takes the patient data as one file and converts it to
binary form and splits the binary bits result into records
of b bits based on the number of the byte used. For
example, if PS used first library of moduli, it can split
every 16 bits of records, and it divide every 32 bits if PS
used the second library. The number of the records s is
found by Eq. (2):

s = no. of characters in file / bytes 2)

After that PS converts every record into decimal form
X. If X is less than the moduli, the corresponding residue
will be equal to decimal content and the storage system
will be disclosed. To solve this problem, a random

number 0 < rtand < M s added to these decimal
digits. Then the residues are calculated by applying Eq.
3):
x, = Xmodm, 3)
As a result of this phase, s(h+r) residues are formed,
they will be propagated to the SSs later. The distribution
process is done without constraining. Only different
residues belong to same record are distributed to a
different server.

B. Digital Signing and Distribution Phase

After the residues are calculated, they must be a
signed and then spread to storage servers. The signing
process is done by using Digital Signature Algorithm
(DSA) [13]. The result of signature process generates
signature values ss and rr. These values are appended
with the residues. h+r reliable storage servers (SSs) are
chosen from a number of trusted servers. These SSs must
be connected to the network that is created by primary

server (PR). Finite loop of the distribution process begins
with first SS and ends at the last SS.

C. Signature Verification and Authentication Phase

This phase is divided into two sub phases:
verification, and storage and authentication phases. The
verification phase is done when SSs receive the residues
from PS. The storage process is accrued when SS ensures
that the residues have not been modified during the
transmission.

o Verification phase: The verification process is
started by breaking the incoming message into the
three parts: residues, ss, and rr (results of signature
process). All these values are entered to the
verification process to product the verification value
v that is compared with the rr, if they are equal, the
message is not modified.

o Storage and authentication: This sub phase is
responsible for storage and achieving authentication
at the same time. Each residue is stored with
identification (ID) of its location as shown in Table
3 bellow.

TABLE IIL FORM OF STORING RESIDUES.

ID; | Residue,
ID, | Residue,
ID, | Residue,

The ID,; must be sent to the PS in order to store them
in the file descriptor (FD). To enforce the confidentiality
and ensure the authentication, RSA algorithm (See also
[13] for example) is used. IDs are encrypted and signed
with the public key of the PS and relative SS private key.
This process is repeated for every SS where s(h+r) IDs
are arrived to the PS. For most small to medium scale
systems, the public keys of relevant parties can be
assumed to be manually distributed using an out-of-band
style. However, in large scale applications a trusted third
party (or public-key infrastructure) might be required.

D. Encrypted File Descriptor Sharing

This phase is considered the core for recovering
original information on reader server RS after spreading
the residues to set of reliable SSs since the RS cannot
read the data before sharing the FD. This phase is divided
into several sub phases. The first group of sub phases
deals with receiving and decryption the IDs. And the
second group deals with creating, signing, encrypting,
and sending the FD, as follows:

Sub phases on the Identifiers:

e Receiving: When PS receives IDs from the h+r SSs,
PS keeps s(h+r) encrypted IDs that represent the
positions of storage residues at SSs.

(va0)
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e Decryption the IDs: Because SS cipher the IDs with
the public key of the PS, only the PS can decipher to
recover the right IDs.

Sub phases on the file descriptor:

e C(Creating FD: In order to create FD, I/O Stream Class
has been used. The contents of FD are: moduli, added
random number, the value of h, r, bytes, and also the
IPs of the SSs with its decrypted IDs.

e Signing FD: When PS intends to send FD to the RS,
the signing process is done by applying the DSA
algorithm on that FD. The two signature parameters
(ss1, rrl) are calculated.

e Encrypting FD: The DSA signs FD only and does not
encrypt it, therefore it must be encrypted with public
key of the RS that is wanted to share the FD.

o Sending FD: PS selects the address (IP) of the RS and
it is begins to send signed and encrypted FD.

E. Information Reading Phase

Reading information process works by several steps.
These steps are distributed among the RS and SS, as
follows:

e Processes in the Reader Server: RS first receives a
message from PS containing signed and encrypted
FD. This message is split into: FD, and the value of
DSA parameters. FD is decrypted with RS's privet
key to ensure the confidentiality and authentication.
The verification process is achieved on the decrypted
FD. Comparison between the signature and
verification values (v and rr) is done to check if the
message is modified or not. After verification
process is completed, the FD content is isolated. RS
needs to obtain the residues that are stored at
different SSs, therefore the extracted IDs from FD
must be sent to the SSs depending on the extracted
IP. The sending process must be secure so the IDs
are encrypted with the public keys of the SSs using
RSA algorithm (As the messages to be encrypted are
very small in size, there is a non-significant public
key encryption/decryption time).

e Processes in the Storage Server: All SSs receive
the identifiers that are specified for the locations of
storing residues. These IDs are encrypted by RS
already. Therefore, each of them must be decoded
with the SS's private key and then compared these
with its IDs to check if all received IDs are
compatible with local IDs. Then the equivalent
residues are sent back to the RS.

e Processes in the Reader Server: The sent residues
from SSs are received at RS to enable it to recover
the patient information. These residues result from
RRSN algorithm. In order to recover the original
data, these residues must be decoded. The decoding
process is explained in the next section.

IV. INFORMATION DECRYPTION

Three techniques have been investigated in the
proposed system for decrypting the information, as
described below.

A. Chinese Remainder Theorem (CRT)

This technique has been applied at first on the RRNS.
It works as follow: Range of moduli are calculated by
applying Eq. (1). These keys are obtained from FD. Then,
we apply Eq. (4) to recover the original decimal integer
number.

M
X= (Epzmxpg bp) mod M @

For each p € [1, h], b, is multiplicative inverse of M/m,
modulo m,, that is;

(bp %) mod m, = 1.

Eq. (4) is applied for A residues.

B. Base Extension (BEX) with Mixed Radix Conversion
(MRC)

In spite of CRT is a classical algorithm but the
implementation of it is computationally intensive for
large moduli values when dealing with modular
operations with a large value of range (M) [14]. In order
to avoid processing of large integers, the alternative
method that is widely used is the base extension (BEX)
operation in conjunction with the mixed radix conversion
(MRC) method [15]. MRC is formulated as follows:

Take h of the received residues (x|, X,, ..., x;) with
corresponding moduli (m;, my, ms, . . ., my, ) and find set
of mixed radix digits (a;, ay, - . ., @) by applying Eq. (6),
the decimal equivalent of the residues can be determined
by applying Eq. (5)

X =al+a2mi +a3mim2 + -+ an [} mi (5)
where the mixed radix digits (MRD) are given as:
iy = Xy
az = ((x; —ay)m ™ )m,
a, = ((( ((x,E —a)m - az)mz'l — —)a,l_l) Mgy~ )My ©)

C. New Chinese Remainder Theorem (CRT I)

New Chinese Remainder Theorem (CRT 1) is a
modified version of the traditional Chinese Remainder
Theorem. It is designed to make the computations faster
and efficient without any overheads. The Chinese
Remainder Theorem demands a slow large modulo
operation while the Mixed Radix Conversion requires
finding the mixed radix digits which is a slow process. In
the CRT I, the weighted number can be retrieved faster
because the operations are done in parallel, without
depending on other results [16]. This Theorem operates
as follow:

Given the h residue numbers (x; x5 ..., xp); with
corresponding moduli (m;, my,... ,m,;) the weighted
number X can be computed using Eq. (7):

X=[x;+km(x, —x) +komm,(x; —x;) +

(vay)



(Mi—vM@ /Enhancing the Security and Privacy ...

+ ko omymy wamy_q (6, —
Xn-1)] mod m; my m,_; my, @)

where;
ky = (my)~*mod myms ... m,,.

ky, = (mym,)~'mod mymy ...m,

kn_1) = (mymy..m,,_y)"tmod m,, ®)

As shown above, all these algorithms aim to find the
decimal numbers that represent the patient information.
To recover this data, these numbers are reconverted to
binary form, and then the original characters are
obtained. After all that, the information is added to the
new DB at RS and putted in the record specified for each
patient.

V.  SYSTEM PERFORMANCE

In this section, the performance of the implemented
prototype system is discussed based on the code
efficiency of RRNS with different key values and the
algorithms used for decoding RRNS. The main reason for
this is to give indication on the best methods that are used
to produce a secure and efficient system at the same time.
Our measurements have been done using systems with
AMD Turion X2 processor (2GHz) and 2GB RAM
running Windows 7 OS.

A. Code Efficiency of RRNS

In our implementation, PS splits the data into records
according to the value of moduli such as it can use 2 or 5
bytes. Suppose PS is using the keys from Table 1, the
largest value of the module is 65536 that is equal to 2'°.
This means that PS can split a file into every 16 bit (2
byte) only with at least h=2 because if h =1 the range M
according to Eq. (1) will be an error because 2'°>M, and
this is not allowed in the RRNS, therefore the value of &
must be greater than 1. Code Efficiency (CE) is
calculated according to Eq. (9):

@=h/e

)
where
b =log M,
e = 16(h+r) .

If the patient data was large, splitting file characters
to every 16 bits will produce large numbers of records
and the time of the encoding will increase. Therefore, PS
can use the moduli at Table 2 that can split the data to
every 32 bits (5 bytes) because the largest value of these
keys is 6461333947. The CE is calculated as the same
Eq. (9) except that e = 32 (h + r). The comparison of
using different byte numbers is shown in the Table 4. As
shown in the table, RRNS with big moduli value results
in increasing CE.

(¥ ) 3adl /i el ol Asa )
TABLE IV. CODE EFFICIENCY WITH 2- AND 5-BYTE MODULI.
6 b h
2+1 0.999656758 1.018412026
4+3 0.99967964 1.018412027
6+5 0.999698678 1.018412027
9+5 0.999712175 1.018412027

B. The Performance of Decoding algorithms

In this sub section, the decoding algorithms are
evaluated. The performance of these algorithms is
calculated depending on the following parameters:
Execution time and cyclomatic complexity (CC). The
Time (in millisecond) of executing each algorithm is
shown in Figure 2, where it can be noted that CRT I is
faster in reading information and recovering the original
decimal number. Even when the PS encodes the data
with large modules, CRT I remain executes with the least
time.

2.5

2
B CRT 15
B MRC 1
B CRTI

0.5

0

h=7,r=3 h=5,r=2 h=4,r=2 h=3,r=1 h=2,r=0

Fig. 2. Execution Time of the Decoding Algorithms.

CC measurement has been used to show the
complexity of a program. This metric is based on a
control flow representation of the program. Control flow
describes a program as a graph which consists of nodes
and edges. The difference between the above reading
algorithms is illustrated in the Figure 3. The CRT had
lower value of CC.

BCRT
B MRC
ECRTI

Fig. 3. Cyclomatic complexity of decoding algorithms.

Table 5 shows the times in milliseconds of encoding
and decoding algorithms with varying number of (h+r) to
a file have 74 characters. The result is applied when the
number of the number of byte used equals 2 and when it
equals 5. When the number of byte =2, the number of
records is larger than when PS encoding with 5 byte. As
well as the time of encoding and decoding is increased at
2 byte. The decoding time includes the time of the
decoding algorithm not whole decoding process. Figure 4
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shows the difference between the time of encoding and
decoding process.

TABLE V. TIMES OF ENCODING AND DECODING ALGORITHMS
Time of Time of Time of -\ Time of
records h+r |Encoding |CRT MRC CRTI
37 2+1 3307.1776 0.1586 0.0979  0.1105
37 4+2  14099.4608 |1.1305 |1.6863 0.3784
37 6+3 4282.9582 2.689  1.6513  0.8263
37 9+6 6216.5772 |3.8943 |4.8485 2.2793
15 2+1 28299167 03998 0.1241  0.0998
15 4+2  2984.1987 |1.9807 |0.635 0.383
15 6+3 3331.1054 |1.7227 |1.3872 0.8865
15 9+6 [3833.5385 |3.4132 3.1174 2.7628
6000
4000
2000
2 1 0
M Decoding | 854.1403 |1450.3538
BEncoding |2975.1151(3368.1664

Fig. 4. Time of Encoding & Decoding Process.

C. The Performance of the Authentication and Integrity
Algorithms

In this sub section, the performance of functions that
ensure the security and privacy of the system are
evaluated on the hand of time and complexity. This
evaluation is based on the two tables of keys. The
performance of the following operations is explained in
Figures 5 & 6 below, and the time is calculated in
millisecond;

e  Signing and verifying of the residues

e  Encrypting and decrypting of storage locations

e  Creating FD

e  Signing, encrypting, verifying and decrypting FD

VI. CONCLUSION

The DSS that is applied in proposed system can be
considered the best way to store the critical data because
it avoids single point of failure because it distribute data
among a set of trusted servers. It also provides most
security requirements such as the dependability that is
achieved when the PS uses the redundancy where the RS

can reconstruct the data up to d < 7 residue erasures and
r—d

2 corrupted residues. Confidentiality and authenticity
are ensured in the system at two levels: One by using
RRNS technique where in order to recover the patient
information on the RS, the original keys (moduli) must
be known to allow of RS to decrypt the data, and second
by using Public key cryptography algorithms that ensure
the authentication and non-repudiation servicers to

encrypted the messages that are exchanged between
servers. Integrity is achieved be using digital signature
algorithm.  The results of system  prototype
implementation have shown that whenever the value of
moduli was big prime number, the code efficiency
become large and the size of the sent message will be
decreased. Results also shown that the CRT I is more
efficient than the others decoding algorithm to decode
RRNS. In order to avoid vulnerability to single point of
attack when an attacker can have an access to all data if
he/she could hack one RS, more access control
techniques have to be applied to RSs (as end systems).
This can be a point of further research.

M Signing
r 250
W verifing
T 200
M Encrypting IDs
B Decrypting IDs T 150
mcreating FD at PS 00
1 Sighing and Encrypting
FD Y50
Decrypting and verifing
Ds _—
Y T 0
large key smal key
Fig. 5. Time of Authentication and Integrity Ams.
Fig. 6.
51 b RRNS
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Mode Decomposition and Hilbert-Huang
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Abstract— The electrical activities of brain fluctuate
frequently and can be analyzed using electroencephalogram
(EEG) signals. We present a new method for classification of
ictal and seizure-free intracranial EEG recordings. The
proposed method uses the application of multivariate
empirical mode decomposition (MEMD) algorithm combines
with the Hilbert transform as the Hilbert-Huang transform
(HHT) and analyzing spectral energy of the intrinsic mode
Junction of the signal. EMD uses the characteristics of signals
to adaptively decompose them to several intrinsic mode
Jfunctions (IMFs). Hilbert transforms (HTs) are then used to
transform the IMFs into instantaneous frequencies (IFs), to
obtain the signals time-frequency-energy distributions.
Classification of the EEG signal that is epileptic seizure exists
or not has been done using support vector machine. The
algorithm was tested in 6 intracranial channels EEG records
acquired in 9 patients with refractory epilepsy and validated
by the Epilepsy Center of the University Hospital of Freiburg.
The experimental results show that the proposed method
efficiently detects the presence of epileptic seizure in EEG
signals and also showed a reasonable accuracy in detection.

Keywords— Empirical Mode Decomposition; Hilbert-
Huang transform; EEG Signal, Support Vector Machines

I. INTRODUCTION

Epilepsy is one of the most frequent brain
dysfunction, it has a prevalence of 0.6% - 0.8% of the
world population [1]. Epilepsy is characterized by a
sudden, unexpected and transient electrical disturbance in
the brain. The -electroencephalogram (EEG) signal
contains information which helps to predict epileptic
seizures [2]. EEG signals are by nature non-stationary
[3]. Therefore, for the correct feature extraction, several
methods have been used in feature extraction task, most
of them, based on measures taken from different time-
frequency transforms, including, wavelet transform [4],
[5], [6], Time-frequency distributions (Wigner Vile, short
Time Fourier transform, Choi Williams) [7] and
empirical mode decomposition [3]. In the latter a
discussion is left open about features taken from the
EMD, due to the decomposition is signal dependent, and
then, the frequency band obtained in one component for
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one signal may differs to another signal. In this manner,
feature vector from a signal would not have relation to
feature vector from another signal. Different approaches
for feature extraction from EMD have been proposed in
[8]. In recent years, the empirical mode decomposition
(EMD) algorithm has become an established tool for the
decomposition and time-frequency analysis of non-
stationary signals [9]. Using EMD, the original signal is
decomposed as a linear combination of intrinsic
oscillatory modes, called Intrinsic Mode Functions
(IMF)s. The IMFs are defined in such a way that the
subsequent application of Hilbert transform, also known
as Hilbert Huang transform (HHT), provides meaningful
instantaneous frequency estimates [10]. The complete
data driven nature of the algorithm makes it highly
suitable for the non-stationary EEG signals. We here
propose to use a combination of EMD and HHT to
extract features from multichannel EEG signals. Standard
EMD yields misaligned IMFs (corresponding to different
frequency bands) for multiple channels and, hence,
makes their comparison meaningless. This issue can be
resolved, however, using the recently developed
multivariate extensions of EMD [11] which processes the
input signal directly in higher dimensional spaces where
it resides. Combination of multivariate EMD (MEMD)
and HHT used in [12] to extract spectral features from
multichannel EEG signals. The method used in this work
is the one proposed in [12] but with different features,
may be used for epileptic seizure detection.

II. MATERIALS

The EEG database contains invasive EEG recordings
of 21 patients (13M, 8F) suffering from medically
intractable focal epilepsy. In 9 patients the source of
epilepsy is located in the temporal lobe, other 6 suffer
from frontal focal epilepsy and 1 of parietal epilepsy. The
others 5 patients have two epileptic sources, 3 with
temporooccipital epilepsy and 2 with fronto-temporal and
temporoparietal each. The data were recorded during
invasive presurgical epilepsy monitoring at the Epilepsy
Center of the University Hospital of Freiburg, Germany
[13]. In order to obtain a high signal-to-noise ratio, fewer
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artifacts, and to record directly from focal areas,
intracranial grid-, strip-, and depth-electrodes were used.
The EEG data were acquired using a Neurofile NT digital
video EEG system with 128 channels, 256 Hz sampling
rate, and a 16 bits A/D converter. Notch or band pass
filters have not been applied in the acquisition stage. The
available data include only 6 intracranial EEG channels
(3 focal and 3 extra focal electrodes). In this study, the 6
EEG records were used. The records of 21 patients were
supervised by experienced epileptologists and the onset
and offset of the seizures are also available with the
database.

III. METHODS

The proposed method includes a preprocessing stage,
the MEMD computation, the feature extraction step, the
feature selection and the classification phase.

A. Pre-processing

All EEG records were initially filtered, using code
from EEGLab (Delorme and Makeig, 2004) to clean
some artefacts [14]:

a 45-55Hz band-reject 12th-order filter to remove
power line noise, a 60Hz cut-off low-pass 1st-order filter,
and a 0.5Hz cut-off high-pass Sth-order filter to remove
the dc component. Next, all EEG records were resampled
to 128 Hz in order to reduce computation time of EMD
decomposition. This operation does not have any
influence on the results since the bandwidth of the signal
of interest does not exceed the 60 Hz.

B.  Empirical Mode Decomposition (EMD)

EMD is a general non-linear non-stationary signal
decomposition method. The aim of the EMD is to
decompose the signal into a sum of Intrinsic Mode
Functions (IMFs). Given a signal x(t), the algorithm of
EMD is based on a sifting process that can be
summarized as [12]:

1. Interpolate all the local maxima and in the signal
with a cubic spline line, to produce the upper envelope.

2. Repeat for the local minima to produce the lower
envelope.

3. Compute the mean of both envelopes m,.

4. Extract the detail.

h1 =X (t) - 1my
5. Repeat the steps 1 to 4, and consider the detail hi as
the data, until detail h1 can be considered an IMF.
6. After k iterations, the detail h, is an IMF and is

designated as: IMF 1=hk'

k

7. Iterate steps 1 to 6 on the residual rj in order to
obtain all the IMFs of the signal:
rj = x (t) — IMF1 — IMF2 - ... - IMFj

. r, . .
The procedure ends when the residual / is either a
constant, a monotonic slope, or a function with only one
extreme. The result of the EMD process produces N

IMFs (€,(),....cy (1)) (r,))

and a residue sigma

x@)=c, @) +r, @) (1)

n=l

In this work, each EEG records was divided in

segments of 15 seconds, Then, IMF1 to IMF 4 were
calculated for each segment of every EEG records of
each channel.

C. MULTIVARIATE EMPIRICAL MODE
DECOMPOSITION

For multivariate signals, the local maxima and
minima may not be defined directly. Moreover, the

notion of ‘oscillatory modes’ defining an IMF s rather
confusing for multivariate signals. To alleviate these
problems, multivariate EMD (MEMD) was proposed in
[12] which generates multiple n-dimensional envelopes
by taking signal projections along different directions in
n-dimensional spaces; these projections are then averaged
to obtain the local mean. Once the mean signal is defined,
the rest of the procedure is quite similar to the standard
EMD. Then the proposed multivariate extension of EMD
suitable for operating on general nonlinear and non

stationary n-variate time series. In this work, IMF1

IMF4 were calculated for 6 channel of every EEG
record.

The resulting multivariate IMFS obtained from the
algorithm were matched so that the corresponding
$IMFs$ belonged to the same frequency band. It should

be noted that the analysis at the IMF  level was only
possible due to the matched IMFs obtained by MEMD;
this cannot be achieved by applying univariate EMD on
multiple channels separately. The lower order $IMFs$
capture fast oscillation modes of the signal, while the

higher order IMFs capture the slow oscillation modes.

D. FEATURE EXTRACTION

The purpose of feature extraction is to reduce the
original data by measuring certain features that
distinguish one input pattern from another. When the
input data to an algorithm is too large to be processed and
it is suspected to be notoriously redundant (much data,
but not much information) then the input data will be
transformed into a reduced representation set of features
(also named feature vector). Transforming the input data
into the set of features is called feature extraction. If the
features extracted are carefully chosen it is expected that
the features set will extract the relevant information from
the input data in order to perform the desired task using
this reduced representation instead of the full size
input.[15]
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Features extracted from EMD can be classified into
two sets, measures taken directly from each IMF o

measures taken from a transform of the IMF; S, for
instance Hilbert transform The following parameters

were calculated on each IMF' .
1) Energy
Once the IMF1,IMF2,IMF 3 an IMF 4 were

computed for all segments of each channel, the

normalized energy of IMFn is calculated as:

Z| IMF [k ][
En =
N K
JZZ] IMF, [k ]
n=l k=1 (2)
2) Mean Frequency (MF) [13]
The Hilbert transform of a continuous MF" ) is
defined as:
IMF
Y, ()= —Pj —(T)d
-7 3)

Where P is the principal Cauchy value. In real
applications, the Hilbert transform of a discrete signal

”[ ]1s calculated using the fast Fourier transform as
proposed in [16]. Having obtained the Hilbert transform

Y, k] of each IMF, k] an analytic signal Z, k] can
be expressed as:
Z [KI=IMF [K]+jY K] @

with instantaneous amplitude and phase defined as:

a,[k 1=\ IMF [k 1+Y [k ] s

Y, [k]

IMF, [k])

o, [k]=tan™'(
(6)

From equation 5, the instantaneous frequency can be
calculated as:

1 glk]l-9,lk -1]
27 Ts (7)

w,[k]=

then the Weighted Average Instantaneous

Frequency(WAIF ) is obtained as follows[17]:

> a’ lklw,lk]
<WAIF>n =42 K
> a’ k]
e ®)

and the mean frequency of the original input signal
can be obtained by the weighted contribution of the mean

frequencies of the individual IMFs , as given in [18], by:

2lla; |WAIF),

MF =11
2 el
i ©)

In this stage the $MFS$ of input signal was calculated
as a feature.

E. FEATURE SELECTION

In order to reduce the dimensionality problem, the
median of the individual values of each series for the six
channels were initially computed. This measure of central
tendency was selected since it is robust to outlier values.
Thus, the number of the total features series is reduced to
5.

F. CLASSIFICATION

Support Vector Machines (SVMs) is a supervised
learning method which performs classification by
constructing an N-dimensional hyper plane that optimally
separates the data into two classes [19]. The SVM
approach is computationally efficient in training and
classification, and it comes with a learning theory that
can guide real world applications. The machine is
presented with a set of training examples, $(x_i, y_i)$
where the xi is the real world data instances and the yi are
the labels indicating which class the instance belongs to.
For the two class pattern recognition problem, $y_i = +1$
or $y_i = -18$. A training example $(x_i, y_i)$ is called
positive if $y_i = +1$ and negative otherwise. SVMs
construct a hyper plane that separates two classes and
tries to achieve maximum separation between the classes.
Separating the classes with a large margin minimizes a
bound on the expected generalization error. The epilepsy
detection is carried out using LibSVM and the tool has
been developed using MATLAB. LIBSVM is simple,
easy-to-use and efficient software for classification and
regression [20]. We tried the following procedure in this
stage:
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Fig. 1. EEG signal with an epileptic seizure corresponding to patient 4,

channel 1, IMF1 to IMF4

1. Transform data to the format of an SVM package.

2. Conduct simple scaling on the data.

3. Consider the radial basis function (RBF) kernel
K(x,y)y=e 71

4. Use cross-validation to find the best parameter C

and” . C is the penalty parameter of the error
term.

5. Use the best parameter C and 7 to train the whole
training set.

6. Test.

It is not known beforehand which C and 7 are best
for a given problem; consequently some kind of model
selection (parameter search) must be done. The goal is to

identify good (C, 4 ) so that the classifier can accurately
predict unknown data (i.e. testing data).The prediction
accuracy obtained from the "unknown" set more
precisely reflects the performance on classifying an
independent data set. An improved version of this
procedure is known as cross-validation. We tried a "grid-

search” on C and 7 using cross-validation. Various

pairs of (C, 7 ) values are tried and the one with the best
cross-validation accuracy is picked.
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Fig. 2. Normal EEG signal corresponding to patient 4, channel 1 IMF1
to IMF4

IV. EXPERIMENTAL RESULTS AND ANALYSIS

We performed the time-frequency analysis of the
EEG signals using the combination of multivariate EMD
and HHT to obtain the mean frequency and the Energy of
IMF1to IMF 4 of the signal. The Energy of each
IMFs is computed by using the equation (1). In each

IMFs the energy of the seizure signal is much higher
than the energy of the non-seizure signal. Mean
Frequency was a good feature to discriminate normal
EEG signals with higher energy from seizure EEG
signals. Average value of the feature vector for each
patient are shown in Table I, normal state and Table II
Epileptic state. In this method 60 percent of the available
signal is used for training phase and the remaining 40
percent is for testing phase. The detection accuracy of
this method is given in table III. The Accuracy of the
SVM is defined as the ratio of correctly detected signals
to the total number of signals.
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Table 1: extracted features from ictal data

Patient Mean Fr  En-IMF1 En-IMF2 En-IMF3 En-IMF4 |
1 0.10 1188 2893 5644 7620
2 0.07 966 4418 13356 23826
3 0.10 3346 15377 22173 24554
4 0.09 8544 37892 75698 123127
5 010 970 761 1398 2160
6 0.095 1333 4495 9175 16049
T 0.9 1839 8443 11807 12124
2 (.85 1341 5037 2164 12718
9 0.10 1752 6380 9480 8667
Table II: extracted features from non-ictal data
Patient  Mean Fr  En-IMFI En-IMF2  En-IMF3 En-IMF4 |
1 0.11 1300 2964 6497 6491
2 0.09 185 637 2035 5170
3 0.09 481 1625 3861 8368
4 0.08 354 1449 3912 10390
5 0.09 207 367 613 1539
6 0.091 451 1190 2537 6330
T 0.08 242 936 5322 6263
8 0.94 1358 5368 7433 5071
9 0.11 740 2413 4681 4208
Table III: CLASSIFICATION ACCURACY OF EEG SIGNAL USING
SVM
Patient  Accuracy
1 97.46
2 97.56
3 100
4 100
5 99,73
3] 94.11
B8 97.46
9 97.46

V. CONCLUSIONS

We have used a combination of MEMD and HHT to
calculate the mean frequency and Energy, as a spectral
features, in order to identify the seizure condition in EEG
signals. The matched IMFs facilitate the comparison
between them, which was not be possible with standard
univariate EMD alone. RBF kernel function is used in the
SVM classifier to classify/detect seizure EEG signal and
normal EEG signal. Accuracy of the classifier is
computed. The accuracy of this project is much better
than other results available in the literature based on
EMD.
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Abstract

The task of recognition that is based on
handwriting characters in the Kurdish language is an
interesting study in the area of computer vision and pattern
recognition. In the past couple of years, numerous state-of-
the-art techniques and methods have been created for
pattern recognition. On the other hand, Kurdish language
handwriting recognition has been seen to be more difficult
when compared to other different languages. The
similarities in the properties in Kurdish characters is the
primary reason of the great resemblance in the features of
Kurdish handwriting characters, therefore the requirement
for the recognition process is critical. Consequently, to
obtain accurate and precise recognition on the basis of the
Kurdish handwriting character, it is crucial for the
resemblances in the character properties of Kurdish
handwriting to be distinguished. To identify a particular
character, the style of character handwriting may be
evaluated to enable the implied representation of the hidden
unique features of the user’s character. Unique features
may guide in recognizing characters that may be important
when recognizing the correct character among similar
characters. On the other hand, the problem of the
resemblances in the properties of handwriting of Kurdish
characters were not taken into account ,consequently
leaving a high chance of reducing the similarity error for
any intra-class (of the same character),with the reduction of
the similarity error for any inter-class (of different
characters) as well. In order to obtain higher effectiveness,
this study uses discretization features for reducing the
similarity error for intra-class (of the same character),with
the increase of the similarity error for inter-class (of
different characters)in recognition of Kurdish Handwriting
characters with MAE.

1. INTRODUCTION

General, pattern recognition is a crucial portion of
different scientific and engineering areas such as artificial
intelligence, biology and computer vision. Pattern
recognition of handwriting is assumed a broad-ranging
term that is involved in all forms of application areas
along with identification process based on handwriting
[1], verification process based on handwriting [3],

authentication process [2, 5] and character recognition
process [4,6].

Currently, focus on the field of pattern recognition is
increasing at a fast rate because of the newer applications
that are not only a challenge, but also attract the attention
of a numerous amount of researchers. These new
applications include web searching, data mining, retrieval
of multimedia, handwritten recognition, face recognition,
which require intelligent pattern recognition methods.
Pattern recognition is explained by [7] as the most
important role in decision making tasks by humans, even
though humans may simply reject to comprehend how
humans may recognize certain patterns.

Kurdish handwriting character recognition is a
well known field of research within the computer vision
and pattern recognition and fields, because in certain
scenarios, it gives the only way of identifying the actual
character of a written text out of a set of character [6,9].
The structure or general style of a Kurdish character is
not simple, and there is similarity between several of the
characters in the Kurdish language [9]. On the other
hand, there remain specific and unique features for every
character. These specific and unique features may be
generalized as a person’s character handwriting, even
though there may be complicated and great similarity in
the characters of the Kurdish language. Figure 2depicts
an example of the resemblance between Kurdish
characters.

On the other hand, a great deal of academic work did
not focus on the extra stage that this study considers. The
extra stage seeks to give a more accurate representation
for the input that is used in the process of MAE. A more
detailed representation of the input may help in a strategy
where the MAE process may be complete faster and more
effectively for the actual character to be more effectively
identified, specifically in the scenario of Kurdish
character recognition. The features retrieved in the
feature extraction task reveal that Kurdish language
characters have many similar representations, and this
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causes an issue when the input is implemented in the
MAE task as resemblances will decrease the
effectiveness of the performance process. This study
gives a discussion on the extra stage of transformation
where the very similar representation of features are
changed into more clear and better representations that
may represent every character in the Kurdish language.

2. Individuality of
character

Handwriting of Kurdish characters has been assumed
individualistic, and the individuality of characters is
based on the theory that every single character has
handwriting that is consistent [9]. Fig. 1 depicts the
handwriting of the characters that are the same and Fig. 2
depicts the handwriting of characters that are different by
four different individuals. Every single character is
assumed to have a particular texture [9] and maybe
witnessed in the two figures. The general shape partially
differs for the exact same character and somewhat varies
for other characters. This is referred to as the
individuality of characters in the Kurdish language. The
intra-class estimation and measurement is shown for
features of the same exact character, and inter-class for
different characters. Suitable unique features have to
generate the least similarity error for intra-class and the
greatest similarity error for inter-class. As a result, it is
important to obtain unique features from a character to
overcome this issue for the recognition of handwritten
characters in the Kurdish language.

Kurdish Handwriting

‘Writer Writer ‘Writer ‘Writer
number 1 number 2 number 3 number 4
- - / L../'

D =R
J — s L

Fig. 1.Same characters written by several individuals

Wuiter number 2~ Waiter number 3 Whiter number 4

Waiter number 1

a y
7 i

d a : 'iy' : hv 4 o
L S R I

Fig. 2.Different characters written by several individuals

3. Individuality Representation

Suitable features that are input to a classifier are
crucial to achieve high effectiveness in the task of
recognition. Commonly, retrieved features directly
undergo the recognition process to identify a particular
character. These features do not represent the unique
features of some character among characters of the
Kurdish language because the character handwriting in
Kurdish possesses similar features, and this leads to a
slight different in the handwriting among characters in
Kurdish. Commonly, a different task is required to
enhance the identification performance. This proposed
task is referred to as invariant discretization, studied by
[8] and it is aimed to decrease the variance among
features for intra-class and increase the variance among
features for inter-class. A general outline of a novel
framework that is required as an extra process before the
measurement of similarity task to enhance the
effectiveness of the recognition of Kurdish characters.
The conventional framework is depicted in Fig. 3,and the
new framework is depicted in Fig. 4.

Small various

Feature representations
dataset extraction

Similarity
measurement

Kurdish character

Fig. 3.Traditional framework [12]

Small various Discretization

representations

Feature extraction

Kurdish
character
dataset

Representing
executed various

Extracted geometric
moments from character

featuresinto
standard

Recognition

Similarity
measurement

Fig. 4.New framework

4. Discretization Process

The process of discretization is acting as a separator
that carries out two primary steps. The first step is to
transform the overall value of the existing continuous
characteristics into discrete. The second step is to
separate the overall value and classify them into suitable
intervals. The primary reason of the discretization of the
continuous characteristics is to generate a more accurate
representation of data [10]. Generally, classification
greatly depends on the process of discretization. There
are a number of common techniques for discretization,
such as Equal Information Gain, Equal Interval Width
and Maximum Entropy. A different technique is
proposed in [8], the Invariants Discretization technique,
has been seen to be faster in giving greater accuracy and
success rates of identification. The Invariants

()

Standard representations
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Discretization technique is a supervised one. The
technique is initialized by seeking the suitable intervals to
symbolize information an individual [8,10,11,12]. Both
the lower and upper boundaries are then created for every
interval. The amount of intervals for a particular image
has to be equal to the amount of feature vectors.

5. Adaptation in  Kurdish
character recognition
This section explains adaptations of the solution that
is propose in showing unique
features and enhancing the difference among features for
both intra-class and inter-class in Kurdish character
recognition .

handwriting

5.1 Feature extraction

The transformation of the input data into a group
of features is referred to as features extraction. Generally
feature extraction is a unique characteristic of
dimensionality reduction techniques. Analysis with a
great amount of variables needs a great deal of
computational power and memory or a general
classification algorithm, which over fits the sample used
for training and does not perform well with samples that
are new. If the data input is very large and cannot be
processed, the input data is changed into a decreased
representation group of features. Clearly, it is critical to
choose a kind of feature extraction technique, because it
is a very important factor in the overall performance
value of pattern recognition systems [6,13]. The choosing
of the kind of feature extraction greatly relies on the
application. Various features are aimed to identify written
characters and numbers. They are Furies Transform,
Characteristic Loci, Invariant Moments and Geometric
Moments [14,15]. In this study, the researchers use
Geometric Moments identify Kurdish characters that are
handwritten. Geometric Moment is implemented in
recognition of objects and pattern recognition
applications. A group of unique features calculated for a
certain object have to be able to identify the same object
with a different orientation and size [16].

The steps of computation of geometric moments are
explained as the following [6,16]:

1) Take an input image data from the left to the right and
from the top to the bottom.

2) Threshold all the image data to retrieve the target
process location.

3) Calculate the value of the image moment, My, until
third order with formula:

mie = | f P ONF (o y Ve dy

p.q=0,1,2,... (1)

4) Compute the intensity moment, (¥g5:¥g ) of image
with formula:

Xg = Myg/Mgg; Yo = Mp1/Mye @)

5) Compute the central moments, Hug with formula :

quﬂé (x=x)(y-y,) f(x,y)dxdy ; pg=012.. (3)

6) Compute normalized central moment, T pg 1O be
used in image scaling until third order with formula:

(p+q+2) Fag

y=—— =

! npq }[ !
2 Fao?

ptq<3 (4)

7) Compute geometric moments, ¢y 0 to 0y with
respect to translation, scale and rotation (geometric
moment invariants) invariants with formula below:

®1 = Tzg T Moz ©)
b, = (leu - Tlﬂu:]‘ + 4 Tl;f_j_" (6)
bz = (Map — Iyx)? + By —mpe )? @)

by = (N, + T112:]2 + (Mg + ﬂua]z (8)

5.2 Invariants Discretization process

An appropriate group of intervals to symbolize the
retrieved features with a certain representation is
computed in the process of discretization. This certain
representation value is referred to as a discretized feature
vector, and the “generalized and unique feature" of
unique features is retrieved from the median value of an
interval. This generalized feature is implemented to show
the unique feature that is not shown in the unique
character of handwriting in Kurdish. In order to obtain an
interval, the values of maximum and minimum data of
every writer is separated into a set of intervals that have
the same size. The amount of intervals is given according
to the amount of feature vector columns in the retrieved
features. In the example, a total of four feature vector
columns are retrieved from the geometric feature method.
Upper and lower approximation is assigned to the every
interval, and every one of the intervals is shown by a
single representation value. The invariant feature vector
that lies in the same interval also has a similar
representation. The representation value for an interval is
computed according to the character class (with
supervised discretization). If any two characters have an
invariant feature vector that is similar, they will have
exactly the same or very similar intervals (or cuts) for the
two classes. The discretization algorithm keeps the
characteristics and properties of characters the same. It
represents the main retrieved invariant feature vector in a

(vv)
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general representation along with generalized features.
Fig. 5 shows the discretization algorithm.

Cuts point Interval (iv)

AN

Vmin Vmgs

Each interval

>

Wmin W

Representation value (rv)

Fig. 5.Invariant Discretization Line [8]

As previously mentioned, the invariant discretization
requires the character class information in the process of

discretization. The minimum (V,;,) and the maximum

(Vmax) values of invariant feature vectors (if V) for a
certain character are implemented to compute the
intervals within the invariant discretization line. The line
initiates from the minimum (V,;,) invariant feature

vector and stops with the maximum (V.. ) invariant
feature vector value for a certain character. Generally an
interval is the average of the invariant discretization line
separated by the total amount of invariant feature vector
columns. The width (or Wd) of an interval may be
computed with:

wd = (Vma.x - mln)/f )

where:

Vonin: The minimum value of invariant feature vector for
any character.

Vomax: The maximum value of invariant feature vector
for any character.

f: The total number of invariant feature vector columns.
The width is also used to give a definition to cut points of
any interval within the invariant discretization line. Every
invariant feature vector that lies in the same interval has
an identical representation value. The representation
value (I'V) for every interval is generally the average of
interval that is computed with the use of I'V= (iV,.. -

iVin) /2. The general representation value for the
intervals of one through four symbolize the invariant
feature vector that lies in the range of if Vv = iV, ; and if
Vv < iv, ... Also, the invariant feature vector lies within
if v =iV and if V = iV is classified as the last
interval. This general representation value is referred to
as discretized feature vector that symbolizes the unique
features of any character. A simple example of the
change of invariant feature vector into a discretized
feature vector is shown in Fig. 6 and Fig. 7.

(¥ ) adall/ g ) gl el e )
-4 598 26.020 I3 258 1L7F7.90 Y
-4 8071 28135 18.657 7.674 5
-4. 954 29 513 20.737 2.490 Y
-5.075 I1L.F09 25,992 2527 Y
-5.150 2. 742 23 574 2,456 =Y
-4.9329 29,602 44419 5.046 =
-5.084 32138 10387 L.657 Y
-4 876 28325 25 800 4. 452 Y
-4 _ 831 28,611 F3.3280 1L0.04 8 5
-5.333 35470 139255 0.204 5
-1L.673 14780 896269 27069 A
-5.017F 20968 IF.253 1.046 5
-4. 903 29 062 11225 104471 5
- . FE3 20383 67272 3.965 5
-4.940 29142 19.680 8.627 5
-5.1471 2620 125106 1.4749 5

Fig. 6. Invariant Feature Vector Data for Character
() and ()
The discretized feature vector retrieved from the
discretization algorithm shows the unique features of
every character in handwriting in the Kurdish language.

1.6158 28.7347 28.7347 15.1752 O

1.6158 28.7347 151752 1.6158 O

1.6158 28.7347 151752 1.6158 O

1.6158 28.7347 28.7347 1.6158 O

1.6158 28.7347 28.7347 1.6158 O

1.6158 28.7347 42.2942 1.6158 O

1.6158 28.7347 151752 1.6158 O

1.6158 28.7347 28.7347 1.6158 O

107.3673 107.3673 107.3673 107.3673

L

107.3673 107.3673 107.3673 107.3673

(W

107.3673 107.3673 107.3673 332.7677

L

107.3673 107.3673 107.3673 107.3673

L

107.3673 107.3673 107.3673 107.3673

L

107.3673 107.3673 107.3673 107.3673

L

107.3673 107.3673 107.3673 107.3673

L

107.3673 107.3673 107.3673 107.3673

L

Fig. 7. Example of Discretized Feature Data for Character (5) and ) (5)

5.3 Uniqueness in Kurdish handwriting character

The uniqueness is estimated with the use of the Mean
Absolute Error (MAE) function. An example of the MAE
computation is shown in Tab. I. There are a total of 15
images for every character. Feature 1 to Feature 4 is a

(v%)
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retrieved feature that symbolizes a particular character.
The invariance of that character and the reference image
(the first image) is supplied by the MAE value[8]. The
small errors show that the image 1is near the
corresponding reference image. An average value of
MAE is extracted from the value of total results.

MAE = =31 |Gx; =) (10)
where, '
n is the amount of images.
X;  is the image in focus.
I;  is the location measure or reference image.
f is the a mount of features.

[,

is the feature column of a certain image.

TABLEI. EXAMPLE OF MAE CALCULATION
Image | Featur- | Featur-e | Featur-e Featur- | MAE
el 2 3 e4
L_J' -4.8310 | 286110 | 733800 | 10.0460 -
_.‘}_ -5.3330 | 35.4700 139.2550 0.2040 5.538
A
_J -5.1410 | 32.6200 125.1060 1.4740 4.307
>
_‘) -4.9730 | 29.9170 42.2800 1.9190 2.711
i
;') -5.1350 | 31.7670 62.9830 0.6630 1.549
j -4.6510 | 26.5560 25.5290 19.3990 | 3.962
7l -4.7830 | 26.3830 67.2720 3.9650 0.964
-
Average MAE 7.870

The authorship invariance for a certainpre-discretized
feature vector and a certain post-discretized feature
vector is computed by conducting both the intra-class and
inter-class analysis of the MAE value. The general
analysis result depicts that the general variance between
the intra-class feature (the same character) and the inter-
class feature (different character) using the post-
discretized feature vector yields a more appropriate
outcome when compared to pre-discretized data. It has
enhanced the process of recognition where the MAE
value for intra-class implementing post-discretized data is
less than pre-discretized data, and the MAE value for
inter-class implementing post-discretized data is greater
than pre-discretized data. The least MAE value in intra-
class shows that the features are very similar to one
another for the exact same character while the greatest
MAE value for inter-class shows that they are very
different from one another for characters that are
different. These results have verified the hypothesis that
the process of discretization may enhance the overall

process of recognition with a standard representation of
unique features for the individuality representation in
handwriting in the Kurdish language. Fig. 8 and Fig. 9
depict a general comparison of the recognition process
for the geometric feature method with both post-
discretized data and also pre-discretized data with MAE.

. ® Post-discretized

MAE &

ad
L ] £ H i i -

u Pre-discretized

o

Fig. 8. MAE comparison for intra-class

M Post-discretized

| MAE

3+ m Pre-discretized

3 Ab. Ao

5.3 &)

Fig. 9. MAE comparison for inter-class

6. CONCLUSION

In this work, a novel framework with the aim to
recognize Hand Written Characters in the Kurdish
language 1is proposed and the researchers have
demonstrated the impact of the process of discretization.
A general experiment has been effectively carried out
with the implementation of the framework that is
proposed. The individual or unique features in a Hand
Written Character maybe systematically symbolized with
the implementation of the invariants discretization
algorithm. The outcome reveals that with the
implementation of the invariant discretization method,
the effectiveness of the Hand Written Character
recognition of Kurdish characters is greatly enhanced
with the organization to acquire enhanced effectiveness
paralleled to pre-discretized data. In future work another
experiment may be carried out on some different
characters to enhance the overall effectiveness of the
model.

(v+8)
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Abstract— In this paper the outcome of a project is
presented that aims to modify and improve one of the most
widely used Augmented Reality tools. Augmented reality
(AR), is a fast growing area of virtual reality research.
Augmented Reality (AR) is a newly emerging technology by
which user’s view of the real world is augmented with
additional information from a computer model. ARToolKit
is one of the most widely used toolkits for Augmented
Reality applications. The toolkit tracks optical markers and
overlays virtual objects on the markers. In the current
version of the toolkit the overlaid object is stationary or
loops regardless of the optical target position, this means
that the overlaid object cannot be animated or changed
based on the movement of the optical target.

The aim is to improve the toolkit, therefore a design solution
to modify it were designed and implement so that users can
manipulate the position of the overlaid virtual object,
through movements of the optical target. The design
solution focuses on developing a mathematically based links
between the position of the optical target and the overlaid
virtual object.

To test the solution test cases were developed and the results
show that the design solution is effective and the principal
idea can be used to develop many applications in different
sectors such as education and health.

Keywords— AR (Augmented Reality)

I

Over the past few decades, AR researchers have
explored a wide variety of application domains for AR
technology, most recently they have been focusing on the
use of AR in education and entertainment settings [1] [2].
However the primitive state of AR technology and the
lack of sophisticated multi-tasked AR tools have made it
difficult for the technology to be widely available and
used.

Tracking, also called Position and Orientation Tracking
or Position Tracking and Mapping [3], is used in many
kind of applications (e.g. robotic, VR/AR) where the
orientation and the position of a real physical object is
specified using the Cartesian coordinates X,y,z.
ARToolkit is one the most widely used technology for
tracking and processing optical target “Camera (optical)
based tracking for augmented reality is nowadays
frequently done using AR-Toolkit” [4]. ARToolKit is a
library that scans video images for known optical

INTRODUCTION

You

markers and computes the pose of the markers with
respect to the camera [5].

The position and orientation of an optical target is
determined by analyzing the projection of 2-dimensional
images or by computing the sweep-beam angles of a
given target [6]. In AR cameras are usually used as the
optical sensors, video and optical technologies are the
two main choices to combine Real and virtual objects [7].
For the purpose of this project optical based technology
(camera) is used to do the tracking. In the current
ARToolKit software the overlaid object is stationary or
loops regardless of the camera or optical target position,
this means that the overlade object cannot be animated or
changed based on the optical target movement.
Animation can only be achieved when it is preset in the
graphic file. In this project a modification the ARToolKit
is propose and tested so that the position of the virtual
object can be manipulated by the user, through movement
of the optical target. The ARToolKit modifications
enable users to move virtual objects produced by the
toolkit, in the (X, y, z) and (=X, -y, -z) directions, through
the movement of the optical marker. The findings of this
project will contribute towards improving one of the
main tools that deliver AR technology and in result
improve the usability of AR technology. The design
modification is tested using a number of test cases and
the results show that it is an effective approach to achieve
virtual object manipulation in ARToolKit.

In recent years researchers of Augmented Reality has
increased despite the fact that it is a newly emerging
technology. The wide range applicability of the
technology has made it attractive to many different
sectors such media companies and mobile device
manufacture. Not only expanding areas of applications
deserve attention, but more important is refining the tools
that deliver the technology, so that the tools’ performance
reflects the true value of the technology. ARToolKit
nowadays is one of the most widely used AR tools,
improving the performance and flexibility of this
particular toolkit will have a positive impact on AR
technology as a whole, and also reduces the usability
limitations of the toolKkit.
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The creation of an interactive virtual world involves two
major tasks; the first one is identifying and modelling the
virtual object and the other is describing the interaction
and behaviours of the virtual object. The approach that is
normally used for modelling 3D geometries is to use 3D
creator tools which are widely available; this has paved
the way for many different attempts to model virtual
world geometry within virtual world environments see
[8] [9] [10] [11]. As for the behaviours of the virtual
objects within virtual environments, the attempts to
define them have been few. There are a number of
researches to define and create the virtual environment
such as [12] that suggests a conceptual virtual reality
system called “Lingua Graphica” that uses programming
languages to create the environment but it was never
implemented.

RELATED WORK

III.

ARToolKit is a type of interface known as “tangible AR
interfaces” which combine virtual and physical objects
and it let users interact with virtual objects by
manipulating corresponding physical objects [17]. From
this we can say that the two main pillars of tangible AR
Interface are:

1. Virtual objects

MODIFICATION DESIGN

2. Corresponding physical objects

The virtual object is what the users aim to compute and
interact with which can be displayed in various forms e.g.
2D images, texts and 3D geometries. The physical
objects are sensed and used as input to visualise overlaid
corresponding virtual object. 4

Since users interact with virtual objects via physical
objects that is used as input by ARToolKit there must be
logical connections between both pillars of the interface.
The logical connection is the proposed solution which is
mathematically created to enable users manipulate virtual
objects. From this it’s clear that there are three types of
components that need to be combined to build an
interactive AR model, the physical object, the virtual
object and the logical connection between them. Each
component has a set of properties that represent the state
of that component. Each of these properties differ
between the component types, for instance the position
property of a physical object has a vector type value that
represents a three dimensional coordinates X, Y, Z
known as Cartesian Coordinates see figure 1. These three
values can be read but can not be modified freely, since it
is determined by the position of the physical object, all

the values collected in transformation matrix.

oy

1

G .

Fig.1 (Cartesian Coordinates) [18]

In the current version of ARToolKit the physical object
(optical target) position determine the values of the
transformation matrix computed by the tool. The values
are used to determine the position of the virtual object
and then draw it, this corresponds to step 3 and 4 of the
activity diagram, see figure 2.

C Initialise the wvideo path )

lr

C Grab video input frame \] -

C Detect markers )

C DCraw wvirtual object )7

C Close the video path ]

Fig.2 (Current ARToolKit Activity Diagram)

If a logical link established that is able to read and update
the transformation matrix, users can manipulate virtual
objects by changing the values of the physical
transformation matrix relative to the camera (optical
sensor). After the establishment of the logical link, to
achieve the desired manipulation, ARToolKit will
perform different activities to redraw the position of the
virtual object every time there is a change in the
transformation values. Because ARToolKit uses OpenGL
functions [19] to set the virtual camera position and
render virtual objects, OpenGL function such as
glTranslate (x, y, z), will be used to provide the link
needed to change the position of virtual objects see figure
3.
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( Initinlise the video path j

<«

( arab video input frame e

[ Datact markers J

K3k

( Draw virtunl object )
[ Updata position of virtual abject J‘ [matrix valuen changed] [Same matrix values]
.:-[ Redraw virtual object )
()= ( Close the video path )

Fig.3 (Modified ARToolKit Activity Diagram)

IV. IMPLEMENTATION OVERVIEW

To manipulate the virtual object through the movement
of the optical marker, mathematically based links
(operations) is established between the virtual object and
the matrix values. The 3x4 matrix values contain the
optical marker position relative to the optical sensor
(camera). These mathematical operations are placed
inside the code in a way that they are executed before the
virtual objects are drawn. The mathematical operations,
manipulate the matrix output values, and store them in
different float variables that are declared in the program
for this purpose. These values are then used to change the
X, y, z values of the openGL functions that are used to
manipulate the position of the virtual objects.

V. CASE DEVELOPMENT AND TESTING

To show the efficiency and capability of the modified
toolkit, an example was constructed consisting of a ball
created in the Maya 3D graphic development software,
and then a globe texture was assigned to it, to produce a
globe like model see figure 4. The model was then
imported and placed in the appropriate folder of the
ARToolKit and a random pattern (optical target) was
assigned to it. For the modified toolkit to be viewed as
successful the test cases in table 1 should produce the
described expected results during testing. Table 1 also
shows the actual result for each of the test cases.

A piece of cardboard

Optical target (pattern)

Virtual object

Fig.4 (Case developed)

VI. TEST CASES AND RESULTS

A number of test cases have been designed to test the
modification and the result is shown in table 1.

TABLE 1
No | Test Cases Expected results Actual results
1 Tilt the physical | As the physical

object (optical
target) in the
+X direction.

object is being
tilted, the virtual
object (globe)
should move in the
+X direction.

2 Move the As the physical
physical object object (optical
(optical target) target) is being
back to its moved back to its
original original position so
position. should the virtual

object (globe).

3 Tilt the physical | As the physical

object (optical
target) in the -X
direction

object is being
tilted, the virtual
object (globe)
should move in the
-X direction.

4 Move the As the physical

physical object object (optical
(optical target) target) is being
back to its moved back to its
original original position so
position. should the virtual
object (globe).
5 Tilt the physical | As the physical

object (optical
target) in the
+Y direction.

object is being
tilted, the virtual
object ( globe)
should move in the
+Y direction

6 Move the As the physical
physical object object (optical
(optical target) target) is being
back to its moved back to its
original original position so
position. should the virtual

object (globe)

7 Tilt the physical
object (optical
target) in the -Y
direction.

As the physical
object is being tilted
,the virtual object (
globe) should move
in the -Y direction
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8 Move the As the physical
physical object object (optical
(optical target) target) is being
back to its moved back to its
original original position so
position. should the virtual

object (globe)

9 Tilt the physical | As the physical
object (optical object is being
target) tilted, the virtual
diagonally, in object (globe)
the +X, +Y should move in the
combination +X, +Y direction.
direction

10 Move the As the physical
physical object object (optical
(optical target) target) is being
back to its moved back to its
original original position so
position. should the virtual

object (globe).

11 Tilt the physical | As the physical
object (optical object is being tilted
target) Lthe virtual object (
diagonally, in globe) should move
the +X, -Y in the +X,-Y
combination direction
direction.

12 Move the As the physical
physical object object (optical
(optical target) target) is being
back to its moved back to its
original original position so
position. should the virtual

object (globe).

13 | Tilt the physical | As the physical
object (optical object is being
target) tilted, the virtual
diagonally, in object (globe)
the -X, -Y should move in the
combination -X, -Y direction.
direction

14 Move the As the physical
physical object object (optical
(optical target) target) is being
back to its moved back to its
original original position so
position. should the virtual

object (globe)

15 Tilt the physical | As the physical
object (optical object is being tilted
target) Lthe virtual object (
diagonally, in globe) should move
the -X, +Y in the -X +Y
combination direction
direction.

te4

16 Move the As the physical
physical object object (optical
(optical target) target) is being
back to its moved back to its
original original position so
position. should the virtual

object (globe).

VII. CONCLUSION

Augmented Reality is the new technology of the future;
however one of the things that have limited the
commercial use of AR applications is the lack of
sophisticated tools that can be used to develop complex
applications. Improving ARToolKit which is one of the
tools that are widely wused for AR application
developments was the focus of this project.

The aim of the project was to enable users directly
manipulate the position of a virtual object through the
movement of the optical target, something users of the
toolkit could not do in the current version. To achieve
this, the toolkit was extensively investigated, to identify
limitations as well as the way that the toolkit works. A
solution was then designed to modify the toolkit, in order
to enable users directly manipulate virtual objects. The
idea behind the design was to use an aspect of the toolkit
that could be changed through direct users’ action, and
use the changes to manipulate the virtual objects. After
investigating the source code, it was decided that the
camera matrix which represents the position of the
optical target is something that can be used for this
purpose, and through this the virtual object can directly
be manipulated.

After the design stage of the project, it was implemented
and a case study was then developed to test and evaluate
the modified toolkit. The test results show that the
modification has enabled users to manipulate the position
of the virtual object. Users are able to move virtual
objects in all directions freely as well as stopping the
virtual object in a position of their choice. The principle
idea behind the modification is something with great
potentials for future ARToolKit applications. It has paved
the way for other developers to improve on the principle
idea behind the modification.
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Abstract—A design pattern is used as a static reusable
component of object oriented design in the many patterns
catalogue. The regular design pattern does not show any
collaboration of shared resource between patterns in the
software design. But generative design pattern is a new
design pattern that shows the relationship and shared
resources between them. The generative design pattern is
considered a dynamic and active design, which creating new
design as a result of collaboration and resource usage
between two designs. This paper will demonstrate benefit
and the structure of generative pattern. It also demonstrates
the creation of a desktop application for modeling
generative design pattern. The Java language creates the
desktop application. The application provides many
features, for instance, users can place drawing objects such
as class, Interface and Abstract Class object. The users also
can draw different connection line between these objects,
such as simple, inheritance, composition lines. This project
shows the implementation details techniques of drawing
objects and their connection. It also provides an open source
code that many novice developers can understand and
analysis for further development. The application source
code gives the developers new ideas and skills in object
oriented programming and graphical user interface in Java
language.

Keywords—Design Pattern, Generative Design pattern,
Object Oriented Programming.

I. INTRODUCTION

The aims of this paper is to explain how to design,
analysis, implement, test and evaluate a Java desktop
application using new object oriented techniques which is
called Generative Design Pattern. The application is
capable of drawing and designing main components of
generative design pattern. According to Dr. Dave he
claims that this application in a few years will change the
future of design in software development. It will make
development process faster because it saves time and
help to reuse the resources in their structure and make
designing a software application more integrated.

Design object-oriented software is difficult to
produce. Designing reusable object oriented software is
even more difficult. This is because it needs to find the

Yy

related object in the classes, and define a class, interface
and inheritance hierarchies, to establish a key relationship
between them. The fundamental objectives are to achieve
part of this application in three stages. The application
should be able to drawing UML (Unified Modelling
Language) notation such Class, Interface and Abstract
class. It contains the feature of delete, move and select
for all drawing components. Make three types of
connection between them such as simple, inheritance, and
composite connections. This development of this
application divided into three stages, stage one describes
problem contexts, solutions and the references which are
used to identify the issue. During this period, the
developer needs to meet the stakeholder and gather all
requirements that needed to be delivered. . Adding to that
mark, an investigative research about generative design
pattern and understand it is structured and the available
software that capable of design UML notations. Next
stage deals with designing the application. The design
procedure is accomplished by using Soft System
Methodology SSM [1], it illustrates the rich picture, class
and sequence diagram of the application. Finally, in the
third stage the implementation of the desktop application
has been done by using the entire information on stage
one and two. The implementation stage needs an
advanced programming in object-oriented programming
in Java, especially in graphics. It is recommended to
conduct a research about different development method
and choosing the suitable method. This project used
Model Driven Architecture (MDA) development method
which helps to deliver this application in three months’
time [2]. The implementation stage is very challenging; it
needed dealing with generic objects in the Java language
to store drawing objects such as a link list. It is vital to
have a good knowledge of using the Integrated
Development Environment (IDE) such as eclipse or
NetBeans. The application development progress deals
with developing a mouse listener event in Java language
because all operations of the drawing object will be
accomplished by mouse events [3].
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II. LITERATURE REVIEW

Design object-oriented software is difficult to produce.
Designing reusable object oriented software is even more
difficult. This is because it needs to find the related object
in the classes, and define a class, interface and inheritance
hierarchies, to establish a key relationship between them.
According to [4] Fixed reused object-oriented design is
hard to produce instantly. These patterns are used to solve
design problem and make it more elegant, flexible and
ultimate for reusing. Therefore the successful pattern will
be used by designer in new design problem without the
need to know about the pattern solution depending on
successful usage. Each design pattern names explain, and
evaluate recurring design in object oriented systems. It is
easier to reuse successful design and architecture. It helps
the developer to access them and choose the alternative
design that improves the documentation and the
maintenance of the system as well.

Christopher Alexander has important contributions in
design pattern. Who had a series of books in designing
urban and town plan and architecture, these books
inspired programmers to design object oriented from
design pattern. According to Alexander “To reach the
quality without a name we must build a living pattern
language as a gate “[5]. He meant by that the quality of
life cannot be made but only generated. For instance,
when a thing is made, it has a will of the person who
make it, but when it is generated, it is freely by the
operations of self-image rules acting on real situations and
generated. The gang of four which they had written a
design pattern book said that each pattern describes a
problem that repeated over and over in our environment.
Then they describe solutions to those problems. These
solutions can be used millions of times over and over, but
not in the same ways twice [4]. So as Christopher
mentions a design pattern is a tool for improving existing
code. It allows the writing of code to be easier to
implement and maintain. It is used to improve efficiency
and more importantly to improve the developer skills in
designing and improve the qualities of products. It also
allows to find a different solution to the same problem and
giving a wider the scope of skills sets [6]. Generally,
pattern has four vital elements problem name, problem,
solution and consequences. The name is used to explain
design problem, its solutions and consequences in short
name one or two words. Naming the pattern increases the
vocabulary of the design. It gives designer higher level of
abstraction. The problem is described when the pattern
applied. The context of the problem might explain specific
design issue such as how to represent algorithms as
objects. The problem might describe the structure of a
class or object that is indicative the unbreakable design.
The solution of the design describes the element that
makes it, with it is responsibilities, collaborations and
relationships. This is because the pattern is a template that
can be applied in many different situations so the solution
does not describe an implementation of the problem. The
consequences are the results of applying the pattern. The
key issues for consequences are evaluating design

alternative and understanding the cost and benefit of using
the patterns. The software development processes deal
with a time trade off, space, address of implementation
and language issues [4].

A. Catalogue of design pattern

A design pattern is different in their level of
abstraction and difficult to understand software design.
Therefore, gang of four define some of design patterns
that have been used in object oriented design solutions

(4]

Abstract Factory: It provides and interface for creating the
depending object without specifying their main class.
Adapter: It creates another interface by converting the
class interface to clients and allow classes to work
together, but in reality they cannot work together because
of incompatible interfaces.

Bridge: It decouples the implementation of two classes so
they can vary independently.

Builder: It creates a different representation of object
construction by separation complex constructed from it.
Command: It supports undoable operation by encapsulate
an object. It is letting parameterize client with different
requests.

Composite: It composites objects into a tree structure.
Allow client to treat the object individually and
compositions of objects uniformly, and represent part or
whole hierarchies.

Decorator: Provide additional responsibilities’ to object
dynamically. It provides alternative flexible to sub
classing in order to extend functionality.

Facade: It gives higher level of interface that makes the
subsystem easy to use. It creates a unified interface for a
set of interfaces in a subsystem.

Iterator: It helps to access elements of aggregate objects in
sequence. Iterator implementation is invisible to the client.
Observer: It provides dependency between objects one-
many, when one object changes its state all other
dependent object informed and changes their status
automatically.

Visitor: It defines new operation of element changing the
classes. This operation is performed on the element of the
object. There are many other patterns; therefore the best
way is to organize them in order to understand how to use
them. According to Gama they classify the pattern
according to two criteria [4]. A first criterion is the
purpose which describes what the pattern does. A second
criterion is the scope which specified the pattern applies to
the classes or objects. In figure 3 displays the
classification of the class depending on the purpose and
the scope.

(YYY)
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Purpose
Creational Structural Behavioural
Scope Class | Factory Method Adapter (class) Interpreter
Template Method
Object | Abstract Factory | Adapter (object) | Chain of Responsibility
Builder Bridge Command
Prototype Composite Iterator
Singleton Decorator Mediator
Facade Memento
Flyweight Observer
Proxy State
Stratergy
Visitor

Figure 3 classification of the class depending on the
purpose and the scope

B. Generative Design Pattern

Previously it has been explained that design pattern
and the relationships between these patterns. Generative
Design pattern defines these relationships. For instance,
pattern ‘X’ can use a pattern ° Y’, associate with or can
combine with.The result of these relationships creates new
solutions in software development and create new designs
from these collaborations. Dr. Wilson mentioned in his
thesis that generative design pattern is a dynamic design
pattern [7] The generative pattern shows how Pattern ‘X’
uses Pattern ‘Y’ and collaborates with each other. And it
is better than traditional design pattern that did not show
any relationship between any of two design.He also
describes it as dynamic design because it allows to share
resources between collaboration design patterns. Also, it
will reduce time during the implementation and provide
new ways of solving software development problems. For
instance Composite design pattern is defined as a
generative pattern when related to Decorator Patten. The
problem is that the composite pattern cannot implement
collection of object in different shape, size or group. The
solution that the client can draw objects and composite
throw interface component that is implemented by all
components. The collection that stores the composite
object can be an Array List or vector. The related pattern
is a Decorator Pattern. It added decoration and
functionality to the object. The Decoration is applied to
the object rather than being a part of it. The decoration
design pattern can change the decoration of the object
without affecting it. This is called decoupling from the
object. This decoupling has helped to divide the system
into independent units. The relationships between the
composite and decoration design is described. When it is
implemented both would have a component interface that
combine into a single interface. The composite pattern
will supply the collection element from the bolt patterns,
while the decorator acts as an interface for concrete
decorator components [7]. Figure 4 shows the
relationships between Composite and Decorator patterns.

Structural : Composite Structural : Decorator
VariantMani . Decouplin
0 Combines Piing()

Participants: Participants:

Component Component

Leaf ConcreteComponent

Composite Decorator

Client ConcreteDecorator

Figure 4 Composite and Decorator Relationships (Wilson, 2008)

That generative design pattern is used in generating
code for parallel code for a distributed memory
environment (Tan et al., 2003). It has also been used in
design network applications and develops many network
server applications [8].

III. METHODOLOGY

A. Development Method for the application

There are common points between all of development
methods. The methods are meeting user needs, analysis,
design and implementation of the product. All these
previous methods have been used in the development,
generative design pattern application. However, there are
some differences of this iteration in development
generative design application. This change includes
adding or removing extra steps of the method in order to
save time, and produces higher qualities of software. In
the generative application development method used more
than one development method ideas, because it's
developed by a solo developer and one stakeholder. The
details of the development progress of generative design
pattern are as follows. The first step that is needed is to
gather information about the product. It required meeting
with the stakeholder Dr. Dave Wilson that he explains the
requirements. What is recommended for analysis the
requirements are to study his thesis about generative
design pattern [8]. This application is to complex and
challenging. So it has been decided to use a piece of
sketcher Java application source code to save time and
focus on the actual requirement of stakeholder, which is
Ivor Horton’s source code [10]. The whole code has been
analysis and understood. Then it has been updated
according to the project objectives. The development
method used an idea of Rapid application development
ideas to speed up the process. Choosing prioritizes some
requirement of the stakeholder and completed. After
stakeholder feedback who asked me to speed up the
development progress alternative method that has been
chosen, because RAD wastes much time in it is iteration
and its complex customization. The RUP development
method has not been chosen in this software iteration
process, because it is too complex and costly. While the
MDA model Driven Architecture have been chosen and
used as development method. This is because it is suitable
to apply to this application and it could be configured with
new requirements. MDA first stage is to work on free
open source code which considers Platform Independent
Model PIM. Then it is customized to the Integrated
Development Environment (IDE) such as eclipse to create
new Platform Specific Model PSM. However, other ideas
for developing the methods have been discussed such as
prototyping development method. For example, horizontal
prototyping as it is described in figure 5 which shows each
task implemented horizontally and thus continue until the
task is finished. Stakeholder allocates new tasks every
week after evaluating and accepting the previous task. It
looks like horizontal prototyping because the tasks are
developed with horizontal until the end. An Idea of using
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the source code as a beginning step to develop the product
is taken from the extreme programming agile method. In
summary, Generative Design Application uses the
controversial development method, because it consists of
different development method techniques. First MDA,
Model Driven Architecture is used as a main development
method structure. A second, horizontal prototyping
technique has been used to deliver some weekly tasks.
Third RAD Rapid Application Development has been
used to speed up and deliver some of the requirements
that requested by stakeholders. Finally, some ideas of
agile method XP has been used to test many source codes
and analysis them in the first stage of the application [9].

Vertical Prototyping

I | | | |
| | | |
I |
I | | | |
| | |
| | | |
| I | | | .
N | | | | D

Figure 5 Vertical and Horizontal prototyping

Generative Design Pattern (GDP) is a software
application that allows the user to draw many different
shapes such as Interface, class, Abstract class and can
save the drawing into files. Users can draw some design
pattern such as Composite, Decorator and Builder Design
pattern. This software is a Preliminary idea to make a
dynamic design pattern. It illustrates how to link two
objects as a first step in this huge software to draw
generative design pattern. The aim of this project is
produced much functionality such as drawing multiple
shapes and illustrates the connection between them and
mixed all with each other. And finally produce generative
design pattern. If all functionalities of GDP are not
delivered on this project, new MSc students in the future
will complete it.

B. Software Development process
A soft system methodology was developed by

Professor Peter Checkland in university of Lancaster is the
best member of developing the SSM methodology. The
Aim of SSM is to understand and analysis the problem
rather than solve it. SSM concern with Human Activities
System HAS. HAS deals with defining activities that
people involve in and the relationships between these
activities. So Checkland divided the SSM into 7 stages
[11]:

1-  Unstructured problem situation.

2- Expressed the problem.

3- Root definition of the system.

4-  Construct a conceptual model.

5- Comparing the conceptual model with real word.

6- Describing the changes.

7- Taking action after changes is implemented.

(YY9)

Rich picture is used to represent stages one and two
of SSM. It shows the relationships between all system
components. The rich picture illustrates the problem with
a simple module that all team members and stakeholder
will easily understand and reflect on it. Rich Picture helps
to address the problem in more details. Figure 6 shows
the Generative Design Pattern Desktop Application rich
picture.

Rich Picture of

ive Design Pattern ication Software

Development
STAKEHOLDERS

CHOSEN SOFTWARE

Figure 6 Rich Picture of Generative Application

Root definition is the third stage in Checkland in SSM.
It defines the structure description of the system. It is a
clear statement of the activities of the organization being
studied. Root definition, comprises three elements (What,
How, Why). For instance X-What the system does. Y-
How it does it, and Z-Why is being done. To achieve
these points CATWOE mnemonic helps to identify and
categorize the stakeholders (People, Environment,
Processes and Entities) to formulate the root definition
[12].

The CATWOE Mnemonic is describing blow:
C-Customers or Clients: It describes the end user that
receives the system and uses it.
A-Actor: It deals with (People participate in the system.
Usually who are responsible for transforming input to
outputs).

T-Transformation: It deals with what the system will do to
the  input and  transform it to  output.
W-Weltanschauung (World view): It deals with the world
view of the system. Putting the system in wider context
and highlight the consequences of the whole system.
O-Ownership: People who have the authority to decide on
the future of the system.
Adding to that if they want to stop the system or change
the objective of the system usage.
E-Environment constrains: It deals with the environmental
constraints such as financial constraint, ethical limitation,
regulation, resource limitation and limit set by term of
reference.

To apply these concepts on this application Design a
Generative Design Pattern using Java desktop application
the CATWOE is represented as follows:

C-Customers or Clients: The stakeholder is Dr. Dave
Wilson, MSc Students who are interested in using and
design, generative design pattern and other School staff
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who their major is to deal with system development
molding.

A-Actor: The actor of this system designer, developers,
project managers and other members who participate in
software development process and responsibilities of
design the software. This software will give them different
idea of traditional software design.

T-Transformation: The system will be capable of
transforming design pattern to generative design pattern
and show the different between them.

O-Ownership: The developers of the application that can
continue to develop the software, change the objective of
it, or stop this project.

E-Environment constrains in this Application there are
many constraints such as financial constrain that the
university could not support me with license software,
resources the generative design pattern is a new subject
and the resource is limited and regulated because this
project must be delivered only by solo developer.

The conceptual model is the fourth stage in Checkland
definition. It is derived from root definition. Conceptual
Model shows the minimum activities from human activity
system. All elements of conceptual model should be
driven from root definition. All the elements of CATWOE
must be included in the conceptual model, with strong
link are grouped together. The real world can be imposed
on it to reveal discrepancies. Figure 7 shows the

conceptual model.
Conceptual Model for Generative
Design Pattern Application

Drawing the Design of the p —

Give the and the ideas), pES &S
~ \“'"""9"‘"““'“‘""7"9'““ [ specific idea and could draw | "7 Take Control |
4 o Generative Design Patteren L Action
—/ 7N 2 s p—
\ —
= <. Generative Design [ —— o
QM Pattern Application N Q Monitor for
2 f g 164 e} X | Ettetican), |
Giving basic design for ‘ ;_ - | |E2fefficiency), E3/
software development can draw) 7 “~ Developers and Owners of | | \(¢fectiveness)
., Design Pattern templete. =7 ) N §

the Application | &

| General Users O )
Software Development tem N e ..
‘ ‘membors(Developers,Designersetc) S - b

| University Acadamic Staff S -
g “University of Huddersfield rules and
% regulation for software developments | |
—__ I\ Intellectual Property and Copyright

2 Privacy and Confidentiality

Figure 7 Conceptual Model Generative Desiér?@té;n

As it appears in conceptual model all elements of
CATWOE is existed in it. The monitor of the system is
important for controlling and evaluating the application
objective and purpose. Conceptual Model evaluated by
these measures below:
El (efficacy): are the Generative Design Patterns is
created?

E2 (efficiency): How many Generative Design Pattern is
produced, of what standard?
E3 (effectiveness): is the qualities of the Generative
Design Pattern are useful for practitioners and users? All
these should be controlled and addressed to deliver good
quality of this application. Stage Five and Six of
Checkland will be concerned about how these activities
will be carried out and compared with the real world. The

Activities” might not exist in the real world. If not it
requires changing the activities to meet the real world
situation.

C. Results and contributions

Final Stage is deal with the recommendation for change
being implemented [13] The Development process Model
Driven Architecture development method has been
chosen. The source code has been updated to meet the
requirement which is defined as a Platform Independent
Model (PIM). PIM helps to build and develop other
drawing object. Later Platform Specific Model (PSM)
model is generated which is a part of PIM but it contains
more details about specific models. After PSM and PIM is
creating a relationship source code between them is
developed to deliver drawing object. The relationship
between PIM and PSM is considered as the challenging
stage in MDA development method. Final stage of
development PSM will produce the code and then it will
be tested and repeat whole process until meets the
requirements as it appears in Fig. 10. However, another
development method ideas are applied such as agile,
Rapid Application Development and prototyping.

requirements
analysis
low-level design

PIM is the lvor Horton's

process Source Code | use it as

development Platform

model

PSM is part from PIM that
contain my development
source code to implement
the specific model in this

deployment

Figure 8 MDA Development method for my Generative Design Pattern
Application

Finally, Graphical User Interface is used to draw
Design Pattern in this application with all its functions as
shown in figure 9:

. TS AR EE O WA 5 IR - W T ]
»

ImNDoNT =

CGenerative Design Pattern without details 0-Stake holder Request add details to all drawing components

Figure 9 Creating Generative Design Pattern stages

In Figure 10, it shows the project plan for delivering this
application.
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Fig. 10 Project Plan Tasks schedules details

IV. CONCLUSION

The Proposal helps me to (SWOT) analysis, which is
stand for Strengths, Weaknesses, Opportunities and
Threats to choose Modeling Generative Design Pattern
Project. I chose this project because it is a new subject in
that does not have been done before in Computing and
Engineering school. It was challenging because there was
not many resources in the library to achieve this project.
During the three months of this project I have learned and
got many skills and experience as it shows below:

e Working on advance graphical desktop application
Graphical User Interface Programming (GUI). The
supplication development gave me new skills of
programming such as dealing link list components and
working with the Abstract Windows toolkit in Java how to
draw frames place many objects on it.

e Developing many mouse action listeners such as
mouse pressed, mouse entered, mouse exited and mouse
click. It has been used generic which is a collection of
elements as array list, which contains objects of drawing
components.

e [ have used Integrative project model documents and
lectures to manage development projects and lead the
change when the implementation not meet the
requirements. This model helps me in managing my
project timetable.

e Swing components are used in creating the new frame
that allows dealing with many different packages and
powerful component to create a connection point between
two objects. It helps me to learn how to deal with hash
map and how to call a method of executing commands
using it. It is obvious from the project that it is challenging
because of dealing with dynamic graphics objects to
implement a new way of drawing and designing
generative design pattern.

e [ have experienced in using Unified Model Language
UML Diagram to develop it by installing new plug-in to
eclipse tool called Object Aid. It allows converting the
source code to UML notation which is saving time and
accomplish the tasks quicker [14]

e [ have used much development research methodology
which gave me good experience to apply many

AR))

development methods in future implementation for my
carrier.
e The research that I have done with stakeholder gave
me the abilities to challenge any other subject in the
future.

The Stakeholder accepts the proposal and like it,
because it displays enthusiasm and challenging to deliver
Generative Design Application. He is satisfied with the
project and the applications. Modelling Generative Design
pattern application approved by stakeholder. He has a
positive feedback as a starting point application that
delivered in this short period.
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