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1. INTRODUCTION

Multimedia content, such as images, video, and audio, is now 
most used in communication, entertainment, education and 
healthcare [1]. The amount of  multimedia that is shared over 
networks has escalated as continually internet and smart 
devices have expanded [2], and a lot of  the information is 
shared via cloud platforms, creating significant concerns 
about the security and privacy of  the data [3]. The most 

popular media type is video, with richer visual and temporal 
information than images and a significant portion of  
network traffic, including platforms, such as YouTube 
and Netflix [4]–[6]. The protection of  video content is an 
interesting and relevant research field, since video is used in 
applications, such as telemedicine, video conferencing and 
surveillance, where security is important [1], [3].

Steganography hides secret information inside a normal digital 
file so that its presence is invisible to anyone not meant to 
see it [7]. Unlike cryptography, which makes data unreadable, 
steganography hides that any secret communication exists 
at all, so a third party sees only a normal media file [7], [8]. 
Video is an ideal cover: It holds far more information than 
a single image, its frames change gradually, leaving room to 
embed data without visible difference, and it is shared so 
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widely that it is far less suspicious as a carrier than other file 
types [8], [9].

Traditional methods hide data by small manual changes 
to pixel values or frequency components, mainly least 
significant bit (LSB) substitution and wavelet or cosine 
transforms [7], [9]. These are simple but hide little data and 
leave traces that steganalysis can detect [7]. Deep learning is 
more effective, as an encoder learns to hide and a decoder 
to recover without manual design, giving better visual quality 
and more accurate recovery [8]. Even so, deep methods still 
face large model sizes, weak recovery, and poor resistance to 
real-world attacks, such as compression [7]–[9].

Effective video steganography must balance capacity, 
imperceptibility, recovery quality, and steganalysis resistance 
at the same time, yet full-frame encoder-decoder hiding at 
24 bits per pixel (BPP) remains under-explored. Most deep 
methods work at much lower capacities, typically 0.1 to 4 
BPP, to keep quality acceptable [10]–[12]. Some video-in-
video methods reach 24 BPP, but they rely on 3D-CNN 
architectures [13] or temporal residual modeling [14] 
and neither combines residual dense blocks (RDBs) with 
attention. Invertible neural networks achieve high fidelity by 
modeling recovery as the inverse pass of  the hiding network 
[7], [15], but neither work trains against distortions or reports 
a robustness evaluation. This motivates an encoder-decoder 
framework that embeds at the full 24 BPP while keeping 
high perceptual quality, and that can also be trained with a 
noise layer.

In this paper, we propose an encoder-decoder model that 
combines RDBs [16], convolutional block attention module 
(CBAM) attention [17], and multi-scale feature extraction. 
The dense blocks reuse hierarchical features to preserve 
fine detail, CBAM guides the network toward the most 
informative channels and regions, and multi-scale processing 
captures both local texture and broader context, which 
matters when the secret is a full frame rather than a binary 
message. The novelty lies in the combination rather than 
in any single component. PyraGAN [11] uses CBAM but 
carries binary messages at 1 BPP, VStegNET spreads the 
secret across groups of  frames with 3D-CNNs at an average 
of  10.51 BPP, and the invertible methods train against no 
distortions. The proposed method places attention-guided 
RDBs and an optional noise layer in a single encoder-decoder 
trained at 24 BPP, so robustness can be traded against quality 
at full payload rather than being fixed by the architecture. 
Trained with a cosine loss schedule on Vimeo-90K [18], the 
model reaches a stego PSNR of  45.68 dB and stego Learned 

Perceptual Image Patch Similarity (LPIPS) [19] 0.0009, 
surpassing Weng et al. [14] by roughly 5 dB, and supports 
noise-layer training for better tolerance to moderate attacks, 
though high-strength JPEG compression remains a known 
limitation [20].

The objectives of  this study are to design an encoder–decoder 
that hides a full-size secret frame at 24 BPP while keeping the 
stego frame perceptually indistinguishable from the cover, 
to recover the secret accurately from the stego frame alone, 
and to measure rather than claim the two properties that 
remain limited at this payload: The degree of  tolerance to 
signal-processing distortion obtainable through noise-layer 
training, and the statistical detectability that persists at full 
capacity. The main contributions are: (1) An encoder-decoder 
model that combines RDBs, CBAM attention, and multi-
scale feature extraction for full-frame video steganography 
at 24 BPP, with an optional noise layer for robustness; (2) 
cross-dataset evaluation on UCF-101, DAVIS 2017, and stock 
and self-recorded footage without retraining; (3) a security 
evaluation combining StegExpose [21] with seven further 
classical statistical tests, of  which six showed no detection, 
with the Chi-square response examined in detail; and (4) 
near-real-time inference at 24.8 FPS embedding and 13.4 
FPS extraction on a T4 GPU.

The rest of  this paper is organized as follows: Section 2 
reviews related work; Section 3 presents the proposed 
method; Section 4 the experimental setup; Section 5 the 
results and discussion; and Section 6 concludes and outlines 
future work.

2. RELATED WORK

In all the methods that have been reviewed, there is a 
clear trend that there is no single method capable of  high 
capacity, good quality, robustness, and undetectability at 
the same time. Classical methods are simple but carry very 
little data and leave statistical traces that are detectable by 
steganalysis [22], [23]. Although deep image methods can 
enhance quality, they either perform much less than their full 
potential capacity [10], or report no robustness evaluation at 
all [15], or are valid only for still images [24], [25]. While hiding 
is extended to the temporal domain with deep video methods, 
there are also limitations, such as fragile frame handling [14], 
capacity below 24 BPP [11], [26], or evaluation confined to a 
single dataset with no robustness testing [26]. In this work, 
there are not many reports that combine robustness against 
real attacks, cross-dataset evaluation, and formal steganalysis. 
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The proposed method addresses part of  these gaps in the 
encoder–decoder family: It supports hiding a full-size secret 
frame at 24 BPP, it is evaluated on three datasets and two 
further video pairs, it is evaluated with classical steganalysis, 
and it admits its limitations, such as compression robustness, 
openly.

2.1. Classical Steganography
In classical steganography, the secret information is hidden 
in the pixel values or the frequency domain (coefficients) 
of  a cover. LSB substitution is the most popular spatial 
manipulation technique, which changes the LSBs of  the 
cover pixels to secret bits, taking advantage of  the fact that 
the eye is not sensitive to small intensity differences in the 
cover images [22], [25]. Simple yet hand-made rules that 
change the distribution of  the cover, resulting in it being 
reliably detectable by steganalysis [10], [13]. The transform 
domain methods, such as Discrete Cosine Transform (DCT) 
and Discrete Wavelet Transform (DWT) have better visual 
undetectability by putting in less perceptually sensitive 
frequency sub-bands [22], [23]. While these methods share 
two basic limitations, their embedding capacity is still rather 
low (usually considerably <0.5 BPP) [13], [25], and the 
hidden data are vulnerable to processing operations, such as 
video compression [23]. These constraints encouraged deep 
learning in which the encoder and decoder networks were 
able to encode and decode data end-to-end without having 
to design any manual feature [10], [25].

Ernawan [23] proposed a DWT-based scheme that selects 
embedding locations by scene-change detection, hiding data 
in the two-level DWT approximation coefficients of  entropy-
ranked 8×8 blocks. It reached an average stego PSNR of  
46.09 dB and SSIM of  0.990 across seven videos, with strong 
robustness under MPEG-4 compression. However, it depends 
on object motion to trigger scene changes; its capacity is well 
below 1 BPP (binary text rather than structured media, so 
no recovery metric is reported), detectability was checked 
only by visual histogram comparison, and it was not tested 
against attacks, such as noise or blur.

Dalal and Juneja [22] embed a secret image only within 
the moving-object regions of  frames, found by Gaussian 
Mixture Model foreground detection and blob tracking, 
on the assumption that changes in motion regions are less 
perceptible. Secret bits go into the middle-frequency sub-
bands of  a first-level 2D-DWT on those regions, after XOR-
based encryption. Across eleven videos from CDNET and 
YouTube-8M, it reached an average stego PSNR above 45 dB 
with a bit error rate (BER) below 3.2% under salt-and-pepper 

noise, and detection by handcrafted steganalysis features 
peaked at 59.74%. Its capacity depends on the size and 
frequency of  moving objects, making it unsuitable for low-
motion content; robustness was tested against only one 
attack, and recovery quality was reported only as BER under 
noise, with no clean-condition metric for the extracted secret.

2.2. Deep Image Steganography
Deep image steganography replaces hand-crafted rules with 
encoder–decoder networks; four representative works are 
reviewed below.

Baluja [25] hides a full-size RGB secret inside a same-size 
cover using three networks (preparation, hiding, reveal) 
trained jointly, spreading the secret across all bits rather 
than the least significant ones. The payload is given as a 1:1 
ratio rather than in BPP, which corresponds to the 24 BPP 
entry in Table 5, and resolution is not reported. On 1,000 
ImageNet pairs the mean per-channel error was 3.0 for the 
cover and 3.2 for the recovered secret out of  256; PSNR and 
SSIM are not reported, so the values in Table 5 are taken 
from the re-evaluation in [27]. Robustness was not evaluated 
and the method is not intended for lossy formats, and while 
StegExpose was near random, CNN steganalyzers detected 
the containers at 90 to 95%.

Zhu et al. [10] proposed HiDDeN, an encoder–decoder 
trained with an adversarial discriminator on COCO images, 
with optional noise layers (dropout, cropout, crop, Gaussian 
blur, differentiable JPEG) inserted between them. Its 
steganography setting used no noise layer and hid short 
binary messages at 0.203 BPP in 512 × 512 BOSS images 
with bit error below 10−5, where the ATS steganalyzer 
detected it at 50% with unknown model weights but 98% with 
known weights. Robustness was evaluated only in a separate 
watermarking setting, so no robustness figure exists for the 
steganography model. SSIM and full-image hiding are not 
reported, and the 24 BPP and 28.19 dB entries in Table 5 
come from the re-evaluation in [27].

TABLE 1: Hiding and recovery quality of the base 
model on Vimeo‑90K
Metric Stego 

(cover vs. stego)
Recovered 

(secret vs. recovered)
PSNR (dB) 45.68±2.28 39.25±2.44
SSIM 0.9848±0.0096 0.9665±0.0327
LPIPS 0.0009±0.0023 0.0099±0.0052
BER (%) NA 0.78±0.63

LPIPS: Learned perceptual image patch similarity, BER: Bit error rate
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Zhang et al. [24] proposed Universal Deep Hiding, in which 
a U-Net hiding network encodes only the secret into a cover-
independent signal that is added directly to any natural cover, 
and a convolutional reveal network recovers it. It hides a full 
128 × 128 RGB secret in a same-size cover, the full-image 
setting also used by Baluja. On ImageNet validation at 128 
× 128, it reached a cover PSNR of  39.13 dB (SSIM 0.985), 
and a secret PSNR of  35.0 dB (SSIM 0.976), compared with 
35.87 and 34.72 dB for a cover-dependent model the authors 
trained under the same settings. StegExpose failed to detect it 
but a trained DNN classifier did, which prior work attributes 
to the large capacity; no detection rate is reported. Robustness 
was evaluated against intensity shift, screen-to-camera capture 
and, in a watermarking setting, crop, cropout, dropout, blur 
and JPEG, where JPEG caused the largest secret error, and 
the method fails on covers with strong high-frequency noise. 
Video was not evaluated.

Jing et al. [15] proposed HiNet, an invertible neural network 
of  16 blocks in which concealing and revealing are the 
forward and backward passes of  the same network and share 
its parameters. It hides a full-size secret image in a same-size 
cover in the wavelet domain, using a low-frequency wavelet 
loss to push most of  the secret information into high-
frequency sub-bands; no BPP figure is stated. Trained on 
DIV2K and tested on DIV2K (1024 × 1024), COCO, and 
ImageNet (256 × 256), it reached a stego PSNR of  48.99 dB 
(SSIM 0.9971) and a recovered-secret PSNR of  52.86 dB 
(SSIM 0.9992) on DIV2K. StegExpose gave an AUC of  
0.5019 and SRNet 55.86% accuracy, although detection 
increased as SRNet was retrained with more samples. 
Robustness was not evaluated, and the authors note that 
concealing inevitably loses part of  the secret information. 
All experiments used still images.

2.3. Deep Video Steganography
Video steganography is far more complex than image 
steganography, as it is required to deal with the temporal 
dimension, while maintaining imperceptibility for each 
frame. Early deep learning approaches followed the idea of  
frame-by-frame hiding from images, relying on the residual 
modeling between frames in a nearby temporal neighborhood 
to minimize the amount of  residual to be hidden in each 
frame [14]. Later approaches relied on three-dimensional 
convolutional networks to more effectively model temporal 
interactions among frames [26], and required high model 
complexity, but were less flexible when dealing with different 
video content. Later, there were works that turned to 
invertible neural networks to enhance capacity and recovery, 
such as key-controlled recovery and scalable multi-video 

hiding [7]. Trained and tested only on Vimeo-90K, using 
200 test sequences, it reached a stego PSNR of  45.17 dB 
(SSIM 0.980) and a recovered-secret PSNR of  48.39 dB for a 
single secret video, with no payload stated and no robustness 
evaluation. Despite this, deep video methods continue to have 
common limitations: Several methods make use of  limited 
RGB-in-RGB capabilities [26], robustness to real world 
signal processing attacks is only sparsely examined in all the 
methods reviewed [7], [14], [26], and evaluation is typically 
limited to a single dataset and no cross-dataset validation. 
More recent work continues in these directions, including 
En-VStegNET, DRANet and Stego-STFAN for video, and 
ISN and Hashemi for images, all compared quantitatively in 
Tables 5 and 6.

Weng et al. [14] proposed what they describe as the first 
deep-network video steganography model, hiding a full-size 
color secret video in another, which corresponds to the 24 
BPP entry in Table 5; no BPP figure is stated in the paper. 
An APD threshold splits secret frames into reference and 
residual frames, a residual being the difference from the 
latest reference frame, and two U-Net hiding networks, two 
reveal networks and a four-class classifier handle the two 
frame types. On a benchmark built from TRECVID MED 
2017 at 256 × 256 it reached a container PSNR of  40.62 dB 
(SSIM 0.8466) and a revealed-secret PSNR of  40.76  dB 
(SSIM 0.8542) under lossless transmission. Robustness 
was evaluated against a single high-quality MP4 setting 
(FFMPEG, qscale 0, 100 Mbit/s), where the secret PSNR fell 
to 24.75 dB and a codec simulation layer raised it to 33.43 dB. 
The authors note that a misclassified frame affects subsequent 
frames until the next reference is correctly classified, although 
classification was fully accurate in their tests.

Mishra et al. [26] proposed VStegNET, in which 3D-CNN 
autoencoders based on the Hourglass micro-bottleneck 
architecture take 8 cover and 8 secret frames together and 
output 8 container frames, spreading the secret across frames 
rather than hiding it frame by frame, while the revealing 
network recovers the secret from the container frames alone. 
The authors report an average payload of  10.51 BPP without 
detailing the calculation. Using only UCF101 at 320 × 240, 
the model reached a mean container PSNR of  35.67  dB 

TABLE 2: Embedding and extraction efficiency on 
an NVIDIA T4 GPU (256×256 RGB frames)
Operation Time per frame (ms) Throughput (FPS)
Embedding 40.37 24.8
Extraction 74.43 13.4
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(SSIM 0.94) and a revealed-secret PSNR of  30.07 dB (SSIM 
0.92). Robustness was not evaluated; the authors state that 
cropping, noise, or frame deletion can lose the secret and 
leaving this to future work. Detection accuracy was 53.3% 
for an SVM on SPAM features and 49.7% and 55.4% for 
pre-trained ResNet50 and Inception-v3, although classifiers 
trained end-to-end on labeled containers reached almost 
perfect detection, and quality degrades when frames are 
non-sequential.

Chai et al. [11] proposed PyraGAN, an end-to-end network 
that hides binary messages in VVC-compressed frames 
using a pyramid multi-scale encoder-decoder with a 
GAN discriminator and CBAM attention. On DIV2K 
and MSCOCO at 256 × 256, it reached a stego PSNR of  
43.109 dB at 1 BPP with 99.4% extraction accuracy. However, 
it embeds only in I-frames, is tied to the VVC codec, 
carries only short binary messages at 1 BPP, and reports no 
robustness evaluation.

3. METHODOLOGY

3.1. Problem Formulation and Architecture Overview
Let a cover frame be C and a secret frame S, both RGB images 
of  size 256 × 256 × 3 normalized to [0, 1]. The method works 
per frame: Each cover is paired with one secret and processed 
independently, and the stego video is formed by repeating 
this across all frames. The encoder E takes both frames and 
produces a stego frame G that looks almost identical to 
the cover; the decoder D takes only G and reconstructs an 
estimate S’, never seeing the cover, mirroring a realistic setting 
where only the stego frame reaches the receiver.

Because each frame is handled on its own, a complete secret 
is carried in every frame rather than distributed across a group 
of  frames, and performance does not depend on how similar 
neighboring frames are. Recovery also does not depend on 
frame order or on neighboring frames arriving intact, so a 
dropped or reordered frame affects only its own secret. Since 
the encoder adds only a small bounded residual, each stego 
frame stays close to its cover, so the cover’s motion is largely 
carried through; the temporal consistency of  the stego frames 
is evaluated in Section 5.7.

The cover and secret are joined along the channel dimension 
into a six-channel tensor (256 × 256 × 6), so the encoder 
reasons about both from its first layer. Rather than generating 
the stego frame directly, the encoder learns a small residual, 
bounded by a tanh and scaled by 0.1:

G = clip(C + tanh(E(C, S)) × 0.1, 0, 1)� (1)

Where the final clipping keeps every pixel within the valid 
range [0, 1]. The recovery operation is written as:

S′ = D(G)� (2)

Here the decoder ends in a sigmoid, which keeps every 
recovered pixel in [0, 1]. Because the secret is a full color 
image rather than a short bit string, hiding a 256 × 256 RGB 
secret in a same-size cover gives an embedding capacity of  
24 BPP, the maximum for same-resolution color-into-color 
hiding and far above classical LSB payloads.

The proposed method is an encoder-decoder trained end-to-
end. Two versions are reported: The Base model (Sections 5.1 
to 5.4) and a Robust variant (Section 5.5), which continues 
training from the Base model with the noise layer added 
(Section 4.2). The Hiding and Revealing Networks are two 
separate networks, but both follow a similar U-Net-style 
design built from RDB and CBAM attention, detailed in 
Sections 3.2 and 3.3. The Revealing Network is larger because 
recovery is harder than hiding (about 20.37 million parameters 
against 8.76 million, roughly 29.13 million in total).

The overall architecture is summarized in Fig.  1, and the 
individual components are described in detail in Sections 
3.2–3.5.

3.2. Hiding Network (Encoder)
The Hiding Network embeds the secret frame inside the 
cover. As outlined in Section 3.1, it has a U-Net-style design 
which includes a pre-processing stage, multi-scale feature 
extractor, contracting (downsampling) path, a bottleneck of  
RDB, and an expanding (upsampling) path that returns to 
full resolution. It does not produce the stego frame directly. 
Instead, it learns a small set of  changes that hide the secret 
while keeping the cover almost unchanged.

The six-channel cover and secret input first pass through a 
pre-processing stage that expands it to a feature map that size 
is C × H × W along with 96 channels. A multi-scale feature 
extractor then looks into the input at several receptive-field 
sizes at once, which helps the network find good places to 
embed, since these depend on both fine local detail and 
broader context. The contracting path then downsamples 
the resolution in two stages while increasing the channel 
width (96→192→384), so each later layers can capture more 
global structure.
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Fig. 1. Overview of the proposed method.

Fig. 2. The shared residual dense blocks with a convolutional block attention module block.

The bottleneck is a stack of  four RDBs. Dense connections 
inside each block let every layer reuse the features of  all 
earlier layers, which improves feature flow and keeps training 
stable. A CBAM is applied through the network to emphasize 
the most informative channels and spatial regions, which in 
steganography helps steer the embedding toward areas where 
changes are least visible.

The expanding path then upsamples back to the original 
resolution in two stages and reuses the earlier features to 
recover fine detail. A final layer maps the result to a three-
channel output. This output is not the stego frame, but the 
small bounded residual that is added to the cover, as defined 
in Section 3.1. The RDB with CBAM used in this bottleneck 
is shared with the Revealing Network and is shown in Fig. 2.

Fig. 3 shows the Hiding Network. The six-channel cover–
secret input passes through pre-processing to 96 channels, 
then multi-scale extraction, two downsampling stages (96 → 

192 → 384), a bottleneck of  four RDB with CBAM, and an 
expanding path with skip connections. The final layer outputs 
the three-channel bounded residual of  Equation (1), not the 
stego frame itself.

3.3. Revealing Network (Decoder)
The Revealing Network will do the opposite; it must recover 
the secret from the stego frame without ever seeing the cover. 
Since the stego frame is nearly identical to the cover, the 
secret is hidden in very subtle perturbations, and recovery 
goes the harder route. It is therefore built on the same 
backbone as the Hiding Network (preprocessing, multi-scale 
feature extraction, a contracting path, a RDB bottleneck, and 
an expanding path with skip connections) but with higher 
capacity at each of  these stages.

The network receives one stego frame with three channels; the 
cover and secret are now inside. The input is first expanded to 
128 channels by two 3 × 3 convolutional layers, followed by 
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Fig. 3. The hiding Network (encoder).

the multi-scale extractor of  Section 3.2. Two downsampling 
layers are added in the contracting path (128, 256, 512), 
followed by CBAM. The biggest difference between the 
bottleneck and the encoder is the number of  blocks: 6 RDBs, 
each consisting of  5 dense layers, instead of  4 blocks of  4 
dense layers. The operations of  the RDB and CBAM are not 
repeated here, but are summarized in Section 3.2 (Fig. 2).

To enhance generalization, spatial dropout is used on the 
bottleneck features (rate 0.1, training only). This is then fed 
into a light-weight attention module dedicated to recovery 
that reweights channels and spatial regions to concentrate the 

decoder on those areas that most effectively encode the secret. 
It has a standard channel-and-spatial attention design and a 
slight bounded refinement to ensure the training is stable.

The expanding path mirrors the contracting path with two 
sub-pixel-convolution (pixel-shuffle) upsampling stages 
(512→256→128), concatenating the matching skip features 
at each stage to reconstruct sharp detail. A final 3 × 3 block 
and 1 × 1 convolution map the features to three channels. 
Unlike the encoder, which outputs only a residual, the 
decoder produces the recovered secret in full, with a sigmoid 
constraining S′ to [0, 1].

Fig.  4 shows the Revealing Network, which mirrors the 
encoder at higher capacity. The three-channel stego 
frame is expanded to 128 channels, downsampled twice 
(128→256→512), and passed through six RDB of  five 
dense layers each, with spatial dropout and a recovery-
specific attention module at the bottleneck. Two pixel-shuffle 
upsampling stages restore full resolution, and a sigmoid 
constrains the recovered secret to [0, 1].

Fig. 2 shows the RDB with CBAM used in both networks. 
Each dense layer receives the outputs of  all earlier layers, 
CBAM refines the fused result, and the block output is 
combined with its input through a learnable clamped scaling 
coefficient initialized to 0.2, which prevents runaway feature 
magnitudes during training.

3.4. Noise Layer Training
For the Robust variant only, a differentiable noise layer is 
inserted between the encoder and decoder during training, 
following the distortion-layer idea of  HiDDeN. It applies 
one random distortion, such as approximate compression, 
additive noise, or blur, before recovery, so the decoder learns 
to recover from degraded frames. The distortions follow a 
curriculum that starts inactive and ramps up, so the network 
first masters clean hiding. The Base model is trained without 
this layer, and the layer is removed at inference; its effect is 
reported in Section 5.5.

3.5. Total Loss Function
The Hiding and Revealing networks are trained jointly 
by minimizing a single objective that balances two goals: 
Keeping the stego frame close to the cover and recovering 
the secret accurately. The total loss is the weighted sum of  
three reconstruction terms:

L_total = λ_cover L_cover + λ_secret L_secret + λ_ssim L_ssim	
� (3)
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Fig. 4. The revealing Network (decoder).

L_cover is the cover fidelity loss, the mean absolute (L1) 
error between stego and cover, L_cover = ‖ G−C ‖1, which 
keeps the stego frame close to the cover and supports 
a high stego PSNR. L_secret is the secret recovery loss, 
the L1 error between the recovered and original secret, 
L_secret = ‖ S′ − S ‖1. It drives accurate extraction and 
carries the largest reconstruction weight, since recovery is 
the harder direction; its weight is set several times higher 
than the cover weight. L_ssim is a structural loss based on 
the Structural Similarity Index, L_ssim = 1 − SSIM(G, C); 
unlike the pixel-wise L1 term, it encourages the stego frame 
to preserve the cover’s structure, contrast, and luminance, 
which better matches human perception. The weights were 

chosen empirically. Preliminary runs showed that recovery 
is the harder of  the two objectives, and that recovery quality 
stays poor unless λ_secret is set several times higher than 
λ_cover, so training begins with recovery dominant. The 
cosine schedule then shifts weight toward cover fidelity and 
structure as the secret becomes recoverable, with λ_cover 
rising from 0.4 to 0.9 and λ_ssim from 0.2 to 0.4 while 
λ_secret falls from 4.5 to 3.8. Stego quality is therefore refined 
only after recovery is established.

4. EXPERIMENTAL SETUP

4.1. Datasets and Pre-processing
The dataset used for training and validation was Vimeo-90K. 
From each clip, the first three frames were taken and resized 
to 256 × 256 using Lanczos resampling. The 9,597 available 
clips were shuffled once with a fixed seed and divided at clip 
level into 70/15/15 train, validation, and test splits, giving 
6,717, 1,439, and 1,441 clips, respectively. Because the division 
is made over whole clips, no frame from a clip can appear in 
more than one split. Within each split, the clips were halved 
again, the first half  providing cover frames and the second 
half  secret frames, so cover and secret always originate from 
different clips and no clip serves as both. This yields 10,074 
cover and 10,077 secret frames for training, 2,157 and 2,160 
for validation, and 2,160 and 2,163 for testing.

Frames are stored as RGB PNG files named by split, role, 
clip index, and frame number, and are read in sorted filename 
order. Cover and secret are paired by index, so secret frame 
i is hidden inside cover frame i; the pairing is deterministic 
and identical in every epoch. The epoch length is set by the 
number of  cover frames, so the three surplus secret frames 
in each split are unused. All frames are scaled to [0,1], and 
during training a random horizontal flip with P = 0.5 is 
applied, seeded identically for a cover and its paired secret 
so that both receive the same transform and stay aligned. 
No augmentation is applied to validation or test frames. To 
test generalization, two further datasets and two video pairs 
were used without retraining or fine-tuning: UCF-101, DAVIS 
2017, clips from coverr.co, and a short self-recorded clip.

BER is computed directly on the pixel tensors rather than on 
an encoded bitstring. The original secret and the recovered 
secret are each thresholded at 0.5, the midpoint of  the 
normalized intensity range, giving one binary value per color 
channel per pixel, and BER is the proportion of  positions 
at which the two binary maps disagree. Each 256 × 256 
RGB frame therefore contributes 3 × 256 × 256 = 196,608 
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comparisons. The same midpoint convention is used by 
Liu et al. [28] to binarize RGB secret images for bit-level 
evaluation of  high-capacity deep hiding schemes.

Since thresholding records only which side of  mid-intensity 
a value falls on, BER is reported together with PSNR, SSIM, 
and LPIPS, which measure the reconstruction error in full. 
Binarization conventions vary between studies, so BER is 
used here for comparison within this work rather than against 
values reported elsewhere.

4.2. Training Configuration
The full training configuration is summarized in 
Tables 3 and 4. Training ran in PyTorch on a single NVIDIA 
Tesla P100 GPU. The objective combined an L1 loss on the 
cover, an L1 loss on the recovered secret, and an SSIM loss 
between stego and cover, under a cosine curriculum that 
shifted emphasis from secret recovery toward cover fidelity 
and structure over the course of  training.

The Base model was trained with the noise layer disabled 
throughout, with validation after every epoch, and the best 
validation checkpoint was kept, selected on BER with ties 
broken by recovery PSNR, provided BER stayed below 5%.

The Robust variant was obtained by continuing training from 
the Base model with the noise layer enabled. Before recovery, 
each batch was passed through one of  a differentiable 
JPEG approximation, Gaussian noise, Gaussian blur, or 
salt-and-pepper noise, with a probability that scales with 
the curriculum strength, and the secret-recovery loss was 
weighted more heavily on attacked batches. All Robust variant 
results are reported from the checkpoint at which point the 
curriculum stood at 0.51 of  full strength.

5. RESULTS AND DISCUSSION

Throughout this section, two versions of  the proposed 
method are reported. The Base model is the clean model, 
trained without the noise layer, and is optimized for maximum 
imperceptibility and recovery quality. The Robust variant 
is trained with the robustness curriculum of  Section 3.4 
and trades clean-image quality (5.26 dB in stego PSNR) for 
improved tolerance to signal-processing distortion. Unless 
stated otherwise, the results below correspond to the Base 
model; the Robust variant is examined specifically in the 
robustness analysis (Section 5.5), where the trade-off  between 
the two is quantified.

TABLE 3: Base training configuration
Group Item Value
Data Clips (train/val/test) 6,717/1,439/1,441

Cover frames 
(train/val/test)

10,074/2,157/2,160

Augmentation Paired horizontal flip (train 
only), P=0.5

Optimisation Optimiser Adam
Learning rate 2×10⁻4, cosine 

annealing→1 × 10⁻6

Weight decay 5×10⁻5

Batch size 12
Epochs 310
Iterations per epoch 840
Gradient clipping 
(L2 norm)

1.0

Mixed precision fp16 forward
Random seed 42

Loss 
curriculum

λ_cover (start→end) 0.4→0.9

(cosine) λ_secret 
(start→end)

4.5→3.8

λ_ssim (start→end) 0.2→0.4
Hardware GPU NVIDIA Tesla P100 (16 GB)

Framework PyTorch

TABLE 4: Robust variant training configuration
Item Value
Optimiser AdamW
Learning rate 8×10⁻5 with cosine annealing
Batch size 10
Iterations per epoch 1,008
Distortion types Differentiable JPEG 

approximation, Gaussian noise, 
Gaussian blur, salt‑and‑pepper

Noise curriculum Linear increase in distortion 
strength; 0.51 of full strength at 
the selected checkpoint

Noise apply probability 0.4, scaled by curriculum strength
Secret‑recovery weight 
(attacked/clean)

7.0/4.8

5.1. Hiding and Recovery Quality
This subsection reports the imperceptibility of  the stego 
frame and the fidelity of  the recovered secret on the Vimeo-
90K test set (2,160 frames from 720 clips, Base model), 
using PSNR, SSIM [29], LPIPS, and BER.

The embedding is near-invisible. The stego frame reaches 
a PSNR of  45.68 dB, well above the 40 dB level usually 
regarded as imperceptible, with an SSIM of  0.9848 and an 
LPIPS of  about 0.0009, so the cover and stego are almost 
identical in pixel, structural, and perceptual terms alike.
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This is confirmed visually in Fig.  5: The cover and stego 
frames are indistinguishable to the eye, and the secret is 
recovered faithfully, while the amplified residual reveals the 
embedded secret only after ×10 magnification.

Beyond looking identical to the eye, the stego frame is also 
almost identical to the cover in its pixel values, and Fig. 6 
shows this from several angles. Panels (a) and (b) show the 
cover and stego frames themselves; their grayscale statistics 

Fig. 5. Qualitative results on Vimeo-90K: Cover, stego, secret, recovered secret, and cover–stego residual (×10).
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share the same mean (67.7) and nearly the same spread 
(σ = 50.9  vs. 50.7), so the embedding does not shift the 
frame’s overall brightness or contrast. Panel (c) compares the 
frames pixel by pixel: The points fall almost exactly on the 
diagonal, so each stego pixel keeps nearly the same value as 
its cover pixel. Panel (d) places the two histograms on top of  
each other, where they overlap almost completely. Together 
these views show the hidden data is added so gently that the 
cover’s appearance and pixel statistics stay almost untouched. 
The same analysis on the other four frames of  Fig. 5 gives 
histogram intersections between 0.942 and 0.972 (mean 
0.960), so this near-identical overlap is typical rather than a 
favorable case.

Recovery is the harder direction, yet remains strong. The 
recovered secret achieves a PSNR of  39.25 dB, an SSIM of  
0.9665, and an LPIPS of  0.0099, while the BER measured 
over the 196,608 thresholded comparisons per frame is just 
0.78%, meaning over 99% of  the hidden information is 
restored correctly. Together these results show the system 
hides a full-size secret with negligible visible distortion while 
still reading it back accurately.

LPIPS is computed as a sum of  squared feature 
distances [19], so it cannot be negative and is zero for 
identical images. Since the stego frames are almost identical 
to their covers, most LPIPS values lie close to zero, and 

a small number of  frames with higher values give a right-
skewed distribution. This is why the standard deviation 
(0.0023) is larger than the mean (0.0009). To check that 
these averages are representative, and not driven by a few 
strong frames, Figs.  7-9 examine the per-frame results 
across the whole test set.

Fig. 7 shows the distribution of  per-frame stego PSNR. It 
forms a single tight peak, with the mean and median sitting 
almost on top of  each other, so the reported average is not 
pulled up by a small group of  outlying frames.

Fig. 8 ranks the same frames from best to worst. The curve 
falls only gently across the set, with no sharp drop at the 
lower end, and even the weakest frames remain near 38 dB.

Fig. 9 plots SSIM against PSNR for each frame. SSIM remains 
high across the whole PSNR range (median 0.987, with 95% 
of  frames above 0.965), so frames with lower PSNR show 
only a small loss of  structural similarity. Together, Figs. 7-9 
show that the quality reported in Table 1 is consistent across 
the full test set.

The method is efficient when executed on a single GPU; 
embedding is 40.37 ms/frame (24.8 FPS) and extraction 
74.43 ms/frame (13.4 FPS) on an NVIDIA T4 (as 
summarized in Table 2).

Fig. 6. Imperceptibility on a representative test frame: (a) cover frame; (b) stego frame; (c) cover-versus-stego pixel scatter; (d) cover and stego 
histograms overlaid.

a

c d

b
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Fig. 7. Per-frame stego PSNR histogram on the Vimeo-90K test set.

5.2. Comparison with State-of-the-Art
Table  5 compares the proposed method against encoder-
decoder baselines; INN methods follow a different 
architectural logic and are reported separately in Table  6. 
Among encoder-decoder methods, the proposed method 
achieves the highest stego PSNR (45.68  dB), exceeding 
the closest video baseline, Weng et al. [14] by roughly 
5  dB at the same 24 BPP and resolution. Weng et al. do 
recover the secret at a slightly higher PSNR (40.76  vs. 
39.25 dB), a trade-off  between hiding and recovery quality. 
Baluja [25] and HiDDeN [10] also operate at 24 BPP but 
reach 28.42 dB and 28.19 dB stego PSNR, over 17 dB below 
the proposed method. Against VStegNET [26], the proposed 
method carries a heavier payload (24 vs. 10.51 BPP) while 
outperforming on all quality metrics; DRANet [30] is 
included with a limitation, as it was evaluated at 128 × 128 
rather than 256 × 256. PyraGAN [11] embeds 1.0 BPP, 
where high stego quality is comparatively easier to achieve, 
so its 43.11 dB is not directly comparable with the 45.68 dB 
reported here at 24 BPP; the table should be read with 
capacity and quality together.

Baluja, HiDDeN and Hashemi are image methods, so this 
comparison is not directly equivalent: Their figures are per-
image, whereas the values reported here are averaged over 
frames across video sequences. They are included because 
they operate within the same encoder-decoder paradigm at 
comparable payloads, and the Domain column separates the 
two groups; the same applies to ISN in Table 6.

Among the Invertible neural network INN-based methods in 
Table 6, LF-VSN reaches a stego PSNR of  45.17 dB, close 
to the proposed method, but recovers the secret at 48.39 dB, 
markedly higher than the 39.25 dB here. This gap reflects 
the invertible design, where recovery is the inverse pass of  
the hiding network rather than a separately trained decoder. 
ISN (38.05 dB stego) falls below the proposed method on 
hiding quality. Within the encoder-decoder paradigm, the 
proposed method therefore has the highest stego PSNR at 
24 BPP. LPIPS is reported only here, as no existing baseline 
provides it.

Baluja [25] and HiDDeN [10] results are taken from the 
re-evaluation in [27], where both methods were retrained 
and evaluated under identical settings; HiDDeN’s own work 
reports 0.203 BPP for a bit-message configuration.

LF-VSN [7] does not state a payload. The 24 BPP entry 
is inferred, since it hides a secret video of  the same size 
as the cover. The values shown are for one secret video, 

Fig. 8. Per-frame stego PSNR ranked best to worst.

Fig. 9. Per-frame SSIM against stego PSNR.
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TABLE 5: Quantitative comparison with encoder–decoder steganography methods
Method Domain BPP Stego PSNR 

(dB)
Rec. PSNR 

(dB)
Stego 
SSIM

LPIPS 
(stego)

BER (%) Params 
(M)

Baluja [25] Image 24 28.42 28.53 0.93 N/R N/R N/R
HiDDeN [10] Image 24 28.19 28.42 0.92 N/R 0.001 ~0.45
Weng et al. [14] Video 24 40.62 40.76 0.846 N/R N/R 314.16
Hashemi et al. [41] Image 8 39.06 35.81 0.98 N/R N/R N/R
Stego‑STFAN [42] Video 24 27.03 23.09 N/R N/R N/R 43.91
VStegNET [26] Video 10.51 35.67 30.07 0.94 N/R N/R N/R
En‑VStegNET [13] Video 24 36.62 32.88 0.95 N/R N/R N/R
DRANet [30] Video 24 31.11 28.45 0.97 N/R N/R 16.54
PyraGAN [11] Video 1.0 43.11 N/R N/R N/R 0.6 ~0.36
Proposed method (base) Video 24 45.68 39.25 0.9848 0.0009 0.78 29.13

N/R: Not reported, LPIPS: Learned perceptual image patch similarity, BER: Bit error rate

which is its best case; quality falls as more secret videos 
are added.

5.3. Cross-Dataset Generalization
To test generalization, the Base model trained only on Vimeo-
90K was evaluated without retraining or fine-tuning on four 
additional sources: UCF-101, DAVIS 2017, clips from coverr.
co, and a recording made by the author.

For UCF-101, action classes were divided into disjoint 
cover and secret sets so that cover and secret frames always 
come from different action categories. Videos within each 
class were then partitioned into training, validation, and 
test portions, and only the test portion was used here; no 
UCF-101 data were used at any stage of  training. Up to four 
evenly spaced frames were extracted from each clip, giving 
2,790 frames from 699 clips. DAVIS 2017 was evaluated on 
its validation set: 30 sequences partitioned into 15 disjoint 
cover clips and 15  secret clips, so no sequence is hidden 
within itself. All 1,999 validation frames were used, giving 
1,006 cover–secret pairs; because the two halves contain 
1,006 and 993 frames, 13 secret frames appear in two pairs. 
The coverr.co material consists of  two freely licensed stock 
clips at 1920 × 1080 and 24 frames per second: A moving 
camera along a mountain road under a clear sky with snow 
and clouds as the cover, and a pedestrian walking toward the 

camera on a street with overhead power lines, trees, and a wall 
as the secret, giving 365 frame pairs. The author’s recording 
consists of  two clips at 1024 × 576 and 30 frames per second: 
A busy urban street as the cover, and an indoor office scene 
containing furniture, a computer, and office equipment as 
the secret, giving 122 frame pairs. All frames were resized to 
256 × 256 and processed exactly as in training.

These sources differ from Vimeo-90K and from each other 
in content, motion, and recording conditions. The results are 
summarized in Table 7. Stego PSNR stays above 43 dB across 
the three datasets and the two video pairs, with a spread of  
2.27 dB between the highest (Vimeo-90K, 45.68 dB) and 
lowest (DAVIS 2017, 43.41 dB). Recovery PSNR varies more, 
from 36.41 dB on DAVIS 2017 to 39.25 dB on Vimeo-90K. 
BER stays below 2% across all datasets.

These results indicate that performance is stable on footage 
outside the training distribution. The UCF-101 result carries 
the most weight, since it averages over 2,790 frames from 699 
clips that were never seen in training. Together with Vimeo-
90K, this covers 1,419 clips of  varied content and motion. 
The DAVIS 2017 result adds a second multi-clip dataset, 
evaluated over 1,006 pairs, and gives the lowest figures of  all 
test sources, remaining within 2.3 dB of  the training-domain 
stego result. The coverr.co and author-recorded results each 
come from one clip pair and show that the method continues 
to work on footage very different from either dataset.

The model was also tested outside its training resolution. 
The author’s recording was re-processed at 512 × 512 using 
the same Base model without modification, giving 45.18 dB 
stego and 38.07 dB recovery at 0.64% BER, against 44.34 dB 
and 38.04 dB at 0.76% BER for the same clips at 256 × 256. 
The embedding rate is unchanged at 24 BPP, since cover and 
secret scale together. This is a single clip pair of  122 frames 

TABLE 6: Quantitative comparison with INN‑based 
video steganography methods
Method Domain BPP Stego 

PSNR 
(dB)

Rec. 
PSNR 
(dB)

Stego 
SSIM

ISN [43] Image 24 38.05 35.38 0.954
LF‑VSN [7] Video 24 45.17 48.39 0.980
Proposed 
method (Base)

Video 24 45.68 39.25 0.9848
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and is reported as a demonstration that the network operates 
at a resolution not seen in training, not as a characterization 
of  its behavior across resolutions.

5.4. Security Analysis (Steganalysis Resistance)
Evaluating steganographic security requires detectors that 
had no role in training. Security is therefore assessed with 
StegExpose, a widely used classical tool that fuses several 
spatial-domain detectors into a single score, which makes it 
a genuinely independent benchmark.

The evaluation used 200 cover and 200 stego frames from the 
Vimeo-90K test set, embedded at 45.73 dB on this 200-frame 
subset. StegExpose assigns each frame a fusion score, the 
mean of  its spatial-domain detectors, which for this run 
were Primary Sets, Sample Pairs, and RS analysis. All figures 
below refer to this fusion score, and 0.2 is the tool’s default 
operating threshold, used here so that the reported rates are 
comparable with published results using the same tool. At 
that threshold, StegExpose flagged none of  the 200 cover 
frames (FPR = 0.00) and only 46 of  the 200 stego frames 
(TPR = 0.23), an accuracy of  61.5%, only modestly above 
random guessing. Mean scores were 0.030 ± 0.032 for cover 
and 0.115 ± 0.141 for stego; these are reported alongside the 
rates because the threshold sets the balance between false 
positives and missed detections, so the result should not 
rest on that single choice. The two distributions also overlap 
substantially. The highest fusion score among the 200 cover 
frames was 0.167, and 148 of  the 200 stego frames scored at 
or below that value, meaning that three quarters of  the stego 
frames were no more suspicious to the tool than an ordinary 
cover frame. This comparison does not depend on the 
threshold, and indicates that detection is confined to a small 
group of  outlier frames rather than a systematic difference 
between the two sets. This matches other deep hiding methods 
at 24 BPP [24], [25], where StegExpose also performs poorly; 
in those works this is attributed to deep networks embedding 
in high-frequency components rather than in the LSB these 
tests target. The partial detection (TPR = 0.23) reflects some 
statistical deviation at full capacity, and is reported openly 
rather than overstated as complete undetectability.

Seven further classical tests on 500 cover and 500 stego 
frames (mean–variance, histogram difference, chi-square, 
entropy, pixel correlation, RS analysis, and LSB distribution) 
found nothing in six cases; only chi-square flagged the stego 
frames. This is not a sign of  LSB hiding: The LSB-ratio test 
stays clear (Δ = 0.010), and the stego Chi-square value is far 
below the cover’s (198,444 against 717,376), the reverse of  
what LSB hiding would cause. The histogram in Fig. 6 agrees: 
Cover and stego almost fully overlap (intersection 0.97), and 
Chi-square flags the cover frame too, so it cannot tell them 
apart. These results show no classical steganalysis trace other 
than the chi-square response, which does not separate cover 
from stego.

These results characterize resistance to classical statistical 
steganalysis only. Learned steganalysis detectors operate on 
features that the tools used here do not model, and no claim 
is made that the method resists them at this payload. The 
security evaluation reported in this section should therefore 
be read as evidence that the method leaves no classical 
LSB-type trace, not as evidence of  steganographic security 
in general.

5.5. Robustness Analysis
A per-attack evaluation was carried out on the Vimeo-90K 
test set (2,160 frames) using both the Base model and the 
Robust variant, covering twelve attack configurations across 
four types: JPEG compression (Q = 95, 85, 70), Gaussian 
noise (σ = 0.005, 0.01, 0.02), Gaussian blur (σ = 0.3, 0.5, 
1.0), and salt-and-pepper noise (P = 0.001, 0.005, 0.01). 
Reporting both models under the same attacks compares the 
two released configurations, which differ in the noise-layer 
curriculum and also in optimizer, learning rate, batch size, 
and training length, so this is a stage comparison rather than a 
controlled ablation of  the noise layer described in Section 4.2.

Because the attacks are applied after embedding, the stego 
frame itself  is unchanged by them. Each model’s stego 
quality is therefore the same under every attack, at 45.68 dB 
PSNR and 0.9848 SSIM for the Base model and 40.42 dB 
and 0.9543 for the Robust variant, so Table 8 reports only 

TABLE 7: Cross‑dataset generalisation of the proposed method
Dataset # Clip pairs # of Frames Stego PSNR (dB) Rec. PSNR (dB) Stego SSIM LPIPS (stego) BER (%)
Vimeo‑90K 720 2160 45.68 39.25 0.9848 0.0009 0.78
UCF‑101 699 2790 44.27 37.51 0.9803 0.0007 1.02
DAVIS 2017 15 1006 43.41 36.41 0.9852 0.0004 1.80
coverr.co 1 365 44.16 38.09 0.9883 0.0003 1.31
Author’s recording 1 122 44.34 38.04 0.9846 0.0004 0.76

LPIPS: Learned perceptual image patch similarity, BER: Bit error rate
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the recovery metrics, which are what the attacks affect. The 
Robust variant’s stego quality is 5.26  dB below the Base 
model’s, and its clean-condition recovery falls from 39.25 dB 
to 33.48 dB, with BER rising from 0.78% to 1.66%. This is 
the cost of  the robustness curriculum, and it is reported here 
so that the trade-off  between the two variants is explicit.

The Robust variant recovers better under every distortion 
family except mild blur. The largest gains are under salt-
and-pepper noise, where the Base model falls to 17.91 dB 
at P = 0.001 and 8.58  dB at P = 0.01, while the Robust 
variant holds 31.73 dB and 23.52 dB, and under Gaussian 
noise at σ = 0.02, where recovery improves from 14.27 dB 
to 21.52 dB. Under JPEG, the gain is smaller but consistent: 
5.48 dB at Q = 95 and 5.16 dB at Q = 85. The exception 
is Gaussian blur at σ = 0.3, where the Base model reaches 
37.04  dB against 31.85  dB, and at the two stronger blur 
settings the two models are indistinguishable. The curriculum 
therefore buys tolerance to additive noise and compression 
at a cost of  5.26 dB in stego quality and 5.77 dB in clean 
recovery, without improving resistance to blur.

Within the Robust variant alone, the mildest noise, blur, and 
salt-and-pepper settings all sit within about 2 dB of  the clean 
recovery figure, while JPEG at Q = 95 is already 6.09 dB 
lower, and performance falls steadily as the attacks strengthen. 
Blur has the sharpest threshold of  the four attack types, 
with recovery falling from 31.85 dB at σ = 0.3 to 16.28 dB 
at σ = 0.5, more than 15 dB for a small parameter change.

JPEG remains a clear weakness, dropping to 27.39 dB at 
Q = 95 and 18.98 dB at Q = 85, a known limitation of  spatial-
domain encoder-decoders that embed in high-frequency 

components removed by JPEG quantization [20]. JPEG 
robustness is therefore not claimed. In practical terms, the 
method is suited to lossless or lightly processed transmission 
channels; it would not survive upload to a platform that re-
encodes video with lossy compression. The JPEG results in 
Table 8 were obtained using the same differentiable JPEG 
approximation applied in the training noise layer, not a 
standard JPEG encoder. Evaluation with a standard encoder 
is left to future work.

All four attack families evaluated here were also used in 
the training noise layer of  Section 3.4. However, the noise 
curriculum reached a strength of  0.51 at the selected 
checkpoint, not full strength, so the model saw a narrower 
range of  settings than the configuration allows: JPEG Q from 
72 to 95, Gaussian noise σ from 0.001 to 0.041, Gaussian 
blur σ from 0.3 to 0.91, and salt-and-pepper p from 0.01 
to 0.056. Four of  the twelve test settings fall outside this 
range. JPEG at Q = 70 is just below the lowest quality seen 
in training, and Gaussian blur at σ = 1.0 is just above the 
strongest blur seen, so both are harder than anything the 
model was trained on, although by a small margin. Salt-
and-pepper at P = 0.001 and P = 0.005 are weaker than the 
lowest level used in training. Table 8 therefore covers both 
seen and unseen attack strengths, with the two harder settings 
lying only slightly beyond the training range. The model was 
not tested against attack types missing from training, so its 
behavior under such attacks is not known.

Among the 24 BPP video works reviewed, En-
VStegNET [13] reports clean-condition quality only, with 
no attack evaluation, and Weng et al. [14] report a single high-
quality MP4 setting in PSNR alone. DRANet [30] reports 

TABLE 8: Per‑attack robustness evaluation, Base model and Robust variant. Stego quality is constant 
across attacks: 45.68 dB/0.98 for Base, 40.42 dB/0.95 for Robust
Attack Parameter Robust Rec. 

PSNR (dB)
Robust 

Rec. SSIM
Robust BER 

(%)
Base Rec. 
PSNR (dB)

Base 
SSIM

Base 
BER (%)

Clean — 33.48 0.9648 1.66 39.25 0.9665 0.78
JPEG Q=95 27.39 0.8545 4.11 21.91 0.6569 6.45
JPEG Q=85 18.98 0.5462 9.47 13.82 0.4076 19.92
JPEG Q=70 13.97 0.4309 20.46 12.25 0.3888 26.65
Gaussian noise σ=0.005 31.53 0.9258 2.09 29.10 0.8049 2.98
Gaussian noise σ=0.01 27.85 0.7747 3.45 21.79 0.4663 7.03
Gaussian noise σ=0.02 21.52 0.4297 7.52 14.27 0.1835 17.39
Gaussian blur σ=0.3 31.85 0.9545 2.22 37.04 0.9567 1.06
Gaussian blur σ=0.5 16.28 0.6461 23.06 16.28 0.6419 22.58
Gaussian blur σ=1.0 12.25 0.4333 26.68 12.24 0.4317 26.68
Salt‑and‑pepper P=0.001 31.73 0.9388 1.74 17.91 0.7522 4.86
Salt‑and‑pepper P=0.005 26.97 0.8220 2.62 11.20 0.3219 17.56
Salt‑and‑pepper P=0.01 23.52 0.6812 3.99 8.58 0.1518 28.34

BER: Bit error rate
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only MSE training loss under three distortions without 
PSNR, SSIM, or BER. In the image domain, robustness 
at this payload has been studied more widely, for example 
Ying et al. [31] reporting 26.69 dB under JPEG QF = 70, 
and several INN-based and generative methods [32]–[37], 
such as RIHINNet [37] reaching 30.85 dB and 0.9124 SSIM 
under random JPEG and DERIS [35] reaching 30.24 dB 
under Gaussian noise, though all operate in the image 
domain under different paradigms. To the best of  the 
authors’ knowledge, no prior 24 BPP video steganography 
work reports a systematic multi-attack robustness 
characterization in PSNR, SSIM, and BER, so Table 8 is 
offered as a reference point for this payload.

5.6. Ablation Studies
An ablation study measured the contribution of  the two main 
architectural blocks, the RDB and CBAM.

5.6.1. Architectural components: RDB and CBAM
This ablation measures the contribution of  the two main 
blocks: The RDB, which provides depth and feature reuse, 
and CBAM, which re-weights features along the channel and 
spatial axes. Two reduced models were built: One without 
RDB, in which each RDB is replaced by a plain residual 
convolution block, and one without CBAM, in which all 
attention modules are removed. Both were trained on the 
same data with the same batch size, loss weights, and random 
seed as the full model, and each was selected with the same 
checkpoint rule as in Section 4.2. The three models were then 
evaluated on the Vimeo-90K test set under clean conditions 
(Table 9).

Removing RDB caused the largest degradation. Recovery 
PSNR fell by 3.36 dB and BER rose from 0.78% to 1.47%, 
while stego PSNR fell by only 0.36 dB. Removing CBAM 
reduced stego PSNR by 0.85  dB and recovery PSNR by 
0.70  dB, while BER remained almost unchanged (0.83% 
against 0.78%). These differences are consistent across the 
test set: The full model achieves a higher recovery PSNR 
than the model without RDB in 98.4% of  the test frames 
and higher than the model without CBAM in 80.9%, and 
both differences are statistically significant (paired Wilcoxon 

signed-rank test, P < 0.001). Both blocks therefore contribute 
to the final model, with RDB having the larger effect.

5.6.2. Noise layer
The noise layer was evaluated by comparing the Base model 
with the Robust variant rather than by removal. The Robust 
variant adds noise-layer training and further training to the 
Base model, so the comparison is not a controlled ablation, 
and Table  8 shows the effect: Clean recovery falls from 
39.25 dB to 33.48 dB while recovery under attack improves 
in nine of  the twelve configurations, is lower under Gaussian 
blur at σ = 0.3 and is unchanged at σ = 0.5 and 1.0, as noted 
in Section 5.5.

Ultimately, this trade-off  comes from where the secret data 
are stored. The payload is contained in these (mostly high-
frequency) pixel details, which are the very details JPEG’s 
DCT quantization eliminates. This is why compression 
degrades recovery quality so sharply, while the visual quality 
of  the stego frame stays almost the same. Making these 
details survive compression is not simply a matter of  training 
for longer. Real JPEG provides the encoder with no useful 
gradient, so the encoder can only be directed toward more 
compression-tolerant features through the differentiable 
JPEG approximation used in the noise layer. The same fine 
detail that JPEG discards did not produce a classical statistical 
trace that separates cover from stego (Section 5.4).

5.7. Temporal Consistency and Video Codec Compression
Both evaluations use the 30 video sequences of  the DAVIS 
2017 validation set [38]. For this test, the sequences were 
paired by length so that each secret sequence is hidden in full, 
frame by frame, in one continuous cover sequence. This gives 
15 pairs. This pairing differs from the frame pairs used for 
the cross-dataset evaluation in Table 7, yet the uncompressed 
results of  the two agree closely: Stego PSNR 42.93 dB and 
recovery PSNR 36.88 dB for the temporal and codec test, 
against 43.41 dB and 36.41 dB for the cross-dataset evaluation 
in Table 7. All results use the Base model, and frames were 
resized as described in Section 5.3 and stored without loss.

Temporal consistency. All measures compare each frame 
with the frame before it. The first follows the embedding 

TABLE 9: Effect of removing RDB or CBAM, measured on the Vimeo‑90K test set under clean conditions
Configuration Stego PSNR (dB) Recovery PSNR (dB) Stego SSIM Recovery SSIM BER (%)
Without RDB 45.32 35.89 0.9828 0.9630 1.47
Without CBAM 44.83 38.55 0.9824 0.9677 0.83
Full model 45.68 39.25 0.9848 0.9665 0.78

RDB: Residual dense blocks, CBAM: Convolutional block attention module, BER: Bit error rate
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difference, defined as the stego frame minus the cover frame 
(D_t = S_t−C_t). Its temporal mean absolute error on the 
0–255 scale, tMAE = mean |D_t−D_(t−1)|, shows how 
much the embedding pattern changes from one frame to the 
next; a small value means little flicker. The second compares 
the frame-to-frame PSNR and SSIM of  the stego sequence 
(S_t against S_(t−1)) with the same values for the cover 
sequence (C_t against C_(t−1)). These values are naturally 
low for moving content, and embedding that added flicker 
would make the stego values differ from the cover values. 
Because these measures compare pixels at the same positions 
and do not follow motion, two standard motion-based 
measures were also added. The warping error E_warp [39] 
moves the previous frame along the motion of  the cover (its 
optical flow) so that it lines up with the present frame, and 
measures the error that remains, ignoring pixels that appear or 
disappear between frames. It is computed for both the cover 
and stego sequences using the same cover motion, so any 
increase for the stego sequence comes from the embedding. 
tOF [40] measures how much the motion of  the stego 
sequence differs from that of  the cover, in pixels. For both 
measures, lower values mean better temporal consistency. 
Optical flow was estimated with the DIS method in OpenCV.

As shown in Table 10, the embedding difference changes 
by only 1.08 intensity levels on average between consecutive 
frames (0.42% of  the 0–255 range). The frame-to-frame 
PSNR of  the stego sequences matches that of  the covers 
(20.81 against 20.80 dB, within 0.06 dB in every pair), and 
the frame-to-frame SSIM differs by only 0.004 on average (at 
most 0.018 in any pair). With motion taken into account, the 
warping error of  the stego sequences is only 2.9% above that 
of  the covers (3.162 against 3.073 × 10−3), and the motion in 
the stego sequences differs from that in the covers by only 
0.172 pixels on average (tOF). Embedding therefore leaves 
the frame-to-frame behavior of  the cover video essentially 
unchanged.

Video codec compression. Because the method is suited to 
lossless transmission channels (Section 5.5), each complete 
stego sequence was encoded as an H.264/AVC video and 

TABLE 10: Temporal consistency of the stego 
sequences (DAVIS 2017, 15 pairs, mean over pairs)
Measure Cover Stego
Frame‑to‑frame PSNR (dB) 20.80 20.81
Frame‑to‑frame SSIM 0.5576 0.5533
tMAE of embedding difference (intensity levels) – 1.08
Warping error E_warp (×10−3) 3.073 3.162
tOF (pixels) – 0.172

as an H.265/HEVC video using the lossless mode of  each 
codec, then decoded and passed to the revealing network. 
For both codecs and in every pair, the decoded stego frames 
were identical to the stego frames before encoding, and 
recovery was the same as without coding: 36.88 dB PSNR, 
0.9788 SSIM, and 1.69% BER for the recovered secret, with 
42.93 dB PSNR for the stego frames. The stego video can 
therefore be stored and delivered as an H.264 or H.265 file 
encoded in lossless mode without any effect on the recovered 
secret.

6. CONCLUSION

In this paper, an encoder-decoder model for high-capacity 
video steganography is proposed to embed a full RGB secret 
frame into a cover frame, frame by frame, at 24 BPP. The 
encoder receives a 6-channel input, containing the cover 
frame and secret frame, and learns a small additive residual 
(stego = cover + tanh(residual) × 0.1), with RDBs and 
CBAM attention to preserve fine detail and keep the quality 
of  the stego and recovered frames high. On the Vimeo-90K 
test set, the method achieved a stego PSNR of  45.68 dB, a 
recovery PSNR of  39.25 dB and a BER of  0.78%. It also 
kept its performance on unseen content, with a stego PSNR 
of  44.27 dB and a recovery PSNR of  37.51 dB on UCF-101, 
and 43.41 dB and 36.41 dB on DAVIS 2017, and it embeds 
at 24.8 FPS on a single T4 GPU.

In addition to visual quality, the stego frames successfully 
passed 6 out of  7 classical statistical tests and were only partially 
detected by StegExpose with a 23.0% true positive rate and 0% 
false-positive rate (a small but non-zero statistical trace at this 
high payload). A robustness analysis was carried out on this 24 
BPP video-in-video payload using the Robust variant, whose 
stego quality is 40.42 dB, with good resistance to mild noise and 
blur, and a clear weakness against JPEG compression.

The method embeds and recovers each frame on its own, 
which keeps recovery independent of  frame order and robust 
to frame loss. The temporal evaluation on DAVIS 2017 
showed that embedding leaves the frame-to-frame behavior 
of  the cover video essentially unchanged, with a warping error 
only 2.9% above that of  the covers and a motion difference 
of  0.172 pixels on average, and that the stego video can be 
stored as a lossless H.264 or H.265 file without any effect 
on the recovered secret.

The main direction for future research is compression 
robustness. The secret is carried as fine spatial detail, and 
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JPEG’s DCT quantization discards exactly that detail; since 
the quantization step is not differentiable, the encoder cannot 
be trained against real compression directly. The noise layer 
used here relies on a differentiable JPEG approximation, 
mixed with clean batches. Adding a real-JPEG branch to 
that mini-batch mix, as in MBRS [20], is the first step. Since 
lossless H.264 and H.265 coding already preserves the secret, 
the next step is to extend the noise layer to the lossy settings 
of  these codecs. A second direction is temporal modeling. 
The encoder could use neighboring frames when computing 
the residual, so that the residual changes smoothly from one 
frame to the next. The drawback is that frames would then 
depend on each other, and the present design would lose its 
ability to recover each frame on its own. A third direction 
is evaluating and improving resistance to modern learned 
steganalyzers. These detectors learn their own features from 
data, unlike the classical tools used here, which test fixed 
statistical properties, and the present design makes no claim 
of  resistance to them at this payload. In conclusion, the 
results show that residual dense learning with attention is a 
promising approach for hiding a full frame inside another at 
high quality, and provide a reference point for robustness at 
this payload in video-in-video hiding.
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