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Introduction 

UHD Journal of Science and Technology (UHDJST) is a semi-annual journal published by the 

University of Human Development, Sulaymaniyah, Kurdistan Region, Iraq. UHDJST member of 

ROAD, e-ISSN: 2521-4217, p-ISSN: 2521-4209 and a member of Crossref, DOI: 10.21928/issn.2521-

4217. UHDJST publishes original research in all areas of Science, Engineering, and Technology. 

UHDJST is a Peer-Reviewed Open Access journal with Creative Commons Attribution Non-

Commercial No Derivatives License 4.0 (CC BY-NC-ND 4.0). UHDJST provides immediate, 

worldwide, barrier-free access to the full text of research articles without requiring a subscription 

to the journal, and has article processing charge (APC). UHDJST applies the highest standards to 

everything it does and adopts APA citation/referencing style. UHDJST Section Policy includes three 

types of publications: Articles, Review Articles, and Letters. 

By publishing with us, your research will get the coverage and attention it deserves. Open access 

and continuous online publication mean your work will be published swiftly, ready to be accessed 

by anyone, anywhere, at any time. Article Level Metrics allow you to follow the conversations your 

work has started. 

UHDJST publishes works from extensive fields including, but not limited to: 

 Pure Science 

 Applied Science 

 Medicine 

 Engineering 

 Technology 

 

Scope and Focus 

UHD Journal of Science and Technology (UHDJST) publishes original research in all areas of Science 

and Engineering. UHDJST is a semi-annual journal published by the University of Human 

Development, Sulaymaniyah, Kurdistan Region, Iraq. We believe that if your research is 

scientifically valid and technically sound then it deserves to be published and made accessible to 

the research community. UHDJST aims to provide a service to the international scientific 

community enhancing swap space to share, promote and disseminate the academic scientific 

production from research applied to Science, Engineering, and Technology.  

 

SEARCHING FOR PLAGIARISM 

We use plagiarism detection:  detection; According to Oxford online dictionary, Plagiarism means: 

The practice of taking someone else’s work or ideas and passing them off as one’s own. 
 

http://www.oxforddictionaries.com/definition/english/idea
http://www.oxforddictionaries.com/definition/english/pass#pass
http://www.oxforddictionaries.com/definition/english/pass#pass
http://www.oxforddictionaries.com/definition/english/own
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Section Policies 

No. Title 
Peer 

Reviewed 
Indexed 

Open 
Submission 

1 
Articles: This is the main type of publication that 
UHDJST will produce    

2 
Review Articles: Critical, constructive analysis of the 
literature in a specific field through summary, 
classification, analysis, comparison. 

   

3 
Letters: Short reports of original research focused on 
an outstanding finding whose importance means that 
it will be of interest to scientists in other fields. 

   

 

PEER REVIEW POLICIES 

At UHDJST we are committed to prompt quality scientific work with local and global impacts. To 

maintain a high-quality publication, all submissions undergo a rigorous review process. 

Characteristics of the peer review process are as follows: 

 The journal peer review process is a "double-blind peer review". 
 Simultaneous submissions of the same manuscript to different journals will not be 

tolerated. 
 Manuscripts with contents outside the scope will not be considered for review. 
 Papers will be refereed by at least 2 experts as suggested by the editorial board. 
 In addition, Editors will have the option of seeking additional reviews when needed. 

Authors will be informed when Editors decide further review is required. 
 All publication decisions are made by the journal's Editors-in-Chief on the basis of the 

referees' reports. Authors of papers that are not accepted are notified promptly. 
 All submitted manuscripts are treated as confidential documents. We expect our Board of 

Reviewing Editors, Associate Editors and reviewers to treat manuscripts as confidential 
material as well. 

 Editors, Associate Editors, and reviewers involved in the review process should disclose 
conflicts of interest resulting from direct competitive, collaborative, or other relationships 
with any of the authors, and remove oneself from cases in which such conflicts preclude an 
objective evaluation. Privileged information or ideas that are obtained through peer review 
must not be used for competitive gain. 

 Our peer review process is confidential and the identities of reviewers cannot be revealed. 

Note: UHDJST is a member of CrossRef and CrossRef services, e.g., CrossCheck. All manuscripts 

submitted will be checked for plagiarism (copying text or results from other sources) and self-

plagiarism (duplicating substantial parts of authors' own published work without giving the 

appropriate references) using the CrossCheck database. Plagiarism is not tolerated. 

For more information about CrossCheck/iThenticate, please visit 

http://www.crossref.org/crosscheck.html. 

http://www.crossref.org/crosscheck.html
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OPEN ACCESS POLICY 

This journal provides immediate open access to its content on the principle that making research 

freely available to the public supports a greater global exchange of knowledge. 

Open Access (OA) stands for unrestricted access and unrestricted reuse which means making 

research publications freely available online. It access ensures that your work reaches the widest 

possible audience and that your fellow researchers can use and share it easily. The mission of the 

UHDJST is to improve the culture of scientific publications by supporting bright minds in science 

and public engagement. 

UHDJST's open access articles are published under a Creative Commons Attribution CC-BY-NC-ND 

4.0 license. This license lets you retain copyright and others may not use the material for 

commercial purposes. Commercial use is one primarily intended for commercial advantage or 

monetary compensation. If others remix, transform or build upon the material, they may not 

distribute the modified material. The main output of research, in general, is new ideas and 

knowledge, which the UHDJST peer-review policy allows publishing as high-quality, peer-reviewed 

research articles. The UHDJST believes that maximizing the distribution of these publications - by 

providing free, online access - is the most effective way of ensuring that the research we fund can 

be accessed, read and built upon. In turn, this will foster a richer research culture and cultivate 

good research ethics as well. The UHDJST, therefore, supports unrestricted access to the published 

materials on its main website as a fundamental part of its mission and a global academic 

community benefit to be encouraged wherever possible. 

Specifically: 

 The University of Human Development supports the principles and objectives of Open 
Access and Open Science 

 UHDJST expects authors of research papers, and manuscripts to maximize the 
opportunities to make their results available for free access on its final peer-reviewed 
paper 

 All manuscript will be made open access online soon after final stage peer-review finalized.  
 This policy will be effective from 17th May 2017 and will be reviewed during the first year 

of operation. 
 Open Access route is available at http://journals.uhd.edu.iq/index.php/uhdjst for 

publishing and archiving all accepted papers,  
 Specific details of how authors of research articles are required to comply with this policy 

can be found in the Guide to Authors. 

 

 

 

http://uhd.edu.iq/
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ARCHIVING 

This journal utilizes the LOCKSS and CLOCKSS systems to create a distributed archiving system 

among participating libraries and permits those libraries to create permanent archives of the 

journal for purposes of preservation and restoration.  

LOCKSS: Open Journal Systems supports the LOCKSS (Lots of Copies Keep Stuff Safe) system to 

ensure a secure and permanent archive for the journal. LOCKSS is open source software developed 

at Stanford University Library that enables libraries to preserve selected web journals by regularly 

polling registered journal websites for newly published content and archiving it. Each archive is 

continually validated against other library caches, and if the content is found to be corrupted or 

lost, the other caches or the journal is used to restore it.  

CLOCKSS: Open Journal Systems also supports the CLOCKSS (Controlled Lots of Copies Keep Stuff 

Safe) system to ensure a secure and permanent archive for the journal. CLOCKSS is based upon the 

open-source LOCKSS software developed at Stanford University Library that enables libraries to 

preserve selected web journals by regularly polling registered journal websites for newly published 

content and archiving it. Each archive is continually validated against other library caches, and if 

the content is found to be corrupted or lost, the other caches or the journal is used to restore it. 

PUBLICATION ETHICS 

Publication Ethics and Publication Malpractice Statement 

The publication of an article in the peer-reviewed journal UHDJST is to support the standard and 
respected knowledge transfer network. Our publication ethics and publication malpractice 
statement is mainly based on the Code of Conduct and Best-Practice Guidelines for Journal Editors 
(Committee on Publication Ethics, 2011) that includes; 

 General duties and responsibilities of editors. 

 Relations with readers. 

 Relations with the authors. 

 Relations with editors. 

 Relations with editorial board members. 

 Relations with journal owners and publishers. 

 Editorial and peer review processes. 

 Protecting individual data. 

 Encouraging ethical research (e.g. research involving humans or animals). 

 Dealing with possible misconduct. 

 Ensuring the integrity of the academic record. 

 Intellectual property. 

 Encouraging debate. 

 Complaints. 

 Conflicts of interest. 

http://www.lockss.org/
http://clockss.org/
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ANIMAL RESEARCHES 

 For research conducted on regulated animals (which includes all live vertebrates and/or 
higher invertebrates), appropriate approval must have been obtained according to either 
international or local laws and regulations. Before conducting the research, approval must 
have been obtained from the relevant body (in most cases an Institutional Review Board, 
or Ethics Committee). The authors must provide an ethics statement as part of their 
Methods section detailing full information as to their approval (including the name of the 
granting organization, and the approval reference numbers). If an approval reference 
number is not provided, written approval must be provided as a confidential supplemental 
information file. Research on non-human primates is subject to specific guidelines from the 
Weather all (2006) report (The Use of Non-Human Primates in Research). 

 For research conducted on non-regulated animals, a statement should be made as to why 
ethical approval was not required. 

 Experimental animals should have been handled according to the highest standards 
dictated by the author’s institution. 

 We strongly encourage all authors to comply with the 'Animal Research: Reporting In Vivo 
Experiments' (ARRIVE) guidelines, developed by NC3Rs. 

 Articles should be specific in descriptions of the organism(s) used in the study. The 
description should indicate strain names when known. 

 

ARTICLE PROCESSING CHARGES 

UHDJST is an Open Access Journal (OAJ) and has article processing charges (APCs). The published articles 

can be downloaded freely without a barrier of admission. 
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1. INTRODUCTION

In the past three decades, invasive life-threatening fungal 
infections have severely increased due to several reasons 
including broad-spectrum antibiotics, antagonistic surgery, 
and the use of  immunosuppressive and antineoplastic 
agents [1]-[5]. Until the 1940s, comparatively few antifungal 
agents were available for the treatment of  fungal infections. 
In addition, development in the growth of  new antifungals 
agents was lagged behind the antibacterial investigation, 
from the year 2000 number of  agents existing to treat fungal 
infections has increased by 30%. Nevertheless, still, only 15 
agents are approved for clinical use at present [6], [7]. The 

most common human fungal infection is oral candidiasis (also 
called oral thrush), which is characterized by an overgrowth 
of  Candida species in the superficial epithelium of  the oral 
mucosa [8], [9]. Treatment for oral thrush varies, polyenes, 
allylamines, and azoles are three classes of  antifungal agents 
that used most frequently for treatments of  oral thrush [10]. 
Nystatin and amphotericin-B both belong to the polyene’ 
class of  antifungals drug. These class of  drugs act by binding 
to ergosterol in the cell membranes of  the fungal; then, this 
causes in the membrane depolarization and pores formation 
which increases permeability to proteins and (mono and 
divalent) cations, disrupting metabolism, and eventually 
causing cell death [11]. Both antifungal agents are poorly 
absorbed by the gastrointestinal tract and are widely used 
for the topical treatment of  oral candidal infections [12]. 
Intravenous forms of  amphotericin-B are used in the 
treatment of  systemic fungal infections. Similarly, nystatin 
has low oral bioavailability profile; therefore, it is generally 
used in inhibiting colonization with Candida albicans in the 
gut or as a topical treatment for thrush [13], [14]. Sweetened 

Current Antifungal Drug Recommendations to 
Treat Oral Thrush in Sulaimani City-Iraq
Hezha O. Rasul
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A B S T R A C T
Oral thrush or oral candidosis is one of the most widespread fungal infections of the mucous membranes in human. This 
study aims to evaluate the pattern of recommending three antifungal drugs as follows: Nystatin, amphotericin B, fluconazole, 
and miconazole by the pharmacists and assistant pharmacists, which are used to treat oral thrush. A questionnaire 
was circulated to a random selection of pharmacies in Sulaimani city of Iraq between March 2017 and June 2017, and 
responses to the questionnaire were received from 101 pharmacies. The results were analyzed and demonstrated as 
the absolute and relative frequencies using Statistical Package for the Social Sciences Program version 21. Among the 
participants, 65.3% were male, and 34.7% were female. The participant’s age range was 21–70 years. The majority 
(52.3%) holds a postgraduate degree as their highest educational level, and they graduated after 2010. Miconazole 
and nystatin (70.3%) were the most popular choices of an antifungal agent that pharmacists would use, followed by 
fluconazole (31.7%) and amphotericin-B (11.9%).
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pastille has been developed to overcome the problem of  
the unpleasant taste of  nystatin [15]. The azole antifungals 
(miconazole and fluconazole) work through inhibiting 
cytochrome P-450 enzyme in the fungal [16]. Miconazole 
was the first available azole; fluconazole is a more recently 
found systemic antifungal agent, which has a long half-life 
and as a result can be administered in a single daily dose [17]. 
Chlorhexidine is other antimicrobial agents that available 
for topical administration in oral candidiasis as mouthwash. 
It is effective against fungal yeasts, which can be used as an 
adjunctive therapy or as a primary treatment [18]. The aim 
of  the present study was to examine the current practice of  
antifungal recommending pattern and attitude toward the 
treatment of  oral candidiasis among pharmacists in Sulaimani 
City-Iraq during 2017. Hence, this project will commence 
with the treatment of  oral thrush by using different types 
and form of  antifungal agents.

2. MATERIALS AND METHODS

A hard copy questionnaire circulated to a random selection 
of  120 pharmacies. A complete data from 101 participants 
were returned and integrated into the analysis with 84.1% 
response rate. Data collection was carried out between March 
2017 and June 2017, both males and females pharmacies were 
involved in the different street of  the Sulaimani city. The 
pharmacies were visited and asked questions based on their 
interest to take part in the study; each of  these pharmacists 
was given an explanatory letter of  a questionnaire (Fig. 1). 
The questionnaire that was used for data collection in this 
study was specially created through a search of  the relevant 
literature. The questionnaire was tested initially to estimate 
approximately the length of  the questionnaire in minutes, 
verify the participant’s interpretation of  questions, and 
develop the questionnaire consequently. These questionnaires 
were tested in independent data sets; however, these candidate 
questionnaires were excluded from the concluding analysis. 
However, the final version of  the survey was conducted 
in Sulaimani city. The final version of  the questionnaire 
included eight questions and required approximately 2 min 
to complete. Approved by the ethics committee of  University 
of  Sulaimani (Sulaimani, Iraq) was obtained. The self-
administered questionnaire was composed of  two sections. 
The first section of  the questionnaire was comprised of  seven 
questions about sociodemographic data, such as gender, age, 
university degree and year of  the last qualification, workplace 
(private sector vs. public sector), professional practice, and 
country of  the first-degree qualification. Various antifungal 
drug options were integrated into the second section of  

the questionnaire about pharmacists’ recommendation to 
treat oral candidal infections. Data from the completed 
questionnaires were entered into a computer database and 
analyzed using Statistical Package for the Social Sciences 
Program version 21. Following the statistical evaluation of  
data and the summarization of  frequencies and percentages 
were produced.

3. RESULTS

With the use of  the hard copies of  the questionnaires, 
different pharmacies have been participated in Sulaimani 
city, and 101 questionnaires were returned completed (84.1% 
response rate), 65.3% were male, and 34.7% were female 
pharmacist as shown in Table 1. The majority of  participants 
(70.3%) graduated after 2010, while 19.8% graduated 
between 2000 and 2009. Moreover, the participants, who 
graduated between 1990 and 1999 recorded 6.9%, with a 
lower proportion (2%) graduating between 1980 and 1989. 
Only 1% graduated between 1970 and 1979. There were 
no respondents from earlier than 1970. The range of  the 
participant’s age was 21–70 years; more than 70% were 
aged between 21 and 30 years. The majority (47.5%) holds 

TABLE 1
Sociodemographic data of the participated 

pharmacists
Sociodemographic data Frequency (%)
Gender

Male 66 (65.3)
Female 35 (34.7)

Age
21–30 73 (72)
31–40 21 (21)
41–50 3 (3)
51–60 3 (3)
61–70 1 (1)

First-degree graduation year 
After 2010 71 (70.3)
2000–2009 20 (19.8)
1990–1999 7 (6.9)
1980–1989 2 (2)
1970–1979 1 (1)

Educational level
Diploma 48 (47.5)
Undergraduate 30 (29.5)
Postgraduate (Msc, PhD) 23 (22.8)

Workplace
Private sector 60 (59.4)
Public sector 3 (3)
Both (private and public) 38 (37.6)

Professional practice
Pharmacist 54 (53.5)
Assistant Pharmacist 47 (46.5)
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a diploma degree as their highest educational level; while an 
undergraduate and postgraduate level of  education observed 
as 29.5% and 22.8%, respectively. The participants were 
questioned about their workplace. Approximately 60% of  
the respondents have worked in the private sector whereas 
public sector recorded only 3%. Moreover, 37.6% of  the 
participants were worked in both private and public sectors 
at the same time. More than half  of  the participants were 
pharmacists whereas 46.5% were an assistant pharmacist.

The most popular antifungal recommended (Table 2), 
in any form, was nystatin and miconazole each recorded 
70.3%, followed by fluconazole and chlorhexidine as 31.7%. 
Moreover, the recommendation for amphotericin was 

recorded 11.9%. The combination of  using miconazole 
and hydrocortisone cream by the respondents were only 
7.9%. However, many participants chose more than one 
type and/or form of  an antifungal drug. In addition, the 
nature of  the questionnaire determined the distinction 
between participants using simultaneous administration of  
chlorhexidine and participants using different antifungals 
for different manifestations of  oral candidal infection. The 
participants who recommended chlorhexidine only 19.8% 
of  them were using it as adjunctive therapy.

With regard to the results of  the questionnaire as mentioned 
earlier one of  the most popular antifungals recommended was 
nystatin. In addition to that, the oral suspension was the most 

Fig. 1. The questionnaire.
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popular form with 73% of  those recommending nystatin 
considering this formulation. About 24% of  those suggesting 
nystatin would consider recommending it in the form of  an 
ointment. Only 3% was observed for Pastille form of  nystatin 
suggestion. However, capsules were the most common form 
of  fluconazole considered for recommendation (91%). 
A lozenge form of  amphotericin drug was recommended by 
the participants more than oral suspension form (as shown 
in Fig. 2). Only 6% of  respondents cited other treatment 
options, which included clotrimazole, terbinafine, econazole 
triamcinolone, and anginovag spray.

4. DISCUSSION

The present study investigated the currently antifungal drugs 
recommendation at pharmacies in Sulaimani city, Iraq, in 
relation to the sociodemographic details as illustrated in a 
study by Martínez-Beneyto et al. [19]. The previous studies 
similar to this kind in the United Kingdom and Jordan were 
conducted; however, they were conducted among the general 

dental practitioners instead of  pharmacists. The first study 
was undertaken in the UK in 1987 and reported in 1989 [20]. 
The second study that conducted in the UK reported in 
2004 [21].Furthermore, another study was undertaken in 
Jordan in 2015 [22].In accordance with those studies like the 
present study, nystatin was the most popular antifungal agent 
recommended (70.3%). In addition, nystatin oral suspension 
was selected by 73% of  the respondents who suggested 
nystatin. However, in this study, miconazole was recorded as 
one of  the most frequently recommended antifungal agents 
also (70.3%). There has also been a visible increase in the 
proportion of  participants recommending miconazole in the 
present survey compared to the previous studies, and it has 
now become more popular than amphotericin.

In addition, miconazole and nystatin were also the commonly 
employed antifungals in studies that have been done by 
other researchers [19], [21], [22]. This is because these 
drugs may cause less intestinal irritation and other side 
effects. However, one of  the limitations of  using topical 
formulations of  nystatin is high sucrose content, which may 
reduce the amount of  practice in diabetes, steroid use, or an 
immunocompromised state [9].

The triazoles constitute fluconazole being suggested by 31.7% 
of  the participants. Fluconazole in the form of  suspension 
and with different dosages has been used for the treatment 
of  oropharyngeal candidiasis. The theoretical benefit of  
using topical fluconazole is that a higher concentration of  
the active drug is delivered to the oral mucosa without the 
untoward systemic side effects [23], [24]. However, most of  
the participants recommended capsule form of  fluconazole 
91% whereas only 9% of  the respondents suggested oral 
suspension form of  the drug. Fluconazole oral suspension is 

Fig. 2. Different form of antifungal recommended by participants.

TABLE 2
Choice of antifungal agents. Numbers (%) of 

pharmacists choosing each antifungal (N=101)
Antifungal agentsa Responses % of 

casesN (%)
Nystatin 71 (31.4) 70.3
Amphotericin 12 (5.3) 11.9
Fluconazole 32 (14.2) 31.7
Chlorhexidine 32 (14.2) 31.7
Miconazole oral gel 71 (31.4) 70.3
Miconazole and hydrocortisone cream 8 (3.5) 7.9
Total 226 (100) 223.8

aDichotomy group tabulated at value 1
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administered in a dosage of  10 mg/ml aqueous suspension. 
Various studies show that fluconazole is a very effective drug, 
and it has a rapid symptomatic response [25].

Chlorhexidine mouth rinse formulations are widely used 
for decreasing the microbial burden in the oral cavity. For 
example, chlorhexidine gluconate with 0.2% concentration is 
used as an antiseptic oral rinse because of  its activity against 
a broad range of  oral microbial species including Candida[26]. 
Chlorhexidine should not be used simultaneously with 
nystatin as they interact and render each other ineffective, 
even though it is suggested as a practical addition to the 
antifungal agents [27]. In this study also, chlorhexidine was 
recommended by pharmacists and assistant pharmacist 
(31.7%) along with other antifungal agents as an adjunctive 
therapeutic agent.

In this study, the result of  amphotericin was less frequently 
recommended (11.9%), and 58% of  the participants suggested 
lozenges form of  the drug. This recommendation was very 
similar to the previous study which demonstrated by Anand 
et al. [28]. Miconazole in combination with hydrocortisone 
was recommended by 7.9% of  the respondents. However, in 
general, the diagnosis of  oral candidiasis is based on clinical 
features and symptoms in conjunction with a detailed medical 
history [29].

Despite the above-mentioned results, this study has several 
limitations. The small sample size was the main limitation 
of  this questionnaire. Therefore, the future studies with 
larger sample size covering a wider data may provide better. 
Furthermore, the possible improvement in the methodology 
could be the insertion of  doctors’ recommendation and 
compare both results. Differentiation between respondents 
recommending antifungals based on their knowledge or 
recommending it based on doctor’s prescription.

5. CONCLUSION AND RECOMMENDATION

In summary, nystatin and miconazole are the most popular 
antifungal agents prescribed in Sulaimani city, Iraq. There 
appears to be a trend toward the use of  miconazole, 
particularly among more recent graduates. The majority of  
the participant suggested nystatin as a type of  oral suspension 
and miconazole as an oral gel. We suggest that collecting more 
data in different cities concerning the use of  antifungal drugs 
could turn into a strong motivation in the near future for the 
implementation of  policies for prevention and treatment of  
oral thrush fungal infections.
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1. INTRODUCTION

Monitoring the mechanical and electrical dynamics of  the 
heart is essential to fully characterize and understand cardiac 
functions [1], [2]. Most of  the attention has focused on the 
evaluation of  the biophysical properties of  the components 
of  the heart through the use of  conventional measurement 
approaches such as the ECG [3], [4]. The electrocardiogram 
(ECG) is usually used to obtain measurements for different 
cardiac parameters [5], [6]. It is usually used in a procedure 
that facilitates the recording of  the electrical activity of  the 
heart muscle during a specific time interval [7], [8]. In this 
procedure, several probes are placed in certain positions to 
define places in a bare chest [9], [10]. These probes generate 

electrical current as a result of  measuring the electrical activity 
of  each heartbeat on the surface of  the chest [11], [12].

An ECG is widely used in medicine to control small electrical 
changes in the skin of  a patient’s body that arise from the 
activities of  the human heart [13], [14]. This simple and 
non-invasive measure easily indicates a variety of  heart 
conditions [15], [16]. The medical industry builds dedicated 
device that helps with diagnosis [17], [18]. This device 
requires high-resolution oscilloscope to get the waveform 
on its screen [19], [20].

This approach tries to design an efficient ECG waveform 
classification based on the P-QRS-T wave recognition. This 
approach will be concentrated on recognizing the ECG 
waveform that related to heart functionality.

2. ECG SIGNAL

An ECG signal consists of  three main parts such as 
P-wave, QRS wave, and T-wave [21]. These waveforms are 
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corresponding to the electrical activities of  various parts 
of  the human heart [22]. During the analysis of  the ECG 
signal, the data includes the positions or magnitudes of  the 
QRS, PR, QT and ST intervals, PR and ST segments, and so 
on [23]. ECG waveform can be divided into the following 
parts (Fig. 1) [24]:
• The P-wave is a small deflection wave that represents 

atrial depolarization [25].
• The PR interval is the time between the first deflection 

of  the P-wave and the first deflection of  the QRS 
complex [26].

• The three waves of  the QRS complex represent 
ventricular depolarization [27].
• The small Q-waves correspond to depolarization of  

the interventricular septum.
• The R-wave reflects depolarization of  the main mass 

of  the ventricles.
• The S-wave signifies the final depolarization of  the 

ventricles
• The ST segment is the time between the end of  the 

QRS complex and the start of  the T-wave [28]. It 
reflects the period of  zero potential between ventricular 
depolarization and repolarization [29].

• The T-waves represent ventricular repolarization [30].
The normal ECG waveform contains many standard signals 
P, R, Q, and T waves [31], [32]. The amplitudes of  these 
signals are shown in Table 1 [33]. In addition, these waves 
have duration time as shown in Table 2 [34].

3. LITERATURE REVIEW

Many literatures are published related to the subject 
recognition of  ECG waveform. Below some of  these 
updated works:

AlMahamdy et al. described the ECG as an important 
tool for measuring health and disease detection. Due to 
many sources of  noise, this signal must be eliminated 
and presented in a clear waveform. The noise sources 
can be the interference of  the electric line, the external 
electromagnetic fields, the random corporal movements, 
or the breathing. This research implemented five common 
noise elimination methods and applied to real ECG signals 
contaminated by different noise levels. These algorithms 
are as follows: Discrete wavelet transformation (universal 
and local threshold), adaptive filters (LMS and RLS), and 
Savitzky–Golay filtering. Its noise elimination performance 
was implemented, compared, and analyzed using Matlab 
environment [35].

Yapici et al. (2015) proposed electrode by immersing a 
nylon fabric in a reduced graphene oxide solution, followed 
by a subsequent heat treatment to allow the conformal 
coating of  conductive graphene layers around the fabric. 
The application of  the electrode has been demonstrated by 
successful measurements of  the ECG. The performance of  
the textile-based electrodes was compared with conventional 
silver/silver chloride (Ag/AgCl) electrodes in terms of  
cutaneous electrode impedance, ECG signal quality, and noise 
levels. An excellent compliance and a 97% cross-correlation 
were obtained between the measured signals with the new 
graphene-coated textile electrodes and the conventional 
electrodes [36].

TABLE 1
Amplitude of waves of normal ECG

Wave type Amplitude
P-wave 0.25 mV
R-wave 1.6 mV
Q-wave 25% of R wave
T-wave 0.1–0.5 mV

ECG: Electrocardiogram

TABLE 2
Timing values of waves of ECG

Wave interval Amplitude
PR wave 0.12–0.2 s
QT wave 0.35–0.44 s
ST wave 0.05–0.15 s
P-wave 0.11 s

ECG: Electrocardiogram

Fig. 1. Electrocardiogram wave.
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Wang et al. designed an ECG noise elimination method 
based on adaptive Fourier decomposition (AFD). The AFD 
decomposes a signal according to its energy distribution, 
which makes this algorithm capable of  separating the pure 
ECG signal and noise with overlapping frequency ranges 
but different energy distributions. A stopping criterion for 
the iterative decomposition process in the AFD is calculated 
based on the estimated signal-to-noise ratio of  the noisy 
signal. The proposed AFD method is validated with the 
synthetic ECG signal using an ECG model, as well as the 
actual ECG signals from the MIT-BIH arrhythmia database 
with additive white Gaussian noise. Results of  the simulation 
of  the proposed method showed a better performance in 
QRS detection and noising compared to the main ECG 
schemes of  noise elimination based on the wavelet transform, 
transform the empirical mode of  Stockwell decomposition, 
and empirical decomposition mode [37].

Zou et al. (2017) performed a method to detect the entire 
QRS complex and eliminates noise between two QRS 
complexes while recovering the P and T waves. As verified 
in the simulated noise ECG signal tests, the QRSMR outputs 
with severely contaminated ECG signals have an increase in 
the correlation with its original cleaning signals from 40% 
to almost 80%, demonstrating the improved QRSMR noise 
elimination capability. In addition, in the tests of  the real 
ECG signals measured in volunteers with a flexible ECG 
control device developed at Fudan University, QRSMR is 
able to recover P and T waves from the contaminated signal, 
which shows its improved performance in the reduction of  
artifacts comparing with the adaptive filtering method and 
other methods based only on empirical decomposition [38].

Yu et al. introduced a method called peak-to-peak entropy, 
the entropy of  the R-R interval, correlation coefficient, 
and heart rate (PRCH) for automatic identification. This 
method defines four types of  characteristics, which include 
the amplitude, the instantaneous heart rate (HR), the 
morphology, and the average HR, to characterize a signal 
and determine certain decision parameters through automatic 
learning. Experiments and comparisons were given with the 
other three existing methods. Taking the F1 metric for the 
evaluation, it showed that the proposed PRCH method has 
the highest accuracy of  identification and generalization 
capacity [39].

Most of  the ECG waveform recognition methods are 
concentrated statistical measures. This approach will be 
concentrated on recognizing the ECG waveform through 
a correct measure of  the baseline detection that can be 

considered as cross detection approach compared with the 
amplitude of  ECG waveform.

4. IMPLEMENTED APPROACH

The methodology of  this research can be concentrated on 
the design and implementation of  the procedure steps to 
achieve the overall approach. The first step is preparing 
ECG data with different types to be ready for the system 
implementation. The implemented approach for ECG 
signal classification passed into four main steps as follows 
(Fig. 2): Preprocessing, baseline process, feature extraction, 
and diagnosis.

4.1. Preprocessing
This is an important step that covers the following: Selecting 
the ECG region of  interest, converting ECG image into 
grayscale, converting ECG image into binary image, noise 
reduction, and ECG thinning.
• ECG region of  interest, in which determine the 

rectangular with both vertical and horizontal directions 
to restrict ECG waveform.

• Converting ECG image into grayscale, in which 
converting the color ECG image into grayscale image 
in order to avoid the interference of  colors.

• Converting ECG image into binary image, in which 
converting ECG image into black and white (ECG 
waveform is black, and the background is white) 
depending on a certain threshold.

• Noise reduction, in which remove the unwanted noise 
as possible in order to achieve the real ECG waveform. 
This operation is implemented through a simple median 
filter.

• Thinning process, in which is implemented in order to 
eliminate the redundant unwanted data. This process 

Fig. 2. Implemented approach for electrocardiogram.
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is performed through convolution process of  ECG 
waveform image with the mask.

4.2. Baseline Process
The baseline voltage of  the ECG waveform is known as the 
isoelectric line. This process can be implemented through 
two steps as follows:
• Baseline detection, in which the baseline is detected 

depending on the horizontal line that contains more 
than the number of  black points in ECG image. Then, 
draw the baseline in another color in order to distinct it 
from ECG waveform.

• Baseline adjustment, in which baseline is modified and 
connect the waves. The baseline adjustment divide 
waveform image into blocks and compare each block 
with the baseline to make a decision for shift up or shift 
down or keep it on the baseline.

4.3. Feature Extraction
This process deals with the extraction of  features from 
ECG waveform. This step aims to find the smallest set of  
features that enable acceptable diagnosis rate to be achieved. 
Calculating the width and height of  each rectangular 
established on the baseline in order to match these values to 
ECG waveform that indicated the values of  PQRST.

Calculate ECG regular or irregular rhythm that indicated the 
HR by the help of  human expert.The regular rhythms can be 
quickly determined by counting the number of  large graph 
boxes between two R-waves that number is divided into 300 
to calculate beats per minute.

4.4. Diagnosis
This process depends directly on the human experts 
(doctors) whom have the knowledge in order to help the 
user to take a decision. The implemented diagnosis process 
depends on the expert knowledge collected from doctors 
to identify the disease according to the obtained ECG data. 
The implemented diagnosis process is performed through 
applying four steps as follows: ECG waveform as an 
input, factors observed from doctors expertise about ECG 
waveform characteristics, designed model comparing the 
received data, and the ECG database that contains the ECG 
waveform characteristics.

5. IMPLEMENTATION AND DISCUSSION

The implemented approach for ECG waveform classification 
passed into four main steps as follows: Preprocessing, 

baseline process, feature extraction, and diagnosis, in addition, 
each step divided into other substeps. This section will 
demonstrate the shape and effect of  each step on the ECG 
waveform. The implementation of  this approach is done by 
programming Matlab package version 2016.

Preprocessing step starts with ECG region of  interest, 
converting ECG image into grayscale, and converting ECG 
image into binary image; these are covered in Fig. 3.

In general, ECG waveform has different type of  noise, which 
may affect the shape of  the waveform. Median filter is applied 
in this case to eliminate the noise as possible this waveform 
is illustrated in Fig. 4.

ECG waveform may have some thickness according to the 
output device. The thinning process is performed through 
skeleton operation in which eliminates the redundant of  data 
as shown in Fig. 5.

The baseline voltage of  the ECG is the continuous part of  
the T-wave tracing and preceding to the next P-wave. This 
baseline level detection is required because ECG amplitude 
at different locations in the beat is measured relative to this 
level. The output of  this process is shown in Fig. 6.

Modify the baseline and connecting wave is performs by 
waving. This process divided the image into blocks and each 
block compares it with the baseline in order to generate the 
blocks as shown in Fig. 7.

Detecting the type of  wave begins by calculating the 
maximum peak height of  the waveform. The maximum top 
amplitude value referred to R-wave. Any detecting of  R-wave 
leading to calculate the Q-wave that placed before R-wave. 
This operation is illustrated in Fig. 8.

After detecting of  waveform, starts the drawing stage to 
create rectangle around each waveform in the image. This 
waveform is illustrated in Fig. 9.

The decision step start after ending all above steps, in this 
step, compares the obtained waveform with the stored ECG 
data. Fig. 10 indicated that the tested ECG waveform having 
sinus normal Rhythm.

Three types of  heart diseases are tested using this approach 
in order to evaluate the matching rate. Fig. 11 shown ECG 
signal having sinus tachycardia heart that was recognized 
correctly.
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Fig. 3. Electrocardiogram gray scale binary image.

Fig. 4. Electrocardiogram noise removal.

Fig. 5. Electrocardiogram thinning.

Fig. 6. Electrocardiogram baseline detection

Fig. 7. Electrocardiogram baseline adjustment.

Fig. 8. Electrocardiogram crossing detecting

Another test implemented for ECG waveform that having 
sinus bradycardia heart as shown in Fig. 12, and it was 
matched correctly.

Last test implemented for ECG waveform that having sinus 
arrhythmia heart as shown in Fig. 13, and it was matched 
correctly.
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6. CONCLUSIONS

ECG waveform gives very important information about 
heart diseases patients. Combing the ECG experts for both 
doctors and users expert in order to generate an efficient 
approach used for ECG waveform analysis and diagnosis. 
This research provides support for medical diagnosis based 
on the ECG information retrieved from the patients. In order 
to recognize the ECG waveform, it passed through many 
steps such as follows; Preprocessing, baseline process, feature 
extraction, and diagnosis. The obtained result indicated 
a good recognition for detection all parts of  P-QRS-T 
waveform. All the tested ECG waveform such as; sinus 

normal rhythm, sinus tachycardia, sinus bradycardia, and 
sinus arrhythmia are high accuracy matched. This approach 
can be applied in clinical center to help the ECG reader to 
take a correct decision. The main finding in this research is 
through applying a simple method of  baseline detection in 
which a comparison of  ECG waveform amplitude values 
can be achieved and measure correctly.
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1. INTRODUCTION

Digital communications play a fundamental role in everyday 
life. Technologies such as smartphones and broadband 
are modernizing the way we purchase commodities and 
services; the way we socialize, work, and also the way we 
are kept current in world events. Request for e-services 
and e-applications obviously will grow rapidly on networks. 
Moreover, the importance of  information and communication 
technology (ICT) system has extremely become crucial for 

governments to reduce routines, improve transparency, 
avoid corruption, systemize governmental processes, easy 
internal communications, and enhance productivity. For 
these reasons, most developed countries are extremely 
relying on increasing IT projects to provide better services 
for their citizens and to enhance collaboration between their 
directories [1]. As an example, according to the UK Digital 
Strategy 2017, to make sure everyone in the UK has access 
to fast, reliable broadband, the government has set out a 
vision for a superfast broadband network in the UK of  over 
24 Megabits per second, to reach 95% of  the population by 
2017 [2]. Governments are responsible to ensuring that their 
country has the right digital communications infrastructure 
that is high capacity, reliable, robust, secure, affordable, and 
fast. In developing countries like Kurdistan Region of  Iraq 
(Kurdistan Region Government [KRG]), significant efforts 
to expand the ICT infrastructure have been underway for 
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several years, and we intend for ICT to be useful to all 
sectors of  society such as education, health, the economy, 
and government [3,12].

However, the motivation of  this paper current state of  backbone 
network development in Kurdistan Region is in a disappointing 
situation. Many factors such as war, lack of  transparency and 
plan, lack of  ICT professional and consultancy in the power, 
ICT project failures, culture, lack of  electricity, and many others 
are the main causes for the current situation.

The broadband commission for sustainable development 
is evaluated digitization in different countries across the 
globe on September 2016. According to their list of  national 
broadband policies, a number of  countries with National 
Broadband Plans are 151 while a number of  countries, 
including KRG-Iraq, planning on introducing a national 
broadband plan are 7 and a number of  countries without 
national broadband plans are 38 [4].

On April 2017, we sent an invitation through email to the 
IT professionals, asking them to complete an internet-based 
survey which was asking “in Kurdistan Region, what are 
the top potential barriers to implementing national digital 
backbone infrastructure?” According to our survey which has 
been shown in Bar Chart 1, 81.8% of  respondents believe that 
poor government ICT strategies and action planning are the 
top barrier while 72.2% of  them condemn political visionary 
leadership. Moreover, corruption has been mentioned as the 
main cause by 55.6% of   respondents and underdeveloped 
governance structure by 50% of  them. Almost 36.4% of  
them said poor choices of  some of  the ICT consultancies 
and education and culture issues. The 40% of  others chose 
lack of  skilled and unskilled labor force option, and 34% 
claim that below standard of  performance by some of  
contracting companies. Finally, 33% replied that indifference 
and ignorance and selfishness of  some of  employees are the 
main cause. However, still, 39% selected lack of  adequate 
international support and contribution choice.

KRG as a developing country needs to establish a network 
infrastructure design that will be able to support all the 
governmental directorates. The research offers a complete look 
at the network design that would be implemented at all KRG 
locations. It requires that a network solution offers minimum 
latency, high availability, and maximum performance. Also, best 
technology uses in this solution to meet KRG requirements. 
Details are also presented to the Kurdistan Region, and we are 
confident that will meet and exceed the expectation of  Kurdistan 
Regional Government. To ensure that all design aspects are 

properly conveyed to the Kurdistan Region, it includes several 
detailed diagrams of  all locations (Sulaimany, Arbil, and Dhok) 
connecting with high-speed technology along with summaries 
of  the types of  technologies that will bring life to the network 
designs and also provide security management to protect 
sensitive network assets. Illustrated with diagrams will highlight 
the logical design and physical design.

Furthermore, since 2009, many governments started the 
process of  replacing local computers with cloud platforms. 
Many developed countries such as the USA, the UK, Japan, 
South Korea, and Germany have already leveraged cloud 
computing in the public field and realized budget reductions 
and carbon emission reductions for green IT implementation. 
Therefore, our government should eventually seek new and 
innovative solutions for the future IT service environment, 
to realize high-efficiency green government IT [1].

The remainder of  the paper is organized as follows: Section 2 
provides background information and identifies used tools 
and technologies. In section 3, we will introduce the security 
issues. In section 4, literature review, and in section 5, 
proposed design has been described. 6 focuses on using 
cloud computing in the government. Finally, conclusions 
are drawn in section 7.

2. BACKGROUND

In this section, we provide a brief  background information 
in section 2.1, reviews the relevant literature to explain the 
existing research in section 2.2, and the steps we have used 
to carry out this research in section 2.3.

2.1. Metro Ethernet
Metro Ethernet is a standardized service, defines clear 
services, and interfaces to allow vendor and service provider 
interoperability, scalability. It has five “9” availability through 
end-to-end service level protection against any failures in the 
underlying layers [2].

2.1.1. Quality of Service (QoS)
QoS is one of  the most important network characteristics 
to classify internet traffic for internet services to reduce the 
effect of  busy bandwidth. At QoS, internet traffic is classified 
as high, medium, and low, higher traffic can be send first, 
such as voice, which is sensitive to delay [3].

2.2. Multiprotocol Label Switching (MPLS)
MPLS is a way to interconnect geographically dispersed 
corporate sites over a private connection. This is accomplished 
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through the deployment of  MPLS/virtual private network 
(VPN) services such as MPLS IP-VPNs or virtual private 
local area networks (LAN) services. MPLS is a scalable, 
protocol-independent transport method. In which data 
packets are assigned a label, whose content determines how 
a packet is forwarded through the network without having 
to examine the packet itself.

In a regular IP network, when a data frame is received by a 
router, the router examines frame and pulls out the packet 
information and then checks 

the destination IP address. If  the destination address does 
not match any configured address on the receiving router, 
then a lookup is done in its routing table to determine if  
the packet is discarded or the direction in which to forward 
the data packet. Comparably, in an MPLS network, the 
forwarding of  data traffic is done a bit differently. When a 
data frame is received by a router, it can either be labeled or 
unlabeled depending on if  it was forwarded using a CEF or 
LFIB lookup [4], [5].

2.3. DMZ Screen Subnet
Often, it is not possible to block all traffics into your network. 
If  you host a public website or email server, you need to allow 
inbound connection on a limited basis. The DMZ is a semi-
private network that uses to host services that the public can 
access. Users have limited access from internet to systems in 
the DMZ to access these services [6].

2.4. Security Management
One of  the significant sectors so that KRG can permanently 
provide the best service to the region is security management. 
Security management can monitor network traffic to detect 
malicious attack, discover a network vulnerability, and prevent 
network from spoofing. Security management can guarantee 

to offer confidentiality to protect privacy, integrity that means 
the sender sends data and receiver gets the same data without 
change. KRG security management comprises a lot of  
tools and techniques those are encryption, physical security, 
perimeter security, stateful firewall, intrusion detection 
systems/intrusion prevention systems (IDS/IPS), security 
applications, access control, and VPN.

2.4.1. External and internal security
The critical missions of  a KRG network are security. Hence, 
it should be establishing strong security countermeasures and 
the best approach to provide better security by deploying a 
multiple approaches against external and internal threats.

External security, the first point is policy, procedures, and 
awareness. Policy is a set of  rules and principles which are 
written to govern all KRG areas to secure the assets. 

The second point to protect network from internal threats. 
Implement network access control (NAC) to add more 
security before any device connects to your network. Use least 
privilege policy to get users most restrict accesses to data. In 
addition, installing personal firewall and IDS software on all 
hosts. Applying security patches to network devices to ensure 
against new threads. Least privilege - user or process is given 
access only for what is required to perform their job duties [7].
• Usernames
• User ID
• Account number
• Personal identification number
• Radiofrequency identification badges and smart cards

IPSec provides the following network security services.
• Data confidentiality - The IPSec sender can encrypt 

packets before transmitting them across a network.
•	 Data integrity - The IPSec receiver can authenticate 

packets sent by the IPSec sender to ensure that the data 
have not been altered during transmission.

•	 Data origin authentication - The IPSec receiver can 
authenticate the source of  the IPSec packets sent. This 
service is dependent on the data integrity service.

•	 Antireplay - The IPSec receiver can detect and reject 
replayed packets. Cisco IPSec prevents routed traffic 
from being examined or tampered with while it travels 
across a network [8].

2.4.2. Encryption
Encryption is defined as a method for taking a message 
from plain text and transform into style so that unauthorized 
person cannot understand which is called a cipher form. 

Bar Chart. 1. Barriers to implementing national digital backbone 
infrastructure.
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Encryption is a key point to KRG which is required to encrypt 
every data before send it through the internet because without 
encryption KRG cannot gain data confidentiality. Encryption 
provided by a high-performance algorithm such as triple data 
encryption standard and advanced encryption standard [8].

2.4.3. Physical security
Physical security is a method to protect KRG resource from 
physical attacks such as intrude data center, building, account, and 
IT building…. KRG needs physical security implementations so 
that to prevent any violations and threats that damage network 
assets. There are a lot of  counter measurements that require to 
implement and to protect physical resource of  KRG network. 
The following physical designs deploy to prevent expected 
interception and intrude KRG assets [9].

2.4.4. Firewall
Firewall is a security system or device to prohibited 
unauthorized users to access private network. Firewall 
applies policy, which is based on rules to filter and inspect 
all traffics traversing across network. In addition, firewall can 
be hardware or software or comprises both of  them [10].

2.4.5. Intrusion detection/prevention systems
IDS/IPS: KRG network needs additional layer security, which 
is considered the best security solution that is IDS/IPS.

IDS/IPS is a process to analyze and monitor network 
inbound and outbound traffics to assure the sanity of  KRG 
network [11].

2.4.6. VPN
A VPN is an encrypted connection between private networks 
over a public network such as the internet. VPN uses virtual 
connections called VPN tunnels instead of  a dedicated 
layer 2 connection such as a leased line. VPN tunnels are 
routed through the internet from the private network 
of  the organization to the remote site or employee host. 
VPNs provide sufficient level of  information security using 
advanced encryption and authentication protocols which 
protect data from unauthorized access.

3. LITERATURE REVIEW

Many researchers have recently focused on the digital 
network infrastructure as a main challenge for developing 
countries. Al-hashimi et al. and Haider et al. mentioned 
in [14], [15] one of  the main problems in Iraq is lack of  
network infrastructure. Furthermore, Bahar et al. described 
useful information on the challenges and current status of  

the backbone infrastructure and internet in the KRG which 
provided by private companies from several countries, namely 
Iraq, Iran, Turkey, and the others such as Azerbaijan [17,18]. 
The focus of  [16] is to investigate the main challenges and 
obstacles facing e-services provision including lack of  well-
established network infrastructure and proposes a design 
solution that will help KRG to overcome some of  these 
challenges [5]. It aims to identify primarily causes of  several 
IT project’s failures including national backbone with KRG 
and comparative with several other IT projects success and 
failure within developed countries such as Turkey, UAE, 
and Estonia. The objective of  Adulsalam et al. [3] is the 
enhancement of  good governance by the deployment of  a 
modern and secure e-government broadband infrastructure. 
Aziz’s et al. paper introduces the design of  telemedicine 
project and discusses the possibility of  implementation for 
different system according to the available technologies and 
needs. In the Al-Samarrie’s et al. work, the design, analysis, 
and evaluation of  an optimum WiMAX proposed network 
are performed according to this E-government project 
requirements in the city of  Baghdad [13]. S. Shenker et al. 
proposed to set up a virtual health centers include websites, 
public health centers, medical clinics, and linking them with 
instruments and smartphones by providing information of  
physicians and medical services provided and citizen media 
deadlines as well as linked to social networking sites [20]. 
Seifedine and Hassan [19] mentioned the importance of  
using security such as IPSec and VPN to establish secure 
connection through shared networks. Specifically, the project 
should enhance coordination of  public service delivery across 
ministries, key agencies, and local governments. It will also 
strengthen existing government data centers and portals 
and improve access to e-services for state building such as 
automated administrative services including e-payroll, civil 
registration, e-health, e-procurement, e-customs, and revenue 
management.

4. DESIGN AND ANALYSIS

4.1. Design Description
The Kurdistan Region in Iraq is a very wide area in the 
north of  Iraq and can be divided into three main states, 
i.e., Dhok, Erbil, and Sulaymaniyah for connecting the 
main infrastructure equipment as illustrated in Fig. 1. Every 
location in KRGs states network required special attention 
because each location had different mission-critical as well 
as government priority needs that service needed to meet. 
The Dhok, Sulaymaniyah, and Arbil locations needed to have 
several high-speed links, with availability that guaranteed 
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99.99% or close to it redundancy and excellent network 
performance. In addition, Kurdistan Region, requirements 
centered  on security, reliability, availability, and performance. 
Hence, in our design, we have made it equally in all 
requirements for the whole region.

Fig. 1 can show that all the connections have been done 
with backup connections with high data rate performance 
type like the design represent that each region has been 
provided an internet connection with two different ISPs 
for more reliability. Moreover, suitable Telecommunication 
Companies are proposed that could deliver all the services 
required to meet the KRG goals. The infrastructure network 
design focused on high availability and reliability using dual 
ISP as redundancy. TeliaSonera Telecommunications and 
Cogent Company could select as the two ISPs that could 
offer the best service levels and technologies to meet KRGs 
wide area network (WAN) requirements. Furthermore, 
providing much higher performance and low latency through 
single-mode fiber optic cables directly connects to all cities. 
The technology that we have selected to interconnect all 
of  the KRGs core sites is MPLS, MPLS switching for high 
performance, low latency, and high availability issues as well 
using dual ISP as redundancy. The design also provides the 

network from single point of  failure and provides scalability 
since it can be easily added more service and devices. 
Another point, availability that is guaranteed 99.99–99.999% 
or close to it. Finally, for each city, there are two powerful 
routers, which provide network from a single point of  failure, 
if  one of  them does not work, the other one can take place 
another one.

4.2. Logical Diagram
The logical diagram in Fig. 2 illustrates the design that 
could be selected to implement at the Sulaimani location. It 
shows the redundancy strategy that we used for all network 
equipment and WAN links that connect to TeliaSonera ISP 
and Cogent ISP. Virtual VLANs for the Sulaimani locations 
are also depicted to show departmental segmentation at the 
location. Finally, security devices are shown to illustrate how 
the locations information will be secured. All locations are 
identified by name while the connection types are color coded 
and labeled in a legend within in the diagram.

The design uses dual ISP for both internet and MPLS as 
redundancy to provide low latency and high availability. There 
are two powerful routers which are directly connected to the 
server providers to bring services to the Sulaimani network. 
Furthermore, behind the router, some firewalls used for 

Fig. 1. Kurdistan Region Government infrastructure design.
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security purpose since this is a very critical area and all the 
traffic come through. Furthermore, fiber optic cable uses 
for connection which provides higher performance and 
lower latency.

The design in Fig. 2 also shows the logical layout in the details 
of  KRG Sulimaniyah location. VLANs are represented in this 
diagram to show how the different departments segmented in 
the network. The figure also shows the equipment, link types, 
and redundancy practices that are to be used for the location.

4.3. Internet Connectivity
To meet KRG internet requirements and to be sure no 
physical disconnect effect over the network connection, two 
internet service providers have been provided in the design 
to ensure the availability of  internet services in the event of  
a disaster. We felt that this design aspect was crucial purely 
because of  the financial nature of  KRG business, where 
network outages would result in lost revenue. The ISPs that 
we selected to handle KRG WAN network were Cogent 
Telecommunications and TeliaSonera Telecommunications 
as mentioned before in the logical design.

These two providers were selected because they offered a 
wide variety of  network services and link speeds that matched 

well. With our intended network design, and because both 
ISPs had service level agreements (SLAs), that guaranteed 
99.99% uptime for our internet services. The following are 
brief  descriptions of  the internet connections that were 
implemented at all KRG locations.

At KRG Sulaimani, each router was given a link to both 
Cogent and TeliaSonera ISP. The total links to the internet 
were 4, each of  which was a 10 Gbps Metro Ethernet link.

This setup ensured excellent link redundancy and fault 
tolerance in case of  a network failure. KRG core business 
being conducted at these locations.

4.4. Redundancy and Availability
The network infrastructure design for this location was set 
up to offer redundancy, security, and availability using dual 
ISP, redundant devices, and redundant links. In addition, 
metro Ethernet and MPLS technology can provide 99.99% 
and 99.999% availability, and redundant devices fiber optic 
links provide more availability.

Finally, SLA (service level agreements) automatically 
monitoring to keep the connection between ISP and KRG 
and can guarantee to afford best reachability and includes 

Fig. 2. Display logical diagram for the Sulaymaniyah city network infrastructure.
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guaranteed level of  network availability, network performance 
in terms of  round-trip time, and network response in terms 
of  latency, jitter, and packet loss.

4.5. Physical Diagram
The physical diagram shown in Fig. 3 that gives greater details 
on how KRG-Sulaimani location would be designed physically. 
The diagram highlights the redundancy implemented in 
the network so that maximum uptime is maintained. The 
security infrastructure is also shown in this diagram to give 
management an understanding of  where security is needed. 
The security devices include firewalls, IDS, and IPS devices. At 
the data center, we implemented redundant links and installed 
two load balancers to that network resource request could be 
handled properly without delay or issue. First, IPS devices 
installed between ISP and Sulaimani core routers to protect 
the network from very critical malicious attack. Then, two 
core routers which are connected to the server providers to 
bring services to the Sulaimani network as illustrated in Fig. 3.

As a next layer security, some firewalls used to provide 
more security to the network which they are laid between 
core routers and layer three switches. Finally, to add another 
layer of  security, IDS used to monitor all traffics come or 
out from the network.

5. EVALUATION AND DISCUSSION

Using MPLS over the old technology like ATM give a high 
quality of  work in different aspects such as integration, 
greater reliability, low cost, scalability, and traffic routing. 
The traffic routing is the one we are looking for because 
MPLS works by imposing labels on packets as they allow a 
customer’s network and enter the MPLS network. Rather than 
look up IP header data to direct packets, network elements 
simply read the MPLS label and whisk the packet on to the 
next hop in a predefined route.

Other benefits of  MPLS include greater reliability and 
predictability of  traffic inside the network and packets 
only go along the routes they have been conducted on the 
configuration. This is a marked difference from IP routing, 
where one packet’s path could be distinctly different from 
the following based on network conditions at the time. 
Furthermore, the most important is the design scalability 
it’s one of  the benefits of  MPLS is that it combines some 
of  the qualities of  physical “nailed up” circuits that were 
difficult and expensive to scale, with the cost-effective but 
relatively unpredictable nature of  pure IP routing, according 
to Errol Binda, senior marketing director of  Aviat Networks. 

Fig. 3. Display the physical diagram for the Sulimaniyah city network infrastructure.
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When it comes to the scalability of  larger or more complex 
networks, if  you have MPLS that allows you to do automatic 
configuration of  the network and setting up of  tunnels or 
label-switched paths. It is less resource-intensive physically 
to configure the circuits.

In summation, many different types of  traffic can be carried 
through MPLS routing without regard to what type of  traffic it is.

On the other hand, using a new WAN technology like the 
Software-defined- WAN (SD-WAN) that makes it potential 
to bond multiple WAN links, especially interim of  unified 
Security protocols for provide the network end-to-end 
encryption across the entire network. Every location will 
have the same security configuration. As well as, SD-WAN 
will allow me to change my bandwidth and CoS settings in 
an instant, but this technology is still in the revision version. 
Hence, MPLS effectively makes the best utilization of  
bandwidth and security right now.

Furthermore, it needs virtually no control in the thing that 
will be in the cloud. Significantly, SD-WAN vendors might 
advise you with keeping an MPLS connection. Previously, 
parallel of  the broadband connection to guarantees QoS to 
the ongoing movement in voice and video, there are some 
drawbacks to implement network infrastructure all of  them 
were mentioned in details in introduction section.

6. USING CLOUD COMPUTING WITHIN THE 
CONTEXT OF NORMAL GOVERNMENT OPERATIONS

Cloud computers are superior to locally run data centers 
for a variety of  reasons including cost, energy efficiency, 
availability, agility, security, and reliability [17].

More recently, the National Institute of  Standards and 
Technology distributed a meaning from claiming cloud 
registering as takes after: “Cloud registering may be a model 
for empowering ubiquitous, convenient, and on-demand 
system get on an imparted pool about configurable registering 
assets (e.g., networks, servers, storage, applications, and 
what’s more services) that might be provisioned. Moreover, 
Cloud registering may be fast granted access and use 
less management effort or less administration supplier 
cooperation” [4, 5].

The most important reason for introducing cloud computing 
to the public field is the reduction of  at-large IT-related 
costs, which can serve as the best method to respond 

actively to a dynamically changing environment. Careful 
analysis of  the investment benefits and opportunity costs 
is certainly necessary before transitioning from the existing 
legacy environment to cloud computing. In particular, the 
introduction of  cloud computing to public agencies requires 
intensive analysis and preparation based on public interest 
and security.

Once the validity of  introducing cloud computing technology 
has been established, systemized plan such as EA should be 
chosen and promoted (Fig. 4).

Layers of  cloud are infrastructure as a service (IaaS) that is 
developed on the virtualization technology, platform as a 
service (PaaS) that makes applications within the programing 
language, and software as a service (SaaS) applications that 
to be installed responsible by this layer. Cloud layers are 
distributed on Sulaimany, Arbil and Dhok cities for further 
network redundancy and service availability.

Every year in cloud computing, the number of  participants 
and enterprises growth rapidly to get services from cloud 
service provider. Amazon Web Services (AWS) and Google 
are two supreme multiservice cloud services, and they can 
provide variety of  networking services to their customers 
such as SaaS, IaaS, and PaaS. Hence, KRG can make an SLAs 
with AWS and Google cloud to get a variety of  services, for 
instance, cloud computing software and application on a 
SaaS basis, cloud computing platform on a PaaS basis and 
running server, storage application, networking nodes, and 
other hardware on an IaaS basis. Although, these service 
providers can deliver better security and maintenance for 
KRG via SLA contract agreement.

Fig. 4. Kurdistan Region Government Infrastructure Sulaimani HQ 
using cloud computing.
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7. CONCLUSION

Digital communications play fundamental role in everyday 
life. The current state of  backbone network development in 
Kurdistan Region is in a disappointing situation. These states 
are motivated according to our survey there are many potential 
barriers to implementing national digital backbone. The 
research offers a complete look at the secure network design 
that would be implemented at all KRG locations. Additionally, 
apply powerful network technologies such as MPLS and Metro 
Ethernet to meet KRG system requirements. Furthermore, 
the physical connection like fiber optic and 10 Giga Ethernet 
represented by topology type has a big effect to get the 
minimum latency <0.3 µs, high availability which is 99.99%, 
and maximum performance characteristics of  the designed 
solution have been evaluated and discussed. Finally, using 
cloud computing within the context of  normal government 
operations has been proposed for budget reductions and 
carbon emission reductions for green IT implementation. 
As well as, the cloud computing shows that can function as 
the best method to react actively to a dynamically changing 
environment through the network infrastructure.
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1. INTRODUCTION

Electronic and smart health-care systems have changed 
the way we receive care and have improved quality and 
reduced cost [1]. In electronic health-care systems, many 
stakeholders collaborate with the aim to provide the right 

care at the right time within the right cost. Achieving the 
aim is not without obstacles, and there are challenges 
many of  which are yet to be addressed by researchers 
and system developers. Virtual health-care systems 
where patients receive care without face-to-face meetings 
are increasingly becoming the norm due to advances 
in communication technologies. We have previously 
suggested the use of  virtual breeding environment (VBE) 
and virtual organization (VO) concepts for health care by 
Mahmud and Lu [2], and we have explained the benefits 
of  using such concepts in providing virtual health care. In 
section 3.1, we introduce VBE and VO concepts briefly. 
One of  the challenges of  any virtual collaboration system 
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is user verification and validation. To ensure the quality 
and integrity of  health-care services provided through 
such virtual systems as well as preventing information 
falsification and identity thefts, user verification and 
validation are essential. Validation is necessary to ensure 
that the right provider with the right attribute as specified 
by the requester is selected and verification is necessary to 
ensure that the information provided is correct.

In this paper, we propose a framework that uses blockchain 
technology to verify and validate health-care providers 
in VBE-based health-care systems. In general, speaking 
blockchain records and stores transaction in a package called 
“block” and blocks are linked together in a distributed system. 
Blockchain technology is gaining interest to be used in various 
fields due to its flexibility in modifying the basic concept to 
be applied in various forms. Currently, well-known companies 
such as IBM, the Tierion/Philips partnership (Netherlands), 
Brontech (Australia), GEM (U.S.), and Guardtime (Europe) 
are applying and adapting the technology for their own 
particular needs [3]. For further clarification, we briefly 
introduce the blockchain concept in section 3.2.

A recent study by Deloitte has found that health-care 
providers are planning to use blockchain technologies in 
a wide scale as the technology gaining momentum both 
theoretically and practically. Zyskind et al. [4] suggested that 
blockchain technology can be a solution to the user identity 
verification problem that current authentication systems 
have a password, and dual-factor verification and validation 
mechanisms have not been successfully. The framework can 
also be used for record verification and validation which falls 
within user verification and validation issue. Statistics point 
to big health-care record keeping security issues, for example, 
in 2015 there were 112 million health-care record hacks [5]. 
Medical records are sensitive, and any alteration to its 
content may result in serious consequences. To ensure record 
integrity, blockchain can act as a distributed database that is 
secure and safeguard medical records against tempering [4].

The proposed framework does not present the technical 
aspects of  implementing blockchain technology nor does 
it specify the blockchain mechanism to be used. As a first 
step, we have outlined the main information flow steps 
and have identified the required parties that should be 
members in a chain to verify and validate a health-care 
provider in VBE-based virtual health-care systems. We have 
also demonstrated the applicability of  the framework in 
a simple but non-trivial virtual health-care scenario. This 
paper contributes toward the use of  blockchain technology 

in health care in general and VBE-based health-care systems 
in specific for user verification and validation.

The rest of  this paper is organized as follows: Section 2 
provides some related research. In section 3, we provide brief  
background information about VBE, VO, and blockchain as 
well as outlining and explaining the proposed framework. 
We demonstrate the use of  the framework in section 4 and 
discuss the result in section 5. We finally conclude in section 6.

2. RELATED WORK

Blockchain concept was first introduced in 2008 [6], and later 
in 2009, the concept was implemented in creating the first 
cryptocurrency (Bitcoin) [7]. The technology is considered 
for use in health care and is already in use to provide a 
number of  health-care services, for example, a system 
called “Prescrypt” is developed by Deloitte Netherlands 
in partnership with SNS Bank and Radboud3. The system 
enables patients to have full control over their data including 
allowing or revoking providers to access their data [8]. Some 
companies use blockchain in health care, for example, Gem 
(in collaboration with Philips Healthcare Blockchain Lab), 
PokitDok, Healthcoin, Hashed Health, and many others [9]. 
Other researchers have considered the use of  blockchain 
technology for patient identification which allows a single 
person identification [10], and the use of  blockchain in 
health care is considered by Alhadhrami et al. [1] for sharing 
health records between all relevant health-care stakeholders 
safely. As for data verification and validation in health care, 
the technology is used in various implemented and proposed 
systems, for example, the technology is used in developing 
a decentralized patient record database where data can be 
shared among many different parties with no concern for the 
integrity of  the data [8]-[11]. Health bank (www.healthbank.
coo) which is a Swiss company is planning to use blockchain 
to give full control of  data usage to users through the use 
of  the blockchain technology for transaction verification 
and validation. In a virtual healthcare setting the reputation 
of  a care provider in terms of  academic achievements and 
practical experience is one of  the key selection attribute to 
provide a particular care. This is because care providers with 
high reputation presumed to provide better quality of  care 
however the challenge here is how to verify and validate 
a reputation claim made by a care provider. Blockchain 
technology is proposed as a possible verification and 
validation technology for health-care provider reputations, 
for example, the authors of  Sharples and Domingue [12] 
propose to use the technology in a system that can verify 
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and validate educational records of  health-care providers. 
The authors of  Carboni [13] have developed a reputation 
model based on blockchain where customers can provide 
feedback after receiving a service from a provider and 
calculate the providers reputation based on feedbacks they 
receive. Gem Health Network launched by Gem a US startup 
uses blockchain technology to provide an infrastructure 
for health-care specialists to share information [14]. The 
technology is researched for fighting drug counterfeiting by 
Hyperledger in collaboration with Accenture, Cisco, Intel, 
IBM, Block Stream, and Bloomberg [15].

The technology is also considered and used in other fields, 
for example, it has been used in financial services such 
as online payment [16] and has been considered in other 
services such as smart contracts [17] and public services [18]. 
The Dutch Ministry of  Agriculture is currently running a 
project called Blockchain for Agrifood that aims to explore 
the potential of  blockchain technology in agriculture [19]. 
Blockchain is also used by the social enterprise “Provenance” 
(www.provenance.org) in the UK to record and validate 
certificates in agriculture supply chains. The technology is 
also used in music industry, for example, Startups such as Ujo 
or Peertraks propose to use the technology to manage music 
rights [20]. Our prosed use of  the technology differs from 
all the above researches as we are the first (to the best of  
our knowledge) to suggest the use of  blockchain technology 
for health-care provider verification and validation in 
VBE-based health-care systems.

3. BACKGROUND AND FRAMEWORK DEFINITION

In this section, we briefly introduce VBE, VO, and blockchain 
technology and we also define the proposed framework and 
explain its main steps.

3.1. VBE and VO
Internet and telecommunication technologies have paved 
the way for a new type of  collaboration known as “virtual 
collaboration [21], [22]. The fact that virtual collaboration 
occurs between unknown participants has given rise to the 
challenge of  collaboration management and regulation 
in a virtual world. To address the challenge, researchers 
have proposed VBE and VO [23], [24]. The concepts are 
researched for collaboration management and regulation 
in education, e-commerce, and teleworking [25], [26]. The 
framework proposed in this paper is specific to health-care 
services provided through systems which are developed 
based on VBE and VO. VO is a short-lived temporarily 

consortium where a number of  parties collaborating and 
working together to provide a particular service. VO is 
described as “A loosely bound consortium of  organizations 
that together address a specific demand that none of  them 
can (at the given time) address alone and once the demand 
has been satisfied the VO might disband” [27]. VBE, on 
the other hand, is a permanent consortium of  parties that 
provide the environment and support for VO creation and 
management. Participants in both VBE and VO can be 
human or machines or both, but they all have to collaborate 
through communication technologies [28].

3.2. Blockchain
Blockchain concept was developed from Bitcoin paper 
published by Nakamoto in 2008. It is a peer-to-peer network 
where all participants (peers) serve as a node and all nodes 
hold the same information (hash value in this case).

Blockchain uses cryptographic techniques to record 
transactions between peers in a peer-to-peer network and 
store the transaction in a digital ledger as a block. Blocks 
are linked together for validation and verification purposes. 
Each block is comprised of  three main parts which are block 
headers, a hash value of  the previous transaction, and Merkle 
root as illustrated in Fig. 1.

Each block contains a unique hash value that is the transaction 
recorded and distributed to all nodes in the chain after its 
creation and all have to agree before a change in the block can 
happen. The uniqueness of  a hash value comes from the fact 
that any combination of  data produces a unique hash value 
and this value changes if  there is any alteration to the data; this 
mechanism ensures data validity. The use of  cryptographic 
techniques in blockchain enhances the security of  the data 
within a transaction which is an essential requirement of  
any health-care system. Blockchain uses the public key 
cryptographic technique to encrypt transactions, and it is 
visible to all participants in a blockchain; however, to decrypt 

Fig. 1. Blocks linked in a chain.
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a transaction, a participant must have a private key which is 
not publically available [29]. In general, there are two types of  
blockchain which care for permissionless and permissioned 
blockchain. In a permissioned type of  blockchain, a central 
authority controls all requests for change to transaction 
records or any other modification and the requester will have 
to go through access controls such as identity verification to 
access transactions [30]. On the other hand in permissionless 
blockchain, there is no central authority and requests can be 
made freely to change transaction records. Examining which 
type of  blockchain is most suited for health-care virtual 
collaboration is beyond the scope of  this paper as we only 
outline a framework without going into technical details; 
however, we think that it is an interesting topic to research. 
Fig. 2 illustrates the two types of  blockchain.

3.3. Framework Definition
Here, we outline the proposed framework and provide more 
insights to each of  the framework steps. Our proposed 
framework is conceptual rather than structural, and the 
purpose is to provide VBE-based health-care system 
developers with a step-by-step guide as to how to verify 
and validate health-care service providers and records using 
blockchain technology. For the framework to work, the 
following requirements should be fulfilled:
1. A virtual health-care system must use VBE and VO 

concept as a base for collaboration and organization of  
care provision which means that there must be a virtual 
environment where patients can send requests to and 
the environment creates a VO for the service requested 
after all requirements are fulfilled.

2. Service providers are recruited either within the VBE or 
from a global pool of  virtual health-care providers after 
their credentials are verified and validated.

3. A blockchain is created between a number of  VBEs, 
academic institutes, and health institutes where 
credentials of  care providers are shared in blocks 
between all participants. Each blockchain participant 
has a job to do as follows:
a. VBEs: It provides information about health-care 

providers that have provided care within their 
environments for reputation verification and 

validation purposes. VBEs can also take part in 
health record verification and validation through 
sharing their records in the created blockchain.

b. Academic institutes: It provides information about 
the qualification that health-care providers claim to 
possess for credential verification and validation.

c. Health institutes: These provide information about 
the practices and experiences of  health-care providers 
in real life situation and verify and validate the level of  
expertise and experience that providers claim to possess.

After all the above requirements are fulfilled, we suggest an 
eight-step framework which is illustrated in Fig. 3 to verify 
and validate providers and records as follows:
1. A health-care service request is triggered: This step serves 

as the trigger for the whole validation and verification 
process. In this step, a patient sends a request to a VBE 
for a virtual health-care service; for example, a patient 
would like to consult a doctor about a pain that he/she 
has developed in the neck after a minor car accident. 
The request can also be for a change of  record that is 
held by a particular VBE, for example, a patient would 
like to make changes to the address registered in his/her 
record.

2. A health-care service accepted: VBEs cannot provide all 
types of  care since health-care services are many and can 
change on a case bases; therefore, the VBE would have 
to check the details of  the request to see if  the requested 
service falls within their scope of  work. If  the request 
passes the check, then it is the job of  the VBE to find 
the right health-care service provider after which a VO is 
created to provide the care. To do so, the VBE searches 
within its resources for the right service provider if  not 
found the VBE would have to search the global pool for 
the right care provider.

3. After a provider is found, contacted, and accepted to 
offer the service, the VBE would have to verify and 
validate the credentials of  the provider before final 
go-ahead for the service provision and VO creation. If  
the request is for changes in records held by the VBE, 
the credentials of  the requester should be verified and 
validated before the change can be made.

4. VBE share the credentials: After step 3, the VBE would 
now have to share the record or the provider details 
with other participants using blockchain technology for 
verification and validation.

5. Blockchain-based verification and validation: When 
the information is shared, now each node in the chain 
would compare the information provided with the 
record held in blocks within their system for verification 

Fig. 2. Types of blockchain.
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and validation. The comparing process is done using 
consensus algorithms such as proof  of  work. In 
section 3.2 we have explained that blockchain is a 
peer-to-peer network and each peer in the network is 
a node that holds copies of  transactions made in the 
network. When a new block is created, it is distributed 
to all nodes. The nodes will have the responsibility to 
validate the content of  the block through comparing 
it with the block that is already held by the node .In 
blockchain an exact copy of  a transaction (block) is 
held by all nodes in the chain, when a block is changed 
the request for change has to be broadcastand all nodes 
would have to approve the change to the block before 
a new block with the requested change is added to the 
network. In this case, if  a service provider has provided 
false information, or if  a record content is altered, it 
would be detected and rejected easily. This method of  
validation and verification is more robust than the in-
system verification and validation since a record held 
in a system database can be hacked or altered, whereas 
in blockchain, it is impossible to alter data without all 

participant approval.
6. New block validation and creation: Sometimes, a 

request is send by a VBE where its content is new, 
for example, a care provider qualification needs to be 
verified and validated. In this case, the request would 
have to be compared with the records held by an 
academic institution, and once verified and validated, a 
new block would be created and added to the network. 
The step six is there for two purposes, the first is that 
participants would work as a peer in the network to 
provide verification and validation for blocks already 
created, and the second is to create new blocks and add 
it to the network as requests for information verification 
and validation comes into the network.

7. Request result: Once the result of  the request is complete, 
it is sent back to the VBE, if  the result is positive, the 
VBE would take steps to create a VO for the service 
otherwise new service provider has to be found, and 
the steps 2–7 have to be repeated or the whole process 
is stopped and the requester is informed of  the reason.

8. VO creation: A VO is a short-lived entity created 

Fig. 3. The proposed framework.
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to provide a specific service, and once the goal is 
achieved, the VO is dismantled and the service ends. 
If  the result of  step 7 is positive, then a VO is created 
where both service requesters and service providers 
can communicate and collaborate. The process of  VO 
creation mechanism is beyond the scope of  this paper 
as we are currently researching on actively.

4. CASE STUDY

One of  the requirements of  a service requested is that the 
service has to be feasible virtually, i.e. the service requested 
has to be achievable through an online system. Health-
care services are complex with some requiring face-to-face 
meetings between care requesters and providers, and others 
can be achieved in a virtual system. One of  the most common 
virtual heath-care service requests is for consultation. This 
where a patient would like to receive guidance about a 
particular medical needs or addresses a concern he/she may 
have. To show simply and effectively the contribution of  the 
framework in verifying and validating care providers and 
records, we consider the scenario below:

Mr. Adam has recently been involved in a car accident and 
has developed a neck pain after the accident. Despite visiting 
a hospital a couple of  times, the pain is still present and he 
would like to consult with a bone specialist that was not 
available in his local hospital. A VBE called “Virtual Hospital 
System” is introduced to him by a friend, and now he would 
like to contact the VBE for a service. He fills in the virtual 
care request form for a consultation service with a bone 
specialist. He specifies in his request that the bone specialist 
should have a good reputation and minimum 5 years of  
care provision experience. The specialist should be an EU 
graduate and speak very good English. It is now the job of  
the VBE to find the right specialist for Mr. Adam. To ensure 
the right specialist if  put into contact with Mr. Adam in a 
VO, the VBE uses the proposed framework and take the 
following steps:
1. The VBE searches though its database for a specialist 

that fulfills the requirements, but we assume that it fails 
to find one. The VBE then broadcasts the request and 
search for the right specialist in the global pool of  care 
providers.

2. In the search process, the details of  a specialist who lives 
in different countries than that of  Mr. Adam match the 
requirements specified in the request form. The VBE 
contacts the specialist and offers to recruit him to provide 
the service and he accepts. In his profile, he claims that 

he is a UK-based university qualified with 7 years of  
experience in a German-based hospital. However, since 
the specialist is unknown to the VBE, the claims have to 
be verified and validated before the final go ahead.

3. The VBE create a block using the information provided 
by the specialist and broadcast it for verification 
and validation in the created blockchain. Now using 
blockchain mechanisms, the claims can easily be verified 
and validated by comparing the information in the block 
with those held by the network participants.

4. The result is sent back to the VBE and if  positive put 
both Mr. Adam and the specialist into contact by creating 
a VO for them, and otherwise, the VBE withdraws the 
recruitment offer made to the specialist and search for 
another one or terminate the process.

The above scenario can simply demonstrate the applicability 
and the contribution of  the framework in a clear manner; 
however, it must be said that the framework is conceptual and 
yet to be implemented for a real test which is something we 
still working on alongside other concepts to create the first 
VBE-based health-care system. The purpose of  this paper is 
to share the principal concept and build on it in later works.

5. DISCUSSION

Ever since the Alma-Ata world leaders meeting that declared 
health care as a fundamental human right, many efforts and 
investments have been channeled through different health-
care systems around the world to ensure the delivery of  
this right. However, the main goal which was every human 
is entitle to receive quality care which is yet to be realized 
and this led to the World Health Organization to call for 
universal health-care coverage [31]. It is a known fact that 
most health-care systems are failing care receivers due to 
lack of  stakeholder data safety, unacceptable quality of  care, 
and limited care availability which all point to the need for 
change in health care. In the search for new ways to provide 
health care blockchain technology is seen by many researchers 
as a revolution with the potential to change the way heath 
care is provided currently [32], [33]. In this paper, we have 
outlined a framework that uses blockchain to address one of  
the most known issues in health care that can be provided 
virtually which is user verification and validation. Despite 
the invention of  many techniques such as username and 
password authentication to ensure the identity and validity 
of  the claims that are made by virtual care providers and 
verify their suitability to provide a requested care, the issue 
remains at large. The proposed framework is developed to 
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contribute to the ongoing work to address the issue. The 
framework is simple and feasible as all technologies required 
to apply the framework are available. However, the framework 
is conceptual and required to be implemented and tested to 
show its full potential in contributing to the issue of  data 
verification and validation in virtual health-care systems. 
The main contribution of  this paper is the consideration 
of  using blockchain in VBE-based health-care systems for 
service provider and records verification and validation as a 
concept, and the aim is to pave the way for further research 
and provide a basic validation and verification guide to system 
developers. As we have presented in this paper, blockchain 
technology is being considered for use in health care to 
address various issues in the field. However, despite the 
apparent theoretical applications of  blockchain technologies 
in health care, the technology is yet to be applied fully due to 
its infancy and lack of  technical implementation knowledge. 
One of  the downsides of  blockchain technology is the fact 
that operation costs are difficult to estimate as the computing 
power required to run it changes continuously as the number 
of  hot nodes changes in the chain [5]. However, Blockchain 
technology has the potential to be used in health-care areas 
such as medicine authenticity identification and patient record 
sharing. Swan [8] identified a number of  opportunities that 
blockchain technology can provide in health care such as:
1. Removal of  third party between health-care providers 

and receivers as well as various health-care providers
2. Minimizing transaction costs as all transactions are 

transparent, direct, and happen real time
3. Ensuring the data shared between healthcare stakeholders 

is the last updated version as changes to stakeholder 
records are made real-time and updates are distributed 
to all nodes in the chain.

4. Creating one single and secure patient record access 
mechanism

6. CONCLUSION

Health-care provision is changing as different techniques are 
proposed to make health care more available and accessible 
with better quality and less cost. One of  the techniques 
that are becoming familiar is receiving care through online 
without face-to-face meetings which is known as e-health or 
virtual health care. The technique has a number of  challenges 
which are yet to be addressed fully, and one of  which is 
record and service provider verification and validation. 
In this paper, we have outlined an eight-step framework 
that uses blockchain to address the issue in VBE-based 
health-care systems. The framework is conceptual and 

yet to be implemented, but we have demonstrated its 
applicability through applying it to a simple scenario that 
results in verifying and validating a care provider. This paper 
contributes toward tackling the challenge of  verifying and 
validating users and records in health care and considers the 
use of  blockchain for the first time in VBE-based health-
care systems. We plan to research further the possibility of  
implementing and testing the framework to uncover its full 
potential for virtual health-care systems.
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1. INTRODUCTION

This paper presents a rule-based machine translation (RBMT) 
system for the Kurdish language. The goals of  this paper are 
two-fold: First, we build MT system using a free/open-source 
platform (Apertium). Second, we evaluate the translation of  
proposed system with “inkurdish” translation for the same 
set of  data through manual evaluation method.

The Kurdish language belongs to the group of  Indo-
European languages. The Kurdish dialects are divided, 
according to the linguistic and geographical facts, into 
four main dialects. They are the North Kurmanji, Middle 
Kurmanji, South Kurmanji, and Gurani [1]. Kurdish is 
written using four different scripts, which are modified 

Persian/Arabic, Latin, Yekgirtu (unified), and Cyrillic. Latin 
script uses a single character while Persian/Arabic and 
Yekgirtu in a few cases use two characters for one letter. 
The Persian/Arabic script is even more complex with its 
RTL and concatenated writing style [2].

MT, perhaps the earliest NLP application, is the translation 
of  text units from one natural language to another using 
computers [3]. Achieving error-free translation is a difficult 
task, instead an improvement in completely automatic, high 
quality, and general-purpose translations is required. The 
better MT evaluation metrics will be surely helpful to the 
development of  better MT systems [4]. The MT evaluation 
has both automatic and manual (human) evaluation methods; 
the human evaluation criteria include the fluency, adequacy, 
intelligibility, fidelity, informativeness, task-oriented measures, 
and post-editing. The automatic evaluation method criteria 
include precision, recall, F-measure, edit distance, word order, 
part of  speech tag, sentence structures, phrase types, named 
entity, synonyms, paraphrase, semantic roles, and language 
models. For this work, manual evaluation method has been 
used to evaluate the accuracy of  both the systems.
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We have used a platform called Apertium; Apertuim 
defines itself  as a free/open-source MT platform, initially 
aimed at related-language pairs but expanded to deal with 
more divergent language pairs and provide a language-
independent MT engine and tools to manage the linguistic 
data [5].

Apertium originated as one of  the MT engines in the project 
OpenTrad, which was funded by the Spanish government 
and developed by the Transducens research group at the 
Universitat d’ Alacanat. At present, Apertium has released 
40 stable language pairs. Being an open-source project, 
Apertium provides tools for potential developers to build 
their own language pair and contribute to the project. 
Although Translators without Borders (TWB) claimed 
that they have developed offline MT engines for Sorani 
and Kurmanji, specifically for translating content for 
refugees using apertium, their work had not been published 
academically. Although Apertium was founded initially to 
provide an English/Catalan converter, it can also be used 
to right to left languages with more efforts specifically in 
creating transfer rules.

The rest of  this paper is organized in the following way: Next, 
we present MT survey in Section 2. We describe methodology 
in Section 3. We then show and explain the results in Section 
4, followed by the conclusion in the last section.

2. MT SURVEY

2.1. General MT Survey
A very early MT system returned to 1950s [6]. The 
development of  computer with high storage and performance 
in one side and availability of  bilingual and multilingual 
corpora in other side led to gain rapid MT development 
since the 1990s [7]. In 1993, IBM Watson research group did 
many important achievements in MT areas such as designing 
five statistical MT models and the techniques to estimate the 
model parameters using bilingual corpora [8]. In 2003, Franz 
Josef  presented minimum error rate training for statistical MT 
systems [9] and Koehn et al. proposed statistical RBMT model 
[10]; in 2005, Koehn and Monz presented a shared task of  
building statistical MT systems for four European languages 
[11], and David Chiang proposed a hierarchical phrase-based 
SMT model that is learned from a bitext without syntactic 
information [12]; Menezes et al. used global reordering and 
dependency tree to build English-to-Spanish statistical MT 
in 2006 [13]. In 2007, Koehn et al. did a great achievement 
which was developing Moses, an open-source SMT software 

toolkit [14]; at the same time, in the sake of  improving word 
alignment and language model quality among different 
languages, Hwang et al. team utilized the shallow linguistic 
knowledge [15]; Sa´nchez-Mart´inez and Forcada described 
an unsupervised method for the automatic inference of  
structural transfer rules for a shallow-transfer MT system in 
2009 [16]. In 2011, Khalilov and Fonollosa designed a new 
syntax-based reordering technique to determine the problem 
of  word ordering [17].

Deep learning fast development played a great roles in MT 
research evolving from conventional models to example-
based models by Nirenburg in 1989 [18], statistical models 
by Carl and Way in 2003 [19], hybrid models by Koehn and 
Knight in 2009 [20], and recent years’ Neural models by 
Bahdanau et al. in 2014 [21].

Neural MT (NMT) is a recently hot topic that leads the 
automatic translation to be worked in a very different 
direction with the traditional phrase-based SMT methods. In 
traditional model, the different MT components are training 
separately, while the NMT components are training jointly by 
utilizing artificial neural network to increase the translation 
performance through two step recurrent neural network of  
encoder and decoder [21]-[23].

2.2. Kurdish MT Survey
Unfortunately, few efforts have been done for Kurdish 
MT yet. In 2011, Safeen Ghafour proposed a project called 
Speeculate; Speekulate can be considered as a theoretical 
research, a multiuse translator [24]. In 2013, the first English 
to Kurdish (sorani) MT system has been released under the 
name “inkurdish” for translating English text to Kurdish 
language [25]. In 2016, Google translate has added support 
for 13 new languages including Kurdish (Kurmanji dialect) 
language, bringing the total number of  supported tongues 
to 10 [26]. TWB has developed offline MT engines for 
Sorani and Kurmanji, specifically for translating content 
for refugees [27]; in 2017, Kanaan and Fatima have 
evaluated “inkurdish” MT system using different automatic 
evaluation metrics in the sake of  touching the weaknesses of  
“inkurdish” MT system [28]; Hassani suggested a method 
for MT among two Kurdish dialects (Kurmanji and Sorani) 
using bidialectal dictionaries, and his result showed that 
the translated texts are in 71% and 79% of  cases rated 
as understandable for Kurmanji and Sorani, respectively. 
They are rated as slightly understandable in 29% of  cases 
for Kurmanji and 21% for Sorani [2].
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3. METHODOLOGY

The nature of  language and availability of  resources play 
important roles in selecting MT approach. Fig. 1 describes the 
four different categories of  machine translation approaches.

3.1. Direct Translation
Direct translation involves a word-by-word translation 
approach. No intermediate representation is produced.

3.2. Rule-based Translation
RBMT systems parse the source text and produce an 
intermediate representation. The target language text is 
generated from the intermediate representation.

3.3. Corpus-based Translation
The advantages of  this approach are that they are fully 
automatic and require less human labor. However, they require 
sentence-aligned parallel text for each language pair and cannot 
be used for language pairs, for which such corpora do not exist.

3.4. Knowledge-based Translation
This kind of  system is concerted around “Concept” lexicon 
representation a domain.

Rule-based approach has been chosen for this proposed 
system; reasons to choose a rule-based instead of  a statistic 

system depend on the unavailability of  sufficiently large 
corpora [29]; we use a RBMT which is suitable for languages, 
for which there are very little data [27]; despite being spoken 
by about 30 million people in different countries, Kurdish 
is among less-resourced languages [2]. Hence, RBMT is a 
suitable choice for Kurdish MT. RBMT models transform the 
input structure to produce a representation which matches 
the target language rules, and it has three components (Fig. 2): 
Analysis, to produce the structure of  source language; 
transfer, to transfer the representation of  source language 
to representation of  a target language; and generation, using 
target level structure to generate target language text.

After completing the prototype of  the system, 500 different 
random data sets (simple sentence, complex sentence, 
proverbs, idioms, and phrases) have been given to both 
systems. Then, the output of  both systems has been given to 
an annotator (English specialist - Kurdish native), to evaluate 
the results through manual evaluation method. The aim of  
the evaluation is to determine the translation accuracy for 
both systems in both meaning and grammar correctness. 
The evaluation has been designed into 5 categories, from 
score 5–1: Highly accurate, the translation is very near to the 
reference, it conveys the content of  the input sentence, and 
no post editing is required; accurate, the translation conveys 
the content of  the input sentence, and little post-editing 

Fig. 1. Machine translation approaches [1].

Fig. 2. Rule-based (transfer-based) machine translation diagram [2].
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is required; fairly accurate, while the translation generally 
conveys the meaning of  the input sentence, it suffers from 
word order problems or tense or un-translated words; poorly 
accurate, while the translation somehow conveys the meaning 
of  the input sentence, it does not convey the input sentence 
content accurately; and completely inaccurate, the content of  
the input sentence is not conveyed at all by the translation, 
and it just give the translation of  the words individually.

4. PROPOSED SYSTEM CONFIGURATION

Our system basically works on dictionaries and transfer rules, 
and at a basic level, we maintain three main dictionaries:
1. Kurdish morphological dictionary: This file describes the 

rules of  how words in Kurdish language are inflected, 
and its named: Apertium-kur.kur.dix

2. English morphological dictionary: This file describes the 
rules of  how words in English language are inflected, 
and its named: Apertium-eng.eng.dix

3. Bilingual Dictionary: This file describes correspondences 
between words and symbols in Kurdish and English 
languages, and its named: Apertium-kur-eng.kur-eng.dix.

We maintain files for transfer rules in the two languages. 
The rules govern the words reordering in target language, 
the file is:
• English to Kurdish language transfer rules: This file contains 

rules govern how English will be changed into Kurdish 
language, its named: Apertium-eng-kur.kur-eng.t1x.

In spite of  the possibility of  translating Kurdish to English 
texts, we just present English to Kurdish translation in this 
work.

4.1. Terms Used in the System
Before creating the dictionaries and rules, some related terms 
would be explained briefly. The first term is lemma: Lemma 
is the form of  word which is stripped of  any grammatical 
information, for example book is the lemma of  (booked, 
booking, etc.,) and be is the lemma of  was. The second term 
is symbol: A grammatical label for example singular and plural 
names, first person and present indicative, etc. Tags are used 
for symbols, <n> for noun, <pl> for plural, etc. paradigm 
is the another related term which refers to inflection of  a 
particular group of  words, for example happy, happ (y, ier, 
iest), instead of  storing a lot of  the same thing, We can simply 
store one, and then we say the second inflects like the first, 
for example “shy, inflects like happy”. Paradigms are defined 
in <pardef> tags, and used in <par> tags.

4.2. Basic Tags in Kurdish and English Dictionaries
<Dictionary><dictionary/> tag is the start and end 
point which contains the other all tags within xml file. 
<Alphabet><alphabet/> tag defines the set of  letters that 
will be used in the dictionary.

<alphabet>ABCDEFGHIJKLMNOPQRSTUVWXY
Zabcdefghijklmnopqrstuvwxyz<alphabet/> for English 
dictionary.

< a l p h a b e t > ئ ـ ا  ب  پ  ت  ج  چ  ح  خ  د   ر
 </alphabet>ێ ی وو ۆ و ە ـه ن م ڵ ل گ ک ق ڤ ف غ ع ش س ژ ز ڕ
for Kurdish dictionary.

Symbol definitions: The symbols name can be written out in 
full or in abbreviate, for example, noun (n) in singular (sg) 
and plural (pl) (Fig. 3).

Then, we define a section <section><section/> for the 
paradigms <pardefs><pardefs/> (Fig. 4).

This is the basic skeleton for the morphological dictionaries, 
then the words will be entered through the entries, 
<e><p><l/><r><s n=”n”/><s n=”sg”/></r></

Fig. 3. Tags used for symbols.

Fig. 4. Skeleton for morphological dictionary.
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p></e>, here e for entry, p for pair, l for left, and r for right. 
Compiling entries left to right lead to produce analyses from 
words and from right to left leads to produces words from 
analyses. The final step is compiling and run the dictionary. 
Both English (apertium-eng.eng.dix) and Kurdish (apertium-
kur.kur.dix) morphological dictionaries would be created in 
the same manner.

4.3. Bilingual Dictionary
This describes mappings between words, the basic skeleton 
is the same as monolingual dictionary, but we need to add 
an entry to translate between the two words:

<e><p><l>university<s n=”n”/><l/><r> ۆکناز <s 
n=”n”/></r></p></e>. We compile the bilingual 
dictionary left to right to produce the Kurdish→ English 
dictionary and right to left to produce the English → 
Kurdish dictionary.

4.4. Transfer Rules
It contains rules to govern how English will be changed into 
Kurdish language, and the basic skeleton of  the transfer rules 
is shown here (Fig. 5).

<rule> tag defines a rule. <pattern> tag means: “Apply this 
rule, if  this pattern is found” (Here the pattern consists of  
a single noun defined by the category item nom). Patterns 
are matched in a longest-match first. The pattern matched 
and rule executed would be the first one. For each pattern, 
there is an associated action, which produces an associated 
output, out. The output is a lexical unit (lu).The <clip> tag 
allows a user to select and manipulate attributes and parts of  
the source language (side=”sl”) or target language (side=”tl”) 
lexical item. Transfer rules file need to be compiled and tested.

5. RESULTS AND DISCUSSIONS

After completing the prototype of  the proposed system, it 
would be tested against different sets of  data; first, we test it 
against individual words, and then simple sentence, complex 
sentences, phrases, proverbs, and idioms, some examples are 
shown in Fig. 6.

Fig. 6 shows a random sample of  data translated by our proposed 
system; we tried to maintain a rich corpus that involves vast 
numbers of  individual words, phrases, idioms, proverbs, etc., in 
order not to have un translated words in the output.

The second part of  this work will be evaluation between 
the proposed system’s results with “inkurdish” MT system 

results for the same set of  data using manual evaluation 
method. Table 1 shows a sample of  data translated by both 
systems. Inkurdish non-sense output with paragraphs and 
long texts obliged us to be satisfied at basic level (simple 
and compound sentence, idioms, proverbs, and phrases) 
evaluation; the sample contains a couple of  random examples 
of  each data set. The evaluation made by a neutral annotator 
(Kurdish native which is English specialist) according to the 
five categories has been defined before.

Detailed explanation of  both computational and linguistics 
issues is out of  our main aim, and we focused on accuracy 
differences between both systems, plus touching some 
general translation issues found during experimenting the 
data sets. Inkurdish MT system suffers severely from some 
issues, it is unable to link verbs to objects in sentences, and 
in spite of  having all different meaning for a specific verb 

Fig. 5. Skeleton for transfer rules.

Fig. 6. Samples of proposed system translation.
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in the corpus, it failures to bring the correct meaning of  the 
verb according to its position in the sentence; it translated 
the verb “play” in “He went to play football before 1 h” 
example (Table 1) as ‘تێنيبەد ڵۆڕ’ instead of  ’تاكەد ىراي‘ 
and this led to improper translation; the corpus of  inkurdish 
suffers from lack of  pre defined common English idioms 
and proverbs; it always gives literal translation for idioms and 
proverbs for example, it translated “Better late than never” 
proverb to ‘زیگرەه ەل گنەرد رتشاب’ (Table 1) which is 
very literal and non-sense translation. Untranslated word 
is another issue for inkurdish system for example the word 
“backyard” has not been translated in “The kids are playing 
in the backyard” example (Table 1).

Table 2 shows the accuracy average for all different data 
sets of  both systems, and the accuracy averages have been 
calculated through a simple formula: Average = summation 
of  all individual scores/total number of  samples. The results 
showed that our system is more accurate than inkurdish 
system for all data sets; both systems got high scores with 
“simple sentence” translation (3.12 and 3.56 of  5 for 
inkurdish and our system, respectively); inkurdish got the 
least score for idioms while our system for phrases (1.15 and 

2.13 of  5, respectively), this means that inkurdish needs to 
maintain large number of  common English proverbs and 
idioms with their Kurdish equivalents while our system need 
to involve more English phrases.

In our previous work “Evaluation of  inkurdish MT System,” 
we addressed the issues of  this MT system in details; hence, 
we tried to bridge the gaps of  inkurdish system in our 
proposed system and this is the reason of  clear differences 
between inkurdish accuracy average and proposed system 
accuracy average; the most common inkurish issue is lack 
of  rich corpus specifically to deal with phrases, idioms, and 
proverbs (1.46, 1.15, and 1.25, respectively) (Table 2); during 

TABLE 1
Sample of data sets with their translations

Dataset Source text Inkurdish translation Proposed system translation
Simple sentence I go to university ۆکناز ۆب مۆڕەد نم ۆکناز ۆب مۆڕەئ نم
Evaluation 5 4

The kids are playing in the backyard .هكەدايكاب ەل نەكەد ىراي ناكەڵادنم  یەچخاب ەل نەکەد یرای ناکەڵادنم 
.ەوەتشپ

Evaluation 3 4
Complex sentence I have been playing football since I 

am 6 years old
 ٦ منم ىەتەوەل ىنيبەد ڵۆڕ مێپ ىپۆت نم
.ناڵاس

 یەتەوەل مەکەئ یپۆت یرای نم
 ناڵاس ٦ منەمەت

Evaluation 1 3
While he was watching the movie, the 
power switched off

 ،دركەد اشامەت ىەكەميلف وەئ ىەتاك وەل
.ەوەيدناژوك اناوت

 یاشامەت (ەکەڕوک)وەئ یەتاک وەل
 ابەراک یوزەت ،درکەد یەکەملیف
ەوەیاژوک

Evaluation 3 4
proverbs Better late than never زيگرەه ەل گنەرد رتشاب  نتشەگەن ەل نتشەگ گنەرد

ەرتشاب
Evaluation 2 5

Actions speak louder than words .ەشو ەل نەكەد ەسق رتزرەب ىگنەد راك ەسق کەن ەترەش رادرک
Evaluation 2 4
Idioms The English test was a piece of cake  ىكێيەچراپ ىزيلگنيئ ىەوەندركيقات

.ووب كێك
 رۆز یزیلگنیئ یەوەندرک یقات
ووب ناسائ

Evaluation 2 4
You can kill two birds with one stone  ڵەگەل تيژوكب ەدنڵاب وود تيناوتەد ۆت

.درەب كەي
 وود درەب کەی ەب تیناوتەئ ۆت
.تیژوکب ەدنڵاب

Evaluation 2 3
phrases Thanks I am pretty good مشاب کەیەداڕ ات نم ساپوس مشاب رۆز نم ساپوس
Evaluation 3 5

We could have dinner at MacDonald. 
How does that sound?

 .دلەنۆدكەم ەل ناميناوت وێش نيۆخب ەمێئ
؟تاكەد ەگنەد وەئ نۆچ

 دڵانۆدکام ەل وێش نیناوتەئ ەمێئ
 ؟ەگنەد وەئ ەنۆچ ،نیۆخب

Evaluation 2 3

TABLE 2
Translation accuracy average for both systems

Dataset Inkurdish 
accuracy average

Proposed system 
accuracy average

Simple sentence 3.12 3.56
Complex sentence 2.45 2.78
proverbs 1.25 2.22
Idioms 1.15 2.42
Phrases 1.46 2.13
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experimenting the data with inkurdish, it did not translate 
even one idiom or proverb, and it gives a literal translation 
instead.

6. CONCLUSION

MT remains to be one of  the most challenging aspects of  
NLP. Despite the ongoing efforts to achieve full machine-
based translation, little progress has been achieved; due to 
language structure and composition complexity. Open-source 
platforms have provided the environment and tools required 
to develop reliable MT systems, especially for language with 
poor resources such as Kurdish. We have presented a MT 
system to translate English to Kurdish developed using an 
open-source platform. The resulting translation is compared 
with the result generated by inkurdish popular English to 
Kurdish MT system. The result shows clear differences 
between inkurdish MT system and our MT system in terms 
of  translation accuracy. The result also shows that RBMT 
and manual MT evaluation are suitable choices, for poorly 
resourced languages.
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1. INTRODUCTION

Drinking water pollution is becoming an increasing problem 
in the entire world for its severity and toxic effects on human 
health. The continuous development of  significant changes 

such as population growth, industrialization, expanding 
urbanization, and diminishing water resources made the issue 
much worst [1]. Awareness of  the quality of  drinking water is 
expanding steadily in many countries in the world [2]. Heavy 
metals play a reasoned approach to the classifying of  drinking 
water quality due to their toxicity and poisonousness even at 
low quantities [3]. Heavy metals are the most damaging and 
dangerous contaminants in water due to non-biodegradable 
nature and their accumulation in a biological system [4]. 
Drinking water may contain essential and toxic heavy metals. 
The essential metals are Co, Cr, Fe, Mn, Mo, Ni, Se, Sn, V, 
Cu, and Zn, these metals are critical for sustain biological life, 
but still, their accumulation in the body may cause dangerous 
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effects [5]. The toxic and non-essential heavy metals such as 
contamination index (Cd), Pb, Al, As, Ba, Hg, Be, and Ti are 
toxic can cause critical or chronic poisoning [6], [7]. For the 
past years, various works have been performed to identify 
heavy metals pollution in drinking water [8]-[11]. Any reliable 
assessment for water quality needs to take into account more 
chemical parameters such as Ca, Na, Mg, PO4, NO3, SO4, 
and total hardness. To obtain a total view on drinking water 
quality condition, as the chemical parameters in drinking 
water may cause important environmental and sanitary 
consequences [12]. Assessment of  drinking water quality 
requires to recognize regional geogenic and anthropogenic 
characteristics for an area to be studied. Naturally, heavy 
metals reach water resources by leaching from contacting 
the soil and underlying rocks. Heavy metals may come from 
anthropogenic activities such as agricultural run-off, effluents 
discharged from cities, industrial plants, and mining sites of  
heavy metals [13]-[15].

Evaluating heavy metals traces in drinking water have been 
performed by generating pollution indices. These indices 
refer to the overall water quality in terms of  heavy metals 
contamination. Many indices are used for the purpose 
concerned, such as heavy metals pollution index (HPI), 
heavy metals evaluation index (HEI), and the degree of  
Cd [16] [18]. Cd is distinguished by the fact that it implicates 
heavy metals and other coexisting contaminants in water 
quality evaluation [19].

Many parts of  Iraq, including the Garmian Region, are 
suffering from the low quality and pollution of  their drinking 
water sources [20]-[22]. As a result, several attempts to have 
been made to define the potential risk of  drinking water 
quality in the area concerned [23]. However, up until now, 
no extensive analysis has been performed to identify heavy 
metals levels in drinking water at Garmian Region.

The current study tests the heavy metal concentration levels in 
drinking water of  Garmian Region, East Iraq by establishing 
a reliable dataset that aids further investigations to develop 
remediation strategies, to enhance the environment of  the 
region, and to protect people health. This work investigates 
23 heavy metals and six chemical parameters in drinking water 
samples from 16 different locations in Garmian Region. HPI, 
HEI, Cd, with statistical analysis approaches of  ANOVA, 
the correlation matrix (CM), and cluster analysis cluster 
hierarchical analysis (CA) have been carried out to detect the 
possible pollution sources.

2. MATERIALS AND METHODS

2.1. Study Area
Garmian Region is located between latitudes (34° 17’ 15”-
35° 10’ 35”) North and longitudes (44° 31’ 30”-45° 47’ 10”) 
East. (Fig. 1), the study area has a total area of  6716.5 km2 
in three districts Kalar, Kifri, and Khanaqin. The region 
has a population of  300,000 inhabitants, with no major 
industrial constructions. The physicographic feature of  the 
area is an alluvial plain in the south and west; while the area 
lies within foothill in the north and east. The major river 
systems draining the area include Alwand, Diyala-Sirwan, 
and Awaspi Rivers. A climate of  the study area is continental 
semiarid by potential evaporation [24]. Soil order of  the area 
is mainly aridisols [25]. The land surface is covered by sand, 
silt, and clay, while periodically several areas are covered by 
gravel [26]. Many parts of  the study area are rich with gypsum 
minerals [27]. The area is underlain by the outcropping 
formations of  Tertiary (Pliocene), and the Quaternary 
deposits (Pleistocene–Holocene) consist in the alternation 
of  sandstone, siltstone, and claystone [28].

2.2. Collection of Water Samples
Water samples (surface and groundwater) were collected 
from the study area and sampling locations from 16 locations 
in Garmian districts between January 1 and October 31 in 
2017, three samples were collected from each location. Water 
sample was collected from selected sites, where including 
different water systems and an area covered a stretch of  
about 60–70 km.

In the field a clean pre-washed (250 ml.) polyethylene 
bucket, which had been connected with a long rope used for 

Fig. 1. Map of study area, and locations of water sampling (The 
first map of Garmian Region Topography is Courtesy of Garmian 

Region Directorate 2017, the second map of Garmian Region location 
according to Kurdistan Region, and Iraq was modified by the authors).
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collection of  water samples from different sampling sites. 
The water sample was allowed to pass through the bucket 
for a while.

Samples were identified in Table I. All samples were acidified 
with 2% nitric acid (pH-2), and refrigerated and transferred 
to the instrumental research laboratory to analyze them. 
All samples were analyzed within 2 days from the time of  
collection by inductively coupled plasma optical emission 
spectroscopy (ICPOES) (Spectro across Germany) at 
University of  Garmian. The standard solutions were 
prepared by serial dilutions of  the 1000 mg/L. Distilled 
deionized water was used for the dilutions and the washing 
all glassware [4].

2.3. Heavy Metals Analysis
Various accurate analytical methods are applied to determine 
heavy metals concentrations in water samples such as 
the atomic absorption spectrometry AAS [29], [30], the 
ICPOES [31]-[33], and the inductively coupled plasma mass 
spectrometry ICP-MS [34].

All water samples were stored in polyethylene containers 
and returned to the laboratory under dark conditions within 
1–2 h of  collection time. The water samples were acidified 
by adding concentrated nitric acid HNO3 and sored at 25°C 
for trace metal determination purposes.

ICP-OES: Spectro Arcos was used to analyze the 23 heavy 
metals. The instrument conditions used were: Spray chamber 
is Scott spray; Nebulizer: Crossflow; RF power/W: 1400; 
pump speed: 30 RPM; Coolant flow (L/min): 14; Auxiliary 
flow (L/min): 0.9; nebulizer gas flow (L/min): 0.8; Preflush 

(s): 40; Measure time (s): 28; replicate measurement: 3; 
argon gas (purity ≥ 99.99); multi-elements stock solutions 
containing 1000 mg/L were obtained from Bernd Kraft 
(Bernd Kraft GmbH, Duisburg, Germany); and standard 
solutions were diluted by several dilution into 0.1, 0.5, and 
2 ppm in 0.5% nitric acid as diluent [2].

2.4. Statistical Analysis
Water pollution indices and statistical approaches were 
implemented to evaluate the potential sources and levels 
of  heavy metals. Typically, evaluation of  water quality by 
pollution indices depends on a massive dataset collected for 
various relevant contamination parameters in water samples 
at different locations. Application of  water pollution indices 
is associated with various statistical analytical techniques 
to interpret and classify the obtained water quality data 
sets. However, among the numerous available statistical 
techniques, the univariate ANOVA, the bivariate correlation 
coefficient matrix CM, and the multivariate cluster analysis CA 
are used for heavy metals impact on water quality [35], [36]. 
Sometimes, these statistical become helpful as water quality 
results may require additional explanations to identify source 
and way of  the contamination.

The obtained data sets from water samples were subjected to 
statistical analysis using Excel 2013 software. Two statistical 
analysis that performed to deduce the sources of  heavy metals 
were; ANOVA and CM interpretations, and cluster analysis 
CA. Using ANOVA aids to find out the significance of  the 
variation between sampling locations while a CM was used to 
reveal the relationships between the examined heavy metals 
and chemical contaminants. Cluster analysis was applied in 
this work to classify water samples according to their spatial 

TABLE I: The description of sources of water samples
Sampling Symbol Samples Location Site coordinate Source
S1 Mineral water Bani-khailan, Kalar district 35.07, 45.67 Spring water
S2 Drilled well 1 Kifri district 34.91, 44.82 Groundwater
S3 Drilled well 2 Kifri district 35.02, 44.63 Groundwater
S4 Water project Kifri district 34.70, 44.96 Surface water - Awaspi river
S5 Drilled well 3 Kifri district 34.91, 45.07 Groundwater
S6 Drilled well 4 Kifri district 34.87, 44.85 Groundwater
S7 Drilled well 5 Kalar district 34.64, 45.30 Groundwater
S8 Water project Kalar district 34.65, 45.36 Surface water - Sirwan River
S9 Drilled well 6 Kalar district 34.83, 45.51 Groundwater
S10 Drilled well 7 Sarqala, Kifri district 34.74, 45.06 Groundwater
S11 Drilled well 8 Sarqala, Kifri district 34.74, 45.08 Groundwater
S12 Drilled well 9 Rizgari, Kalar district 34.66, 45.26 Groundwater
S13 Drilled well 10 Rizgari, Kalar district 34.67, 45.18 Groundwater
S14 Drilled well 11 Khanaqin district 34.57, 45.35 Groundwater
S15 Drilled well 12 Khanaqin district 34.39, 45.35 Groundwater
S16 Water project Khanaqin district 34.35, 45.39 Surface water - Alwand River and Balaju-Canal
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variation of  heavy metal and chemical parameters of  water 
samples. Ward-algorithmic linkage method and Euclidean 
distance are the basis to conduct statistical cluster analysis. 
Agglomerative hierarchical clustering is the used statistical 
cluster analysis. Cluster analysis of  water samples was made 
using XLSTAT (version 2017 for Excel 2013 software).

2.5. Heavy Metals Pollution Assessment
2.5.1. Heavy metal pollution index (HPI)
In this study, the heavy metal pollution index (HPI) was used 
with the formula that proposed by Mohan et al. [37]. Where 
the water quality is assessed according to existence and 
importance of  heavy metals in water samples. Many works 
have used this index to acquire information on heavy metal 
pollution potential in tested waters [38]-[41].

HPI is an arithmetical tool that computed on the basis of  the 
arithmetic mean method to transform various water existing 
data into a single derived number in terms of  relevant heavy 
metals presence effect on water quality.

∑ ==
∑ =

n W Qi iiHPI n Wii

1 
1

 (1)

Where Qi is the subindex of  i-parameter, Wi is the weight 
of  i-parameter, and n is the total number of  parameters 
that included in test. Wi for each parameters is inversely 
proportional to the recommended standard for the 
corresponding parameter. The ith parameter subindex is 
calculated as follows.

( )−
= ∑ −=

n M Ii iQi S Ii i i

[ ]
* 100
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Where Mi, Si, and Ii are monitored, standard, and ideal values 
of  i-parameter for the investigated heavy metals.

2.5.2.HEI
HEI is another pollution index related to heavy metals. 
Usually, it is applied to get a whole idea on potential water 
contamination caused by heavy metals. HEI is calculated as 
following equation [42], [43].

= ∑
=

n HcHEI
Hmaci

 
1

 (3)

Where, Hc and Hmac are the observed and maximum 
permissible level concentrations for each i-parameter, 
respectively.

2.5.3.Cd

The Cd is computed to evaluate the contamination of  
water quality, Cd is a sum of  contamination factors of  
individual parameters those have values above the upper 
allowable limits [44]. Cd takes into consideration the number 
of  parameters exceeding permissible limits and their 
concentrations [45]. Many works have used this index to 
reveal any potential contamination and the combined effects 
of  harmful quality parameters in various water resources such 
as [46] and [47]. Cd is calculated as the following two steps.

= ∑
=

n
C Cd fi

i 1
 (4)

= −
C AiC fi CNi

1 (5)

Where, Cfi, CAi, and CNi are concentration factor, analytical 
value, and the upper allowable concentration of  the 
i-parameter, respectively.

2.6. Methods Evaluation
Before going any further, it was very necessary to evaluate the 
performance method applied in this study. The performance 
evaluation is usually made according to limits of  detection 
(LOD), limit of  quantification (LOQ), and linearity [38], [48]. 
For elements measured by ICPOES, the calibration curves 
were found depending on the standard addition method. The 
linearity of  the analyzed elements was tested and approved. 
The LOD and LOQ were estimated per their relations 
with standard deviation. The accuracy and reproducibility 
of  elements analyzed and measured by ICPOES were 
determined by spiking and homogenizing three replicates of  
each of  the three samples collected randomly from sampling 
locations.

3. RESULTS AND DISCUSSION

3.1. Heavy Metals in Drinking Water Samples
Presence of  heavy metals in drinking water samples 
(groundwater and surface water) from the 16 different sites 
in Garmian region is illustrated in Tables II and III. In this 
study, 23 metals of  Cr, Cu, Fe, Mn, Mo, Al, Sr, Zn, Ba, Se, Li, 
V, Ni, Cd, As, Pb, Co, Tl, Ag, Be, Hg, Sb, and Sn have been 
analyzed. Descriptive statics including maximum permissible 
limit MPL and LOD with the wavelength for the investigated 
heavy metals at all water sampling locations are presented 
in Table II.
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As stated in Table II most MPL for the tested parameters are 
according to the WHO [49] except that MPL for Be, Fe, Mn, 
Sr, Li, V, Ca, P, Be, Co, Tl, Sn, and T. hardness were adapted 
from other standards as demonstrated in Table II. From the 
results obtained, a part of  the examined metals of  Ni, Cd, 
As, Pb, Co, Tl, Ag, Be, Hg, Sb, and Sn are not detected due 
to their concentrations which are below the LOD as shown 
in Table II. The pH ranges were from 6.5 to 8.0 for all water 
samples, with no great difference in pH values among the 
sampling locations in which this weak influence could be 
ignored on the heavy metals presence in tested samples.

From Table II of  descriptive statistics, it can be seen from 
the obtained results that heavy metals characteristics of  
drinking water quality in Garmian region are generally within 
acceptable ranges except for Fe, Al, Sr, Li, and Se at certain 
locations such as S2, S8, and S14.

The distribution of  the measured heavy metals shows that 
the mean and median values for the metal of  aluminum (Al) 

concentration in water samples 0.3 mg/L are higher than 
maximum permissible limits MPL 0.2 mg/L this reveals the 
significance of  the Al metal impact on drinking water at those 
locations in the region. Mean value of  lithium Li is 0.037 
which is exceeded MPL at most locations in the study area. 
Strontium Sr and selenium Se mean values in water samples 
are 3.838 and 0.038 mg/L that is close to the maximum 
permissible limits MPL of  4, and 0.04 mg/L, respectively, 
hence this reveals the contribution of  Sr and Se in the drop of  
drinking water quality of  the area. The rest of  the parameters 
showed lower concentrations in tested samples.

Table III illustrates more details on heavy metals 
concentrations among the analyzed drinking water samples 
that collected from various locations in Garmian Region. 
The obtained results showed a sign of  pollution hazards of  
certain heavy metals. For Cr high level it was determined to 
be 0.021 mg/L for water samples collected from location 
S10 and was low or BDL in the other locations. Cr was only 
found in groundwater samples (0.001–0.021 mg/L). In all 

TABLE II: Descriptive statistics for heavy metal and chemical parameters in tested water samples
Parameter Min Max Mean Median Standard deviation LOD (mg/L) MPL (mg/L) Wavelength (λ)
Cr 0.000 0.021 0.003 0.000 0.006 0.0010 0.05 267.7
Cu 0.011 0.028 0.018 0.016 0.005 0.0010 1 324.8
Fe 0.009 0.736 0.074 0.0155 0.179 0.0020 0.2a 259.9
Mn 0.001 0.020 0.004 0.001 0.006 0.0010 0.05a 257.6
Mo 0.001 0.006 0.003 0.002 0.001 0.0010 0.07b 202.1
Al 0.000 0.550 0.038 0.000 0.137 0.0040 0.1b 396.2
Sr 1.046 11.94 3.838 3.9865 2.900 0.0020 4d 407.7
Zn 0.001 0.386 0.055 0.0175 0.095 0.0010 3 213.9
Ba 0.006 0.094 0.034 0.0165 0.027 0.0044 0.7 455.4
Se 0.027 0.044 0.038 0.038 0.004 0.0020 0.04 196.1
Li 0.004 0.078 0.037 0.034 0.021 0.0010 0.01e 670.8
V 0.001 0.008 0.005 0.0045 0.002 0.0025 0.015f 292.4
As BDL BDL BDL BDL -- 0.0026 0.01 189.0
Ag BDL BDL BDL BDL -- 0.0012 0.05 328.1
Be BDL BDL BDL BDL -- 0.0010 0.004c 313.1
Cd BDL BDL BDL BDL -- 0.0010 0.003 214.4
Co BDL BDL BDL BDL -- 0.0010 0.1f 228.6
Hg BDL BDL BDL BDL -- 0.0040 0.006 184.9
Ni BDL BDL BDL BDL -- 0.0010 0.07 231.6
Pb BDL BDL BDL BDL -- 0.0035 0.01 220.4
Sb BDL BDL BDL BDL -- 0.0068 0.02 206.8
Sn BDL BDL BDL BDL -- 0.0010 0.001k 190.0
Tl BDL BDL BDL BDL -- 0.0040 0.0072g 190.9
Ca 36.48 175.41 103.55 114.54 49.22 0.004 75h 315.9
K 0.78 5.04 2.24 2.16 1.24 0.031 12b 766.5
Mg 9.91 69.76 37.76 47.95 20.32 0.005 50b 279.1
Na 5.34 125.53 50.59 50.09 39.86 0.066 50 330.2
P 0.03 0.07 0.04 0.04 0.01 0.002 0.16m 177.5
T. Hardness 139.17 724.40 413.57 470.67 203.75 -- 200h --

LOD: Limit of detection, BDL: Below detection limit, MPL: Maximum permissible limit, aadapted from [50], b (WHO, 2011) adapted from [51], c (USEPA, 2008) adapted from [51], 
d (USEPA, 2008) adapted from [52], eadapted from [53], fadapted from [54], f (USEPA, 008) adapted from [55], gadapted from [56], h (WHO, 2006) adapted from [57], kadapted 
from [58], madapted from [59]
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sampling locations, low levels of  Cu were detected ranging of  
0.011–0.028 mg/L. However, in one location S8 a high level 
of  Fe 0.736 mg/L exceeding the MPL. It was found that the 
concentrations of  Mn, Mo, Zn, Ba, and V were lower than 
MPL of  0.05, 0.07, 3.0, 0.7, and 0.015 mg/L, respectively, 
in all sampling locations that considered in this study. Zn 
showed critical concentrations at locations S2 and S10 with 
the range of  0.386 and 0.103 mg/L. It was noticed at some 
locations that Al, Sr, and Li concentrations are higher than 
MPL specified by this work. Some heavy metals were not 
detected in this study in all sampling locations due to their 
low concentrations levels such as As, Ag, Be, Cd, Co, Hg, 
Ni, Pb, Sb, Sn, and Tl. Samples from Diyala-Sirwan River 
downstream location S8 (Kalar drinking water project was 
established to provide potable water to Kalar city residents) 
looks like having higher concentrations than MPL values of  
Al and Fe when compared to groundwater and surface water 
samples from other locations.

This elevation in Fe and Al levels is due to the fact that 
Diyala-Sirwan River flows through small building materials 
manufactures. Therefore, the high contamination in this 
location may come from effluents discharged by these 
sites and also from aluminum-rich materials used in water 
treatment. Considerable contaminations of  Sr were observed 
in various locations S1 to S6 and S14 to S16 for both surface 
and groundwater sources at Khanaqin and Kifri districts. 
According to USEPA 2008 standards of  MPL is 4.0 mg/l 
[52], many water samples contain a high level of  Sr parameter. 
These levels are generally related with environmental 
contamination generated by a natural occurrence of  
alkaline earth metal. This could be relatively distributed in 

groundwater as well as in surface water and that is common 
in such systems and crustal materials [52], [60]. Se and Li 
levels are high in water samples S2, S3, and S14 for Se and 
S2, S3 while the concentration of  Li is 0.055 mg/L for S6. 
High Se and Li levels in certain groundwater samples are 
occurring due to geogenic sources such as weathering and 
leaching of  rocks, dissolution of  soluble salts in soils, and it 
might occur due to anthropogenic activities [61], [62]. Several 
chemical parameters of  the water quality were investigated 
in this study. According to their levels and roles in the 
anthropological life that called macro essential elements, 
five cations chemical elements were analyzed include Ca, K, 
Mg, Na, and P. The statistical description for these chemical 
parameters of  maximum, minimum, mean, median, and 
standard deviation for all water samples is summarized in 
Table II. In many locations, statistics show that the mean and 
median concentrations are close to or even exceed the MPL. 
From Tables II and IV, it can be noticed that the ranges of  
the studied cations of  the water samples (mg/L) were Ca, 
36.48–175.4; K, 0.777–5.042; Mg, 9.914–69.757; Na, 5.34–
125.53; and P, 0.029–0.68; T. Hardness, and 139.171–724.4. 
Ca and Na and T. hardness are in the first class. Magnesium 
has shown high concentrations in water samples from most 
locations and exceeded the MPL. High concentrations of  Ca 
and Mg exist in water samples of  Khanaqin district (S14 to 
S16), Kifri district (S2, S3, S4, S5, S6, and S10), and in one 
location at Kalar district S7. Accordingly, at these locations, 
the total hardness is high also. Sources of  elevated Ca, Na, 
and Mg ions are more likely to be geogenic, like natural 
hydro-geochemical processes of  soil leaching and chemical 
weathering of  rocks from the adjoining basement complex 
that causes salinized groundwater and river water [63]. 

TABLE III: Concentrations of heavy metals in drinking water samples detected by ICPOES
Sample location Concentration (mg/L)

Cr Cu Fe Mn Mo Al Sr Zn Ba Se Li V
S1 BDL 0.021 0.009 0.001 0.002 BDL 1.241 0.001 0.014 0.027 0.004 0.001
S2 0.009 0.012 0.071 0.009 0.005 BDL 11.940 0.386 0.006 0.042 0.075 0.005
S3 0.008 0.011 0.067 0.004 0.006 BDL 6.713 0.065 0.016 0.042 0.078 0.005
S4 BDL 0.015 0.011 0.001 0.002 BDL 4.398 0.020 0.015 0.038 0.047 0.004
S5 BDL 0.015 0.011 0.001 0.002 BDL 4.971 0.015 0.013 0.040 0.049 0.005
S6 BDL 0.013 0.013 0.001 0.001 BDL 5.804 0.037 0.015 0.038 0.055 0.005
S7 BDL 0.019 0.011 0.001 0.001 BDL 1.738 0.001 0.062 0.040 0.026 0.003
S8 BDL 0.021 0.736 0.018 0.003 0.55 1.190 0.006 0.094 0.035 0.033 0.004
S9 BDL 0.022 0.012 0.001 0.001 BDL 1.143 0.015 0.065 0.034 0.027 0.003
S10 0.021 0.016 0.034 0.003 0.002 BDL 3.884 0.103 0.017 0.039 0.040 0.008
S11 BDL 0.023 0.014 0.001 0.004 BDL 1.555 0.093 0.042 0.038 0.023 0.006
S12 0.001 0.024 0.015 0.001 0.003 BDL 1.601 0.006 0.045 0.034 0.019 0.007
S13 0.002 0.028 0.016 0.001 0.002 BDL 1.046 0.001 0.056 0.034 0.011 0.008
S14 BDL 0.016 0.017 0.001 0.004 BDL 4.631 0.091 0.012 0.044 0.035 0.003
S15 BDL 0.014 0.034 0.001 0.002 BDL 4.089 0.034 0.015 0.038 0.027 0.003
S16 BDL 0.013 0.112 0.020 0.004 0.05 5.466 0.004 0.063 0.037 0.043 0.003
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Especially in rural areas in the study region, the agricultural 
runoff  has happened on a limited scale. Other anthropogenic 
activities consequences such as wastewater mixing or leakage 
have not considerable effects on the groundwater quality. 
This comes from the fact that no significant human actions 
present considerable accumulations of  chemical elements like 
cations in water resources at these areas. These variations in 
cations concentrations are well-known phenomenon, and it 
has been observed by previous works [64], [65].

3.2. Statistical Analysis
A one-way analysis of  variance ANOVA function of  
Excel 2013 was used in this work to validate the significant 
differences among sampling locations. Statistically analyzed 
results of  water samples using ANOVA were at 95 % 
confidence level [2].

The variance analysis results showed that all tested heavy 
metals and chemicals were substantially different at P < 0.05. 
P = 0.00722, F value was 2.187, and Fcrit was 1.7058. One-way 
ANOVA technique was applied in this work because there 
is only one variable is tested which is the spatial variance of  
the study area without replication for each sample.

Fig. 2 illustrates the most significant variance of  the 
investigated heavy metals and chemicals in drinking water 
samples. Fe and Al levels showed an interesting deviation 
at location S8 as mentioned before. Location S8 is a water 
treatment plant at Kalar City that takes raw water from the 
nearby Diyala-Sirwan River. This distinction refers to the 
impact of  discharge by the existed construction materials 
plants situated along the river bank. Similarly, it refers to 

potential contamination by aluminum-rich material used in 
water treatment.

Fig. 2 shows high concentrations of  particular heavy metals 
such as Se and Sr in most water samples in the study area. As 
there is no significant anthropogenic activity can cause these 
elevations in the region. It is assumed that heavy metals come 
from natural geogenic sources. Ca and Mg levels are high almost 
all over the study region as presented in Fig. 2. These high levels 
of  Ca and Mg are typically caused by geological properties 
of  the region [42]. The CM analysis was performed to figure 
out the relationships among the water sample contaminants. 
A correlation coefficient nearer to 1.0 means perfect linear 
relation between the related parameters. Normally, a correlation 
coefficient of  1.0 is achieved for parameters related with 
itself. Table V illustrates the correlation coefficients matrix 
between heavy metals and other parameters. Relationships of  
coefficients >0.5 between two investigated parameters at 5% 
level of  significance and P < 0.05 are considered significant. 
Such coefficients were generated between certain pairs of  
heavy metals or chemical parameters in the water samples.

Strong positive relationships (>0.7) between heavy metals 
were observed for example (Fe with Al), (Li with Sr and Se). 
At the same time, strong negative relationships (<0.8) were 
found such as (Sr with Cu), and (Cu with Li). Correlations 
at P < 0.05 were obtained for the tested heavy metals 
and chemical parameters. There were significant positive 
correlations between Se, Li, and Sr with all tested chemical 
parameters in this study except P. Furthermore, significant 
negative correlations exist between Cu with all tested 
chemical parameters in this study except P.

Table IV: Concentrations of chemical parameters in water samples
Sample location Concentration (mg/L)

Ca K Mg Na P T. Hardness
S1 36.484 0.777 14.811 5.340 0.043 151.816
S2 141.971 2.649 47.825 79.775 0.029 551.01
S3 139.498 4.640 48.077 125.530 0.032 545.86
S4 135.276 2.591 48.693 59.302 0.037 537.712
S5 138.011 2.661 48.867 58.618 0.036 545.263
S6 157.008 2.998 61.069 66.198 0.034 642.784
S7 93.794 1.461 23.024 15.805 0.040 328.765
S8 59.108 2.396 17.636 14.340 0.054 219.959
S9 60.182 1.244 16.340 9.985 0.048 217.330
S10 81.322 1.932 48.889 112.068 0.039 403.631
S11 48.927 1.054 18.055 15.993 0.049 196.224
S12 50.530 1.081 16.222 17.907 0.065 192.716
S13 39.457 1.028 9.914 15.094 0.068 139.171
S14 139.603 1.765 52.928 41.571 0.039 565.893
S15 160.174 2.528 62.035 64.985 0.036 654.660
S16 175.406 5.042 69.757 106.877 0.045 724.400
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These significant correlations confirm the source of  the heavy 
metals and chemical parameters in water samples are the 
geological structure or composition of  rocks, soil. Heavy metals 
enrichment of  Al and Fe in the water sample S8 is attributed 
to small projects constructed beside Diyala-Sirwan River, as 
most the effluents are washed by surface runoff  and goes into 
the river. Aluminum-rich materials utilized on the site of  the 
water treatment plant could be the second source of  Al [66].

3.2.1. Cluster analysis
The CA analysis can identify any similarity that exists 
among clustered results. By showing considerable internal 
clusters homogeneity and significant external heterogeneity 
concerning clusters. Hierarchical agglomerative clustering is 
applied to find any spatial similarity between water samples 
regarding their locations in the study area.

From the results illustrated in Fig. 3, the dendrogram of  
hierarchical cluster analysis has generated three distinct 
clusters. A similarity of  water samples in term of  sampling 
locations are classified into three principal cluster groups.

The main groups of  sample locations are Cluster 1, contains 
sampling locations of  S2, S3, and S4, S5, S6, S10, S14, S15, 
and S16. Cluster 2, includes one sampling location of  S8. 
Cluster 3, combines sampling locations of  S1, S7, S9, S11, 
S12, and S13.

It can be deduced from the cluster analysis that the spatial 
division was based principally on the type of  heavy metals 
contamination. As the location S8 in Cluster 2 is a water 
treatment plant constructed at downstream of  a river, this 
sample showed different contamination (high levels of  Fe and 

Fig. 2. Mean concentrations spatial distribution for some heavy metals and chemical parameters with indicating MPL limit; (a) for iron, (b) for 
strontium, (c) for aluminum, (d) for selenium, (e) for calcium, and (f) for magnesium.
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e f
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Al) from other locations. In Cluster 3, groundwater samples 
were of  low concentrations of  heavy metals.

3.2.2. Contamination evaluation indices
Contamination evaluation indices HPI, HEI, and Cd in this work 
based on the WHO guidelines for drinking water and other 
standards taken from the literature. Mean values of  the heavy 

metals were used to calculate contamination evaluation indices 
HPI and HEI while mean values of  heavy metals and chemical 
parameters were used to calculate contamination degree index Cd.

Table VI illustrates the values of  HPI, HEI, and Cd. HPI 
for the heavy metals in water samples ranges from 54.986 
to 24.564 with a mean value of  25.48. Location S8 has the 
highest HPI value. HPI value equals 100 is considered as 
a critical potential pollution with respect to heavy metals 
concentrations [41].

No location in the study area has exceeded this limit. 
Nevertheless, as stated by Herojeet et al. [67] HPI results 
were classified as low (<15), medium (15–30), or high (>30) 
pollution. In this case, only two locations (S1 and S16) are 
not highly contaminated by heavy metals.

It is worth mentioning here; highest HPI value comes from 
water treatment plant at Kalar City that takes raw water 
from Diyala - Sirwan River. The elevated HPI at this site is 
in accord with the statistical analysis results. High HPI is due 
to the impact of  the building material plants at a river bank.

Otherwise, it caused by materials used in water treatment. 
Other groundwater samples have also registered high HPI 
values at locations S10 and S13, where the heavy metal 

TABLE V: Correlation matrix between heavy metals and chemical parameters in analyzed water samples

Parameters Cr Cu Fe Mn Mo Al Sr Zn Ba Se Li V Ca K Mg Na P T. Hard.

Cr 1
Cu −0.27 1.00
Fe −0.07 0.09 1.00
Mn 0.02 −0.22 0.71 1.00
Mo 0.23 −0.34 0.15 0.39 1.00
Al −0.13 0.15 0.99 0.66 0.07 1.00
Sr 0.36 −0.81 −0.14 0.22 0.53 −0.23 1.00
Zn 0.48 −0.39 −0.08 0.11 0.52 −0.15 0.78 1.00
Ba −0.31 0.56 0.60 0.50 −0.17 0.62 −0.59 −0.43 1.00
Se 0.28 −0.62 −0.12 0.00 0.43 −0.17 0.63 0.48 −0.34 1.00
Li 0.38 −0.82 0.04 0.25 0.52 −0.04 0.87 0.56 −0.40 0.71 1.00
V 0.53 0.26 −0.08 −0.15 0.10 −0.10 0.02 0.17 −0.01 0.17 0.10 1.00
Ca 0.00 −0.90 −0.15 0.21 0.24 −0.21 0.74 0.24 −0.45 0.66 0.70 −0.25 1.00
K 0.12 −0.79 0.16 0.57 0.48 0.09 0.61 0.09 −0.11 0.44 0.74 −0.12 0.79 1.00
Mg 0.19 −0.90 −0.17 0.21 0.22 −0.23 0.70 0.23 −0.52 0.59 0.64 −0.14 0.95 0.76 1.00
Na 0.60 −0.82 −0.12 0.28 0.46 −0.21 0.71 0.33 −0.45 0.55 0.77 0.18 0.71 0.82 0.81 1.00
P −0.25 0.89 0.21 0.05 −0.17 0.26 −0.71 −0.45 0.66 −0.57 −0.70 0.38 −0.72 −0.49 −0.70 −0.60 1.00
T.Hard. 0.08 −0.91 −0.16 0.22 0.24 −0.22 0.73 0.24 −0.48 0.64 0.69 −0.21 0.99 0.79 0.98 0.76 −0.72 1

Correlations are significant at a level of (P<0.05)

Fig. 3. Hierarchical cluster analysis dendrogram of water samples 
locations.
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pollution comes from natural sources and much less from 
domestic waste and agricultural runoff.

The lowest HPI recorded in the study region was for the 
water sample S1, S1 which is a spring water located at north 
of  the region and no anthropogenic pollution exist.

Table VII depicts the deviation and percentage deviation 
from mean values for HPI, HEI, and Cd indices. From Table 

VII, it is noticed that eight locations (S3, S5, S6, S8, S10, S11, 
S12, and S13) have HPI values above the HPI mean value. 
In other words, it can be said that 50% of  the study area is 
significantly affected by heavy metals pollution in drinking 
water sources according to the HPI index.

The classification of  overall drinking water quality per 
HEI is low (<1.24), medium (1.24–2.48) and high (>2.48) 
polluted [68]. The quality of  drinking water in regard to 
HEI at the majority of  sampling locations (S2, S3, S4, S5, 
S6, S8, S10, A14, and S16) is in the high class (HEI >2.45). 
The water resources in these locations are surface water 
and groundwater. Elevated heavy metals concentrations are 
observed in certain water samples.

The maximum HEI value is 8.441 for the location S8. 
Location S8 has also the highest HPI value; the reason for 
the rise is mentioned previously. Substantially, the lowest HEI 
value of  1.179 for surface water sample from the location 
S1, considering all sampling locations. Water source at this 
location is spring water; hence, it is the less contaminated 
site in the study area.

Table VII shows that only five locations (S2, S3, S8, S10, and 
S16) have HEI values above the mean value. Their percentage 
of  deviation from HEI mean value ranges from 7.07% at 
S8 to 179.07% at S10. By considering HEI results, among 
the highest five polluted locations; two of  them are surface 
water of  S8 and S16.

TABLE VI: Values of pollution indices
Sample location HPI HEI Cd
S1 24.564 1.179 −14.839
S2 39.425 5.298 −5.100
S3 41.324 3.817 −5.534
S4 37.348 2.485 −8.416
S5 40.949 2.743 −8.095
S6 40.009 2.907 −6.778
S7 35.160 1.840 −12.117
S8 54.986 8.441 −6.495
S9 32.750 1.556 −13.625
S10 52.622 3.238 −8.035
S11 43.015 1.992 −13.300
S12 44.334 1.965 −13.218
S13 47.210 1.915 −13.852
S14 36.981 2.687 −8.341
S15 33.811 2.445 −7.170
S16 29.678 3.886 −3.920
Mean 39.635 3.023 −9.302
Standard deviation 7.916 1.773 3.593
Min. 24.564 1.179 −14.839
Max. 54.986 8.441 −3.920

HPI: Heavy metals pollution index, HEI: Heavy metals evaluation index, 
Cd: Contamination index

TABLE VII: Mean deviation values of contamination indices
Sample 
location

HPI HEI Cd
Mean 

deviation
% Mean 

deviation
Mean 

deviation
% Mean 

deviation
Mean 

deviation
% Mean 

deviation
S1 −15.071 −38.025 −1.846 −61.022 −5.537 59.522
S2 −0.211 −0.531 2.274 75.171 4.202 −45.177
S3 1.688 4.260 0.793 26.213 3.768 −40.503
S4 −2.288 −5.771 −0.540 −17.838 0.887 −9.531
S5 1.314 3.315 −0.282 −9.327 1.208 −12.982
S6 0.374 0.943 −0.118 −3.893 2.524 −27.134
S7 −4.475 −11.291 −1.185 −39.166 −2.815 30.263
S8 15.351 38.730 5.416 179.069 2.808 −30.181
S9 −6.885 −17.371 −1.469 −48.572 −4.323 46.474
S10 12.986 32.765 0.214 7.067 1.267 −13.619
S11 3.379 8.526 −1.033 −34.145 −3.997 42.973
S12 4.698 11.854 −1.059 −35.021 −3.916 42.100
S13 7.574 19.110 −1.109 −36.680 −4.550 48.912
S14 −2.654 −6.697 −0.337 −11.150 0.961 −10.333
S15 −5.824 −14.694 −0.580 −19.174 2.132 −22.918
S16 −9.957 −25.122 0.861 28.466 5.383 −57.864

HPI: Heavy metals pollution index, HEI: Heavy metals evaluation index, Cd: Contamination index
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A difference between HPI and HEI results appears pursuant 
to divergence in results at several locations see Fig. 4. This 
great variation was increased by taking in account ideal values 
of  permissible limits of  heavy metals with HPI calculations. 
These permissible limits are subject to variations according 
to different accredited authorities.

All measured parameters were implied: The heavy metals 
and chemical parameters. Characterizing Cd values were 
made as previous works. Cd was classified into three 
groups: Low (Cd <1), medium (Cd = 1–3), and high (Cd 
>3) [44], [69], [70]. Cd results range between −14.839 
and −3.920. The mean value is −9.302, with >60% of  
water samples falling above the mean value. Percentage 
of  deviation from mean value ranges from 57.86% at 
S16 to 9.53% at S4 (Table VII). The previously proposed 
classification of  Cd consider all water samples (surface 
water and groundwater) are low; as they did not exceed 1.0. 
Therefore, the study area is considered as slightly polluted 
with respect to all pollutants (heavy metals and chemical). 
From Fig. 4, the results of  Cd show a convergence with 
HEI results. The two indices did not take into account the 
ideal limits for tested parameters. Different evaluations 
were observed between HEI and Cd. The differences were 
rising from the fact that Cd is combining the chemical 
parameters in the pollution assessment calculations. The 
obtained results led to figuring out the impact of  the heavy 
metals on the drinking water quality in Garmian Region. 
The contamination is due to the nature of  the soil and 
underlying rocks compositions. Weathering and leaching of  
soluble salts from the soil and underlying rocks may reach 
the water resource in the region. Anthropogenic activities 
impact was observed in water quality in the results of  HPI, 
HEI, and Cd for the location S8 particularly the minor 
industrial activities near Diyala-Sirwan River.

4. CONCLUSION

• In this work, the used statistical methods were: CM and 
cluster analysis CA. The obtained results showed that 
the drinking water quality in most locations of  the study 
area is polluted at different levels.

• Concentrations of  some heavy metals such as Fe, Al, Li, 
Sr, and Se are considerably high at certain locations in the 
study area. For example location S8, which is the water 
treatment plant of  Kalar City recorded the highest levels 
of  Al and Fe. Correspondingly, chemical parameters 
concentrations of  Ca and Mg are high in most the tested 
water samples in the study area.

• In general, water pollution indices, HPI, HEI, and 
Cd have provided an overview of  the extent of  
contamination at all locations in the Garmian area. 
For most of  these locations, pollution indices have 
made a convergent evaluation and their values showed 
considerable correlation. Nevertheless, three extreme 
results have appeared in the locations S14, S15, and 
S16 of  HPI with HEI and Cd. The variances in these 
locations are most likely due to differences in the heavy 
metals concentrations assessment schemes used by HPI. 
According to HPI contamination evaluation level, all the 
investigated locations are not critically polluted in view 
of  the fact that HPI is <100 as proposed by Prasad and 
Bose [41]. Where the HPI is between 24.564 and 54.986. 
According to Cd, all study locations are occurred within 
low polluted level Cd index places all the locations within 
low polluted levels (Cd >3 for all the study area). The 
third pollution evaluation index HEI has a more reliable 
pollution categorization for water samples, in which 
low (<1.24), medium (1.24–2.48), and high (>2.48). As 
per HEI evaluation levels, 44% of  location is critically 
polluted and 38% of  the locations are moderately 
polluted. All surface water samples S4, S8, and S16 are 
classified as critically polluted, where the highest level 
of  contamination was observed at location S8 (HEI = 
8.441). Hence, HEI proved to be more appropriate for 
heavy metal pollution evaluation, as the unwieldy way 
of  calculation processed by Cd and HPI.

• Statistical analysis by correlation coefficient matrix and 
cluster analysis CA was applied in the study. These methods 
detected that heavy metals and other contaminants in 
drinking water are mostly released from natural geological 
sources. Especially, weathering and leaching of  soils and 
underlain rocks. While anthropogenic activities sources 
were only found in the locations S8 and S16. The CA and 
CM analytical results gave a concrete agreement between 
them for all the data sets investigated.

Fig. 4. Spatial distribution of heavy metals pollution index, heavy 
metals evaluation index, and contamination index on sampling 

locations of study area.
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• Drinking water samples studied in this work are the main 
source for residents living in rural and urban locations 
of  Garmian Region. Detection of  high or critical levels 
in collected samples means there is a significant potential 
for drinking water contamination by heavy metals in 
the area. Hence, this study leads to establish a reliable 
database on heavy metals and their potential sources 
that leaching into the water resources of  Garmian 
Region. These findings give a rigid base for any further 
studies performed on the drinking water quality in 
same area to reach a broad understanding of  natural 
and anthropogenic impacts on drinking water quality 
in Garmian region. The importance of  comparative 
evaluation by HPI and statistical methods is proved to 
be significant in such water quality studies.
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